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1.Introduction to Comodo Device Manager

Comodo Device Manager (CDM) allows administrators to manage, monitor and secure mobile devices and Windows endpoints
which connect to their enterprise wired and wireless networks.

Administrators must first add users to the CDM console and can then enroll devices for those users. Once a device has been
enrolled, administrators can remotely apply configuration profiles which determine that device's network access rights, security
settings and general preferences. CDM also allows administrators to monitor the location of the device; run antivirus scans on
the device; install/uninstall apps; remotely lock or wipe the device; view/start/stop running services; view reports on device
hardware/software information; reset user passwords; make the device sound an alarm, view and manage malware identified
from scans and Valkyrie analysis, manage OS update patches on Windows devices and more.

cCOMODO =  Overview &Y Logout (John Smith)

Device Management

DASHBOARD
Overview Platforms Device Types
Compliance
Android 5 ' PC 22
Vallkyrie
Notificeitians o i0s 1 Smartphone 5
Reports O Windows 22 O Tablet 1
DEVICES () Windows 0
Server
USERS
PROFILES
APPLICATIONS Scan Status BYOD Status
APP STORE
Unknown 5 Corporate 1
ANTIVIRUS
Complete 7 Personal 2
SETTINGS [}
' O In Progress 1 O Mot Specified 25

(O) virusesFound 1
O Scan Canceled 5

O UpdatingDB 0

Each user license covers up to five mobile devices or one Windows endpoint for a single user. (1 license will be consumed by 5
mobile devices. 1 license could also be consumed by a single Windows endpoint). If more than 5 devices or 1 endpoint are
added for the same user, then an additional user license will be consumed.

Guide Structure

This guide is intended to take you through the configuration and use of Comodo Device Manager and is broken down into the
following main sections.

Introduction to Comodo Mobile Manager - Contains a high level overview of the service and serves as an introduction to the main
themes and concepts that are discussed in more detail later in the guide.

The Administrative Console - Contains an overview of the main interface of CDM and guidance to navigate to different areas of
the interface.

The Dashboard - Describes the Dashboard area of the interface that allows the administrator to view a snapshot summary of

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 5
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devices and their statuses as pie-charts.

Users and User Groups - Covers the creation and management of users and user groups, enroliment of devices and assigning
configuration profiles to devices.

*  Managing Users
*  Creating New User Accounts
«  Enrolling Users Devices for Management
+  Viewing the Details of a User
»  Assigning Configuration Profile(s) to Users' Devices
*  Removing a User
«  Managing User Groups

»  Creating a New User Group

«  Editing a User Group

«  Assigning Configuration Profiles to a User Group
*  Removing a User Group

Devices - Covers management and control of enrolled devices, remotely generating sirens, wiping, locking and powering off
enrolled devices, remotely installing and managing apps on devices and managing device groups.

¢ Devices List

«  Managing Windows Devices
*  Managing Android/iOS Devices
*  Viewing the User Information
*  Removing a Device
+  Remote Management of Windows Devices
*  Remotely Installing Packages onto Windows Devices
» Installing Apps on Devices
*  Generating Alarm on Device
*  Locking/Unlocking Selected Devices
«  Wiping Selected Devices
«  Assigning Configuration Profiles to Selected Devices
»  Setting / Resetting Screen Lock Password for Selected Devices
»  Updating Device Information
»  Sending Text Message to Devices
«  Managing Device Groups
*  Creating Device Groups
«  Editing a Device Group
»  Assigning Configuration Profiles to a Device Group

*  Removing a Device Group

Configuration Profiles - Covers creation and management of configuration profiles to be applied to enrolled iOS and Android
Smartphones and Tablets and Windows endpoints.

»  Creating Configuration Profiles

+  Profiles for Android Devices
*  Profiles for iOS Devices
+  Profiles for Windows Device
*  Viewing and Managing Profiles
»  Editing Configuration Profiles

+  Managing Default Profiles

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 6
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Applications - Covers the management of applications installed on the managed devices, manage their ratings, manage
software vendors list and OS update patches that can be pushed to Windows devices from the CDM console.

»  Viewing Applications Installed on Android and iOS Devices

»  Blacklisting and Whitelisting Applications
»  Viewing Applications Installed on Windows Devices

»  Viewing and Managing Unrecognized Files
«  Viewing and Managing Trusted Files
»  Viewing and Managing Malicious Files
*  Viewing list of Valkyrie Analyzed Files
*  Viewing and Managing Sandboxed Applications on Windows Devices

«  Viewing and Managing Software Vendors List
* Installing OS Patches on Windows Endpoints
App Store - Covers the management of applications that can be pushed to enrolled devices from the CDM console.

* iOS Apps
«  Adding iOS Apps and Installing them on Devices
«  Managing iOS Apps
*  Android Apps
«  Adding Android Apps and Installing them on Devices
*  Managing Android Apps
Antivirus - Describes how to run AV scans on the enrolled devices, view threats and handle them manage quarantined items.
*  Antivirus Scans

*  Running On-Demand Antivirus Scans on Devices

* Handling Malware on Scanned devices

*  Updating Virus Signature Database at Windows Devices
*  Viewing and Managing Identified Malware

»  Viewing Threats History
*  Viewing and Managing Quarantined ltems

Configuring Comodo Device Manager - Contains explanations and tutorials on creating admin and user roles with different
privilege levels and appropriately assigning them to enrolled users and configuring the behavior of various CDM components.
Also covers management of subscriptions and renewal/upgrade of licenses, bulk enroliment of devices, AD server integration for
importing user groups and so on.

«  Viewing and Managing Licenses
*  Upgrading or Adding the License
«  Configuring Variables and Groups

«  Creating and Managing Custom Variables
»  Creating and Managing Registry Groups
»  Creating and Managing COM Groups
»  Creating and Managing File Groups
»  Configuring Role Based Access Control for Users

*  Creating a New Role
«  Managing Permissions and Assigned Users of a Role
*  Removing a Role
*  Managing Roles Assigned to a User
*  Downloading CDM Installation Packages for Windows Devices

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 7
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«  Downloading Package for installation through AD server
*  Downloading Offline Installation Package
«  Adding Apple Push Notification Certificate

*  Configuring the CDM Android Agent

«  Configuring General Settings

»  Configuring Android Client Antivirus Settings

+  Adding Google Cloud Messaging (GCM) Token
»  Configuring CDM Windows Client

*  Managing CDM Extensions

«  Configuring Email Templates

«  Configuring Email Noftifications

*  Configuring CDM Reports

*  Importing User Groups from LDAP

»  Viewing Version and Support Information

1.1.Key Concepts

Mobile Device - For the purposes of this guide, a mobile device is any Android or iOS smart phone or tablet that is allowed to
connect to the enterprise network through a wireless connection. Comodo Device Manager allows network administrators to
remotely configure device access rights, security settings, general preferences and to monitor and manage the device. Mobile
devices may be employee or company owned.

Windows Endpoints - For the purposes of this guide, a Windows Endpoint is any Windows laptop, desktop or server computer
that is allowed to connect to the enterprise network through a wireless or wired connection. Comodo Device Manager allows
administrators to install Comodo Endpoint Security, manage security settings on them, view and manage installed applications,
run antivirus scans manage OS update/security path installation and more. Windows Endpoints may be employee or company
owned.

User - An employee or guest of the enterprise whose device(s) are managed by the CDM console. Users must be created
before their devices can be added. Users can be added manually or by importing user groups from an AD server.

Device Group - An administrator-defined grouping of Android, iOS and/or Windows devices that allows administrators to apply
configuration profile(s) to multiple devices at once.

Quarantine - If the antivirus scanner detects a malicious application on an Android device then it may either be deleted
immediately or isolated in a secure environment known as 'quarantine’. Any infected files moved into quarantine are encrypted
so0 they cannot run or be executed.

Configuration Profile - A configuration profile is a collection of settings applied to enrolled device(s) which determine network
access rights, overall security policy, antivirus scan schedule and other preferences. Profiles are split into iOS profiles, Android
profiles and Windows profiles. Profiles can be applied to an individual device, to a group of devices, selected users' devices or
designated as a 'default’ profile.

Comodo Endpoint Security - Comodo Endpoint Security (CES) is the remotely managed endpoint security software installed on
managed Windows devices. It offers complete protection against internal and external threats by combining a powerful antivirus,
an enterprise class packet filtering firewall, an advanced host intrusion prevention system (HIPS) and Sandbox feature that runs
unknown and unrecognized applications in an isolated environment at the endpoints. Each component of CES can be
configured to offer desired security level by applying configuration profiles.

Default Profile - Default profiles are immediately applied to a device when it is first enrolled into CDM. Default profiles are split
into three types - i0S default profiles, Android default profiles and Windows default profiles. Multiple default profiles can be
created and applied to a device or group of devices.

CDM Agent - The agent is an app which needs to be installed on all enrolled devices to facilitate communication with the CDM
server. The agent app is responsible for receiving and executing tasks such as implementing configuration profiles, fetching
device details, running antivirus scans, adding or removing apps and to lock or wipe the device.

Notifications - Notifications are sent to devices by CDM after events like the installation or removal of an app or because a threat
has been identified on the device. For identification of threats during on-access, scheduled or on-demand scanning on Android

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 8
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and Windows devices, the notifications are generated at the web interface for the administrator.

Patch Management - The Patch Management involves monitoring the security and update patches for various versions of
Windows operating systems released from time to time by software vendors, identifying patches appropriate for the OS version
of each managed Windows device and installing missing patches on to them. CDM is capable identifying patch status of each
managed endpoint and apply missing patches.

Remote Monitoring and Management - Remote Monitoring and Management (RMM) Module is an efficient endpoint monitoring
application that allows administrators to monitor and manage multiple endpoints from one centralized console. RMM is available
as a CDM extension to Comodo One customers and can be accessed from the CDM interface.

Valkyrie - Valkyrie is a cloud-based file verdicting service that tests unknown files with a range of static and behavioral checks in
order to identify those that are malicious. CES on managed Windows computers can automatically submit unknown files to
Valkyrie for analysis. The results of these tests produce a trust verdict on the file which can be viewed from the CDM interface.

1.2.Best Practices

1. Default profiles are automatically applied to a device when it is first enrolled. It is prudent, therefore, to keep them as
simple as possible as you can always deploy more refined profiles later. For example, you can set up passcode
complexity and encryption profiles that will provide immediate, protection for enrolled devices. Default profiles will also
be applied to devices when:

«  Currently active policies are removed
«  Adevice is removed from a device group

See Managing Default Profiles for more information.

2. Though it is possible to save all settings in a single profile, an option worth considering is to create separate profiles
dedicated to the implementation of a single setting group (remember, many profiles can be applied at once to a device
or group). For example, you could name a profile ‘Android_passcode_profile' and configure only the passcode rules.
You could create another called 'Android_VPN_settings' and so on. A system like this would allow you to construct
bespoke profiles on-the-fly from a pool of known settings. Adding or removing a profile from a device would let you
quickly troubleshoot if a particular setting is causing issues.

See Creating Configuration Profiles for more details.

3. Each CDM license allows you to enroll up to five mobile devices or one Windows endpoint for a single user. If more
than 5 devices or 1 endpoint are enrolled for one particular user, then an additional license will be consumed. We
encourage admins to evaluate the average number of devices per user and to set max. enrollments accordingly.

Refer to Enrolling Users' Devices for Management for more details.

4. Creating a group of devices is a great time-saver if the policies applied to them are going to be the same.

Refer to the section Managing Device Groups for more details.

5. The first level of defense on any device is to set a complex passcode policy. CDM allows you specify passwords which
are a combination of numbers, letters, special symbols and of a minimum length set by you. You can also set
passcode lifetimes, reuse policy and define whether data should be automatically wiped after a certain number of
failed logins.

6. Decide what restrictions are required for yourcompany and your users. For example, disabling cell-phone cameras
might be expected and mandatory in certain corporate environments but could be seen as a savage affront to liberties
in more relaxed offices. CDM offers flexible restrictions for Android devices over items such as Wi-Fi, packet data,
bluetooth connectivity and use of camera. iOS restrictions are much more granular and also include App purchases,
game center, voice dialing and more.

Refer to the restriction sections in Profiles for Android Devices and Profiles for iOS Devices for more details.

7. Keeps an eye on the apps you allow in your organization. Apps can be useful and productive to your employees but
some may pose a malware or data-leak risk for your organization. CDM provides you the ability to blacklist and
whitelist apps, to govern how apps behave and to determine whether users are allowed to install apps from 3" party
vendors.

Refer to the section Viewing Applications Installed on Enrolled Devices for more details.

8. Keeping enrolled devices free from malware is vital to your organization's security. It is advisable to run antivirus scans
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on devices regularly per your company's needs. CDM allows you to create a scheduled antivirus scan profile that
automates the process of AV scans. If needed, AV scans can also be run instantly for selected devices or all enrolled
devices.

9. CDM interface can be accessed by administrators with different administrative roles and the activities performed by
them depends on the roles assigned to them. Privileges to administrative roles should be according to organizational
hierarchy and requirements. CDM allows to configure different roles with different privileges and assign them to
administrators as per organizational needs. Refer to the section Configuring the Role-Based Access Control for Users
for more details.

10.  Check the devices statuses regularly for compliance of deployed profiles and other reports. CDM provides at-a-glance
view of platform details of devices, types of devices and other reports. Refer to the sections The Dashboard and
Device List for more details.

1.3.Quick Start

This tutorial explains how to use Comodo Device Manager (CDM) to add users, enroll devices, create device groups and
create/deploy device configuration profiles:

Step 1 - Login to the Admin Console

Step 2 - Add Users

Step 3 - Enroll Users' Devices

Step 4 - Create Groups of Devices (optional)

Step 5 - Create Configuration Profiles

Step 6 - Applying profiles to devices or device groups

Note: This guide assumes you have already completed Comodo Device Manager set up and activation, and have acquired an
Apple Push Notification (APN) certificate (iOS devices) and/or Google Cloud Messaging (GCM) token (Android devices). Refer
to the online guide at https://help.comodo.com/topic-214-1-633-8155-Comodo-Device-Manager---Cloud-Portal-Setup-Guide.html
if you need to find out more about adding APN certificates and GCM tokens.

Step 1 - Login to the Admin Console

The Comodo Device Manager (CDM) console can be viewed in any Internet browser.

»  Enter the URL of your portal and the login credentials received through your Portal creation confirmation mail.

coMOoDO

Creating Trust Onlina

INNOVATIVE AND SECURE DEVICE

WE ARE PROVIDING A SIMPLIFIED, EFFICIENT WAY TO CONFIGURE AND MANAGE ALL DE

| Boigal iry passwaid
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Step 2 - Add User

The next step is to add users. Users' devices can be enrolled for management by CDM only after adding them to the console.

«  Comodo One users - if you created only one company in C1, then any users you enroll here will be automatically
assigned to that company. If you created more than one company in C1, the 'Enroll User' dialog will allow you to
choose the company to which you want to assign the user.

*  CDM Users - You can add users and enroll their devices without selecting any company. However, If you need the
users/devices to be grouped under different companies, you can create companies in CDM and add device groups
under them as explained in Step 4 - Create Groups of Devices.

To add a user

e Open the 'Users' interface by clicking the 'Users' tab from the left hand side and choosing 'View The List' from the
options and click the 'Create User' above the table.

or

e Choose 'Create User' from the drop-down at the top right:

cCOMODO

Device Management

DASHEOARD

- Creatitlilser

DEVICES .
crear@lser = Enroll Uevice

Create Company
View The List

User Groups John Smith

The 'Create new user' form will open.
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Create new User

Username *

avantistude

Email #

avantistude@gmail.com

Phone number

0123456
Company *

Dithers Company -
Assign role

Administrators -

*  Type alogin username (mandatory), email address (mandatory) and phone number of the user to be added.
e Choose the company (mandatory), from the 'Company' drop-down.

e Comodo One Users - The drop-down will display the companies added to C1. You can choose the company
to which the user belongs. The user will be enrolled under the chosen company.
e CDM users - Leave the selection as 'Default Company'.
e Choose a role for the user. A 'role' determines user permissions within the CDM console itself. CDM ships with two
default roles:
e Administrators - Full administrative privileges in the CDM console. The permissions for this role are not
editable.

e Users - In most cases, a 'user' will simply be an owner of a managed device who should not require elevated
privileges in the management system. Under default settings, 'Users' cannot login to CDM.

You can create roles with different permission levels via the 'Role Management' screen (click 'Settings > Role
Management'). You can edit the permissions of existing roles by clicking on the role in the list and add or remove
permissions as required. Any new roles you create will become available for selection in the 'Roles' drop-down when
creating a new user. See Configuring the Role-Based Access Control for Users and Managing Roles assigned to a User
for more details.

e Click "Submit' to add the user to CDM.
The user will be added to list in the 'Users' interface. The user's devices can be enrolled to CDM for management.
*  Repeat the process to add more number of users.

If an administrator is added, an activation mail will be sent to their registered email address. The new administrator needs to
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activate their account and set the login password by clicking the activation link in the email.
Upon activation, the administrator will be able to login to CDM with their user-name and password.

Step 3 - Enroll Users' devices
The next step is to enroll users' devices for management.

Each user license enables to enroll a maximum of five mobile devices or one Windows endpoint for a single user. (1 license will
be consumed by 5 mobile devices. 1 license could also be consumed by a single Windows endpoint). If more than 5 devices or
1 endpoint are added for the same user, then an additional user license will be consumed. Administrators can purchase
additional licenses from the Comodo website if required.

To enroll devices
*  Click the 'Users' tab from the left and choose 'View The List' to open the 'Users' interface

e Select the user(s) whose devices are to be enrolled and click the 'Enroll Device' button above the table in the 'Users
interface'.

Or

e Choose 'Enroll Device' from the drop-down at the top right

COMODO =
Device Management
& CreateUser
DASHEOARD
@ 4 % Enroll I%f;‘;'ice
DEVICES
Create User Manage Enroll Device De Create Company
Profiles

USERS

View The List

User Groups avantistude@gma...

oo T g N AR P T - Rt R N § denvsov@amails

The 'Enroll Device' dialog will open for the chosen users.

Enroll Device

Choose User(s)

Please enter 2 more characters

The 'Choose Users' field is pre-populated with the users chosen from the 'Users' interface, if you have chosen the users from the
'Users' interface before clicking 'Enroll Device' button.

*  Toadd more users, start typing first few letters of the username and choose the user from the search results
drop-down.

e Click 'Enroll
A device enrollment email will be sent to each user. The email will contain a link to the enrollment page containing the
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instructions and links to download the DM agent/profile for the device to be enrolled and configuring them. An example mail is

shown below.

w9 Comodo Device = — E
; Management - Device... [+ u g [~ .

Moreplies
noreplies@emdm.comoda.com

CE}‘.I cOMODO

Cevice Marsgermend

Welcome to Comodo Device
Management!

You are receiving this mail because your administrator wishes to enroll
your smartphone, tablet or Windows device into the Comodo Device
Management system. Doing 5o will make it easier and more secure to
connect your personal devices to company networks. This mail explains
how you can complete the enrollment process in a few short steps,

Mote:

- Please make sure you follow the comrect procedure for your type of device
- 105, Android or Windows.,

- Please make sure you complete these steps from the phone or tablet or
desktop machine.

This product allows the system administrator to collect device and

application data, add/remaove accounts and restrictions, list, install and
manage apps, and remotely erase data on your device.

Enrollment device:

Please click the following link to enroll your device - hitps://

Older

»  Clicking the link will take the user to the enroliment page containing the links to download and configure agent/profile
for Android, iOS and Windows devices.

The end-user should open the mail in the device to be enrolled and tap/click the link to view the device enroliment page in the
same device.
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(_’“—“3 Welcome to Comodo Device
A
Wi~ Management!

You are receiving this mail because your administrator wishes to

and manage apps, and remotely erase data on your device.

Iil FOR ANDROID DEVICES

Download and install the Comodo Device Management app by
tapping the following link:
https://play.google.com/store/apps/details?id=com.comodo.mdm

After installation, enrall by this link:
https://mdmstage.comodo.od.ua:443/enroll/android/index/token/
af25f8380a2d0491b12b2d4099944489

i FOR 10S DEVICES

Enrcll by this link:
https://mdmstage.comodo.od.ua:443/enroll/ios/index/token/af2 5f
8380a2d0491b12b2d4099944489

1|
1 FOR WINDOWS DEVICES

Enroll by this link:
https://mdmstage.comodo.od.ua:443/enroll/windows/index/token
af25f8380a2d0491b12b2d4099944489

Enroll Android Devices

The device enroliment page contains two links under 'FOR ANDROID DEVICES'. The first to download the Android app and the
second to enroll the device:

Iil FOR ANDROID DEVICES

Download and install the Comodo Device Management app by
tapping the following link:
https://play.google.com/store/apps/details?id=com.comodo.mdm

After installation, enrall by this link:
https://mdmstage.comodo.od.ua:443/enroll/android/index/token/
af25f8380a2d0491b12b2d4099944489
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1. User opens the enrollment page on the target device and clicks the 1st link to install the CDM app.

2. After app installation is complete, user clicks the 2nd link to enroll their device. The app will connect to CDM and then
the user needs to tap 'Activate’ in the next screen. The app will automatically enroll the device with CDM.

Enroll iPhones, iPods and iPads

The device enrollment email contains a single enroliment link under 'FOR I0S DEVICES'. The user clicks this link to download
the CDM client authentication certificate and CDM profile. Once installed, the authentication certificate will be used to verify the
user and the device when he or she attempts to connect to your network.

" FOR 10S DEVICES

Enroll by this link:
https://mdmstage.comodo.od.ua:443/enroll/ios/index/token/af2 5f
8380a2d0491b12b2d4099944489

Note: The user must keep their iOS device switched on at all times during enroliment. Enrollment may fail if the device auto-
locks/ enters standby mode during the certificate installation or enroliment procedures.

Enroll Windows PCs

The device enrollment page contains a single enrollment link under 'FOR WINDOWS DEVICES'.

H RN S g e, DN DNV Y e s WEld W ] e W e

== FOR WINDOWS DEVICES

Enroll by this link:

https://imdmstage comodo.od_ua:443/enrolliwindows/index/token/af
2518380a2d0491b12b2d4099944489

The user clicks this link to download the Comodo Device Management client app. Once installed, the app will enroll the device
into CDM . Upon successful enrollment, CDM will remotely install the endpoint security software Comodo Endpoint Security
(CES) on to the device.

You can check whether the devices are successfully enrolled from the 'Devices/Devices List' interface.
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coOMODO Jevices List
Device Management
DASHBOARD
bals
£ ] ) = _
DEVICES . Im ~/
Manage Packages Install MS Siren Off Siren On Send Message Refresh
Devices List Profiles Informatic

Groups Hierarchy

USERS VO_Le. AV avantistude

PROFILES L L Agent Only

iPhone ekiri... N/A MAKS

b AEEUICAHON:

The 'Devices List' interface contains a list of all enrolled devices with columns that indicate the device IMEI, owner, platform and
more. The interface allows you to quickly perform remote tasks on selected devices, including device
wipe/lock/unlock/shutdown, siren on/off, install apps, password set/reset and more.

See Devices for more details.

Step 4 - Create Groups of Devices (optional)

Administrators can create groups of Android, iOS and Windows devices that will allow them to view, manage and apply policies
to large numbers of devices. Each group can contain devices of different OS types. Once created, the administrator can manage
all devices belonging to that group together. Dedicated configuration profiles can be created for and applied for each group as
per their requirements and the allowable user privileges and applied appropriately to the device groups. The profiles for different
OS types applied to a group will be deployed on the devices of respective OS types.

»  Comodo One Users - Device Groups can be created under respective companies to which their users belong, if the
companies are already defined in Comodo One.

»  CDM Users - If no companies are added yet or if you want a group to be created under a new company, you can
create a new company in CDM.

To create a company

e Choose 'Create Company' from the drop-down at the top right:

& Create User
% Enroll Device

Create Company

U

The 'Create new Company' dialog will appear.
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Create new Company

MName *

Dithers Company

Subdomain *

dithers

Email *

dagwood(@dithers.com

*  Enter the company name (mandatory), the sub domain (mandatory) to be added to the URL to access the MDM
interface for the company and the administrator email address (mandatory) for the company in the respective fields
and click 'Submit'.

The company will be created.

*  Repeat the process to add more companies.
To create a device group
*  Click the 'Devices' tab from the left and choose 'Groups Hierarchy'

*  Choose the Company under which you wish to create a new group from the left (optional)
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CQMDGD = Dithers Company
Device Management

DASHBODARD
» 0 Default Company
EloE 0= Dithers Company
Devices List

Groups Hierarchy

USERS

PROFILES

Add Group

Name

Sales Department

Devices

Please enter 1 more characters

*  Click 'Create Group' from the top of the right pane
The 'Create/Edit Device Group' interface will open.

*  You now have to name the group and choose the device(s). Enter a name in the 'Name' field. Type the first few letters
of the device name in the Devices field and choose the device from the drop-down that appears. Repeat the process
for adding more devices. You can also add devices after the group is created by clicking on the group name from the
same screen > 'Add to Group' button and selecting the devices from the list.

»  Click 'Save'. Repeat the process to create more groups. Refer to the section Managing Device Groups for more
details.

The next step is to create profiles, which is explained in the next section.

Step 5 - Create Configuration Profiles

A configuration profile is a collection of settings which can be applied to mobile devices and PCs that have been enrolled into
Comodo Device Manager. Each profile allows an administrator to specify a device's network access rights, overall security
policy, antivirus scan schedule and general device settings.

If you designate a profile as 'Default', then it will be auto-applied to a device upon enroliment. Multiple profiles can be created to
cater to the different security and access requirements of devices connecting to your network.

Profiles are applied at the time a device connects to the network. Profile settings will remain in effect until such time as the CDM
app is uninstalled from the device or the profile itself is modified/removed/disabled by the administrator.

Profile specifications differ between iOS, Android and Windows Devices:

*  Android profiles
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* iOS profiles
*  Windows Profiles
To create an Android Profile
»  Click the 'Profiles' tab from the left and choose 'View The List'.

e Click 'Create' drop-down above the table and then choose 'Create Android Profile'.

cCOMODO =

. = Profiles
Device Management
DASHBEODARD
Profiles
DEVICES

USER Export profile Delete Profile

Create Android Profile

PROFILES

View The List Create iDS Profile

Create Windows E#bfile
Default Profiles

I AppiiCATIONS

Create Android Profile

Name *

Sales Team Android Devices

Description

Security Profile for Android devices used by sales staff

»  Enter a name and description for the profile and click 'Create’.

The profile will be created and the 'General Settings' for the profile will be displayed.
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= Profiles / Sales Team Android Devices ik Logout (John Smith)

@ Sales Team Android Devices

® & & @ ®

Add Export Profile Clone Profile Delete Profile

General

Mame *

Sales Team Android Devices

Display name of the profile (shown on the devi

Is Default
Disabled
Description

Security Profile for Android devices used by sales staff

Brief explanation of the contents or purpose of the profile

s

*  If you want this profile to be a default policy, click on the 'Edit' button at the top right of the 'General’

settings screen and select the check box beside 'ls Default'.
»  Click 'Save".
The next step is to add the components for the profile.
»  Click 'Add" drop-down button and select the component from the list that you want to include for the profile

The settings screen for the selected component will be displayed and after saving the settings, it will be available as links at the
top. You can configure passcode settings, feature restrictions, antivirus settings Wi-Fi settings and more. If a component is not
configured, the device will continue to use existing, user-defined settings or settings that have been applied by another CDM
profile.
»  Click 'Save' in each configuration screen for the parameters and options selected in that screen to be added to the
profile

See Profiles for Android Devices in the full guide for more information on these settings. In brief:

*  General - Profile name, description and whether or not this is a default profile. These were configured in the previous
step. Default profiles are automatically applied upon device enroliment.

* VPN - Configure directory user-name, VPN host, connection type and method of authentication for users wishing to
connect to your internal network from an external location, whether to forcibly maintain VPN connection and more.
This profile is supported for SAFE devices only.
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*  Wi-Fi - Specify the name (SSID), security configuration type and password (if required) of your wireless network to
which the devices are to be connected. You can add other wireless networks by clicking 'Add new Wi-Fi section'.

»  Certificate - Upload certificates and this will act as a certificate store from which the certificates can be selected for use
in other settings such as 'Wi-Fi, 'Exchange Active Sync', 'VPN' and so on.

»  Passcode - Specify passcode complexity, minimum length, timeout-before-lock, failed logins before wipe
(O=unlimited/never wipe), failed logins before capturing the photo of the possessor and location to recover lost or
mislaid device, maximum lifetime of passcode in days and number of previous passcodes from which the new
passcode should be unique.

*  Email - Configure email account, connection and security details for users accessing incoming and outgoing mails
from their devices. This profile is supported for SAFE devices only.

»  Restrictions - Configure default device settings for Wi-Fi
connection and cellular network connection, whether users should

" Sales Team Andir« be able to disable app verification, background traffic, bluetooth
on/off, whether camera use is allowed, whether the user is
+ allowed to encrypt data stored on the device and whether or not
@ a they are allowed to install applications from unknown sources.
% Export Profile »  Native App Restrictions - Configure which native applications
should be accessible to users. Native applications are those that
ship with the device OS and include apps like Gmail, YouTube,
VPN the default Email client and the Gallery. This feature is supported
for Android 4.0+ and Samsung for Enterprise (SAFE) devices
Wi-Fi such as Galaxy smartphones, Galaxy Note devices and Galaxy
tablets.
Certificate

»  Network Restrictions - Specify network permissions such as
minimum level of Wi-Fi security required to access that Wi-Fi
network, allow user to add more Wi-Fi networks in their devices,
type of text and multimedia messages to be allowed and configure
whitelist/blacklisted Wi-Fi networks. This profile is supported for
SAFE devices only.

Passcode
Email

Restrictions

- o +  Browser Restrictions - Configure browser restrictions such as to
Native App Restrictions allow pop-ups, javascript and cookies. This profile is supported for

o SAFE devices only.
Metwork Restrictions

+  Other Restrictions - Configure a host of other permissions such as
Browser Restrictions use of microphone, SD card, allow screen capture and more. This
profile is supported for SAFE devices only.

Other Restricti
= restenons »  Bluetooth Restrictions - Specify Bluetooth restrictions such as to

allow device discovery via Bluetooth, allow outgoing calls and

Bluetooth Restrictions : L0 ,
more. This profile is supported for SAFE devices only.

Exchange ActiveSync +  Exchange Active Sync - Specify account name, host, domain and
Kiosk other settings to facilitate connections from devices under this
o5 profile to Microsoft Exchange Active Sync servers. This profile is

Anthvirus settings supported for SAFE devices only.

»  Kiosk - Enable and configure Kiosk Mode for SAFE devices like
the Samsung Galaxy range. Kiosk Mode allows administrators to control how applications run on managed devices
and whether SMS/MMS are allowed. This profile is supported for SAFE devices only.

»  Antivirus Settings - Schedule antivirus scans on the device and specify trusted Apps to be excluded from AV scans.
To create an iOS Profile
»  Click the 'Profiles' tab from the left and choose 'Profile List'.

*  Click 'Create' drop-down above the table and then click 'Create iOS Profile'.
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. Profiles
Device Management
DASHBEDARD
Profiles
DEVIGES
USER Export profile Delete Profile
PROFILES Create Android Profile
View The List Create it]d___l_:'rcmFE

CreataMVitdows Profile
Default Profiles

Iggbort from CES Config file

o APPLICATIONS,
Import from COM Exported Profile

Create iOS Profile

Name *

Sales Team i0S Devices

Description

Security profile for QS devices used by sales staff

»  Enteraname and description for the profile and click 'Create'.

The profile will be created and the 'General Settings' for the profile will be displayed.
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= Profiles / Sales Team i0S Devices &Y Logout (John Smith)

‘ Sales Team iOS Devices

® & & @&

Add Export Profile Clone Profile Delete Profile

General

Default profile

Disabled
Description
Security profile for i05 devices used by sales staff

Brief explanation of the contents or purpose of the profile

e If you want this profile to be a default policy, click on the 'Edit' button
settings screen and select the check box beside 'ls Default'.

¢ Click 'Save'.

The next step is to add the components for the profile.

at the top right of the 'General’

e Click 'Add' drop-down button and select the component from the list that you want to include for the profile

The settings screen for the selected component will be displayed and after saving the settings, it will be available as links at the
top. You can configure passcode settings, feature restrictions, VPN settings Wi-Fi settings and more. If a component is not
configured, the device will continue to use existing, user-defined settings or settings that have been applied by another CDM
profile.
»  Click 'Save' in each configuration screen for the parameters and options selected in that screen to be added to the
profile.

See Profiles for iOS Devices in the main guide for more details on this area. In brief, iOS device profiles are more detailed than
Android profiles:

»  General - Profile name, description and whether or not this is a default profile. These were configured in the previous
step. Default profiles are automatically applied upon device enroliment.

«  Calendar - Configure CalDAV server and connection settings which will allow device integration with corporate
scheduling and calendar services.

«  Contacts - Configure CardDAV account, host and user-settings to enable contact synchronization between different
address book providers (for example, to synchronize iOS contacts and Google contacts).
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Certificate - Upload certificates and this will act as a certificate
store from which the certificates can be selected for use in other
settings such as 'Wi-Fi, 'Exchange Active Sync', 'VPN' and so on.

Airprint - Specify the location of Airprint printers so they can be
reached by devices under this profile (i0S 7 +)

Airplay - Allows you to whitelist devices so they can take
advantage of Apple Airplay functionality (i0S 7 +)

Mail - Configure general mail server settings including incoming
and outgoing servers, connection protocol (IMAP/POP), user-
name/password and SMIME/SSL preferences.

Passcode - Specify passcode complexity, minimum length,
timeout-before-lock, failed logins before wipe (0=unlimited/never
wipe), failed logins before capturing the photo of the possessor
and location to recover lost or mislaid device, maximum lifetime of
passcode in days and number of previous passcodes from which
the new passcode should be unique.

Restrictions - Configure default device settings for Wi-Fi
connection and cellular network connection, whether users
should be able to disable app verification, background traffic,
bluetooth on/off, whether camera use is allowed, whether the
user is allowed to encrypt data stored on the device and whether
or not they are allowed to install applications from unknown
sources.

Exchange Active Sync - Specify account name, host, domain and
other settings to facilitate connections from devices under this
profile to Microsoft Exchange Active Sync servers.

VPN - Configure directory user-name, VPN host, connection type
and method of authentication for users wishing to connect to your
internal network from an external location.

VPN Per APP- Instead of forcing all BYOD traffic over the
corporate VPN tunnel, 'Per-app VPN' functionality allows admins
to choose specific 'managed apps' which should always connect
via VPN. This improves user privacy and network performance by
keeping all private browsing and emails off the corporate VPN.
This section allows you to configure the VPN service that those
managed apps will connect to.

LDAP - Configure LDAP account settings for devices under this
profile so users can connect to company address books and
contact lists.

Subscribed Calendars - Specify one or more calendar services
which you wish to push notifications to devices under this profile.

Global HTTP Proxy - Global HTTP proxies are used to ensure

that all traffic going to and coming from an iOS device is routed through a specific proxy server. This, for example,
allows the traffic to be packet-filtered regardless of the network that the user is connected through.

«  Single Sign-On - i0S 7 +. Configure user credentials that can be used to authenticate user permissions for multiple
enterprise resources. This removes the need for a user to re-enter passwords. In this area, you will configure Kerberos
principal name, realm and the URLs and apps that are permitted to use Kerberos credentials for authentication.

*  Cellular Networks - Configure cellular network settings. The 'cellulars' setting performs fuffills a similar role to the APN

setting and actually replaces it in iOS 7 and above.

*  APN - Specify an Access Point Name for devices on this profile. APN settings define the network path for all cellular
data. This area allows you to configure a new APN name (GPRS access point), username/password and the
address/port of the poxy host server. The APN setting is replaced by the 'Cellulars’ setting in iOS7 and over.

«  Web Clip - Allows you to push a shortcut to a website onto the home-screen of target devices. This section allows you
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to choose an icon, label and target URL for the web-clip.
*  Proxy - Allows you to specify the proxy server, and their credentials, to be used by the device for network connections.

*  Wi-Fi - Specify the name (SSID), security configuration type and password (if required) of your wireless network to
which the devices are to be connected.

* VPN - Configure directory user-name, VPN host, connection type and method of authentication for users wishing to
connect to your internal network from an external location, whether to forcibly maintain VPN connection and more.
This profile is supported for iOS 7 and above.

» VPN Per App - Configure directory user-name, VPN host, connection type and method of authentication for users
wishing to connect to your internal network from an external location, whether to forcibly maintain VPN connection and
more exclusively for Safari domains. This profile is supported for iOS 7 and above.

To create a Windows profile
e Click the 'Profiles' tab from the left and choose 'Profiles List'.

*  Click 'Create' drop-down above the table and then click 'Create Windows Profile'

cOMODO

Device Management

Profiles

DASHBOARD
Profiles
DEVICES
USER Export profile Delete Profile
PROFILES Create Android Profile E
View The List Create i0S Profile

Create Wingows Profile
Default Profiles ‘h

Import fpm CES Config file

APPLICATIONS
Imp#rt from CDM Exported Profile

Create Windows Profile

Name *

Sales Team PCs

Description

Security Profile for PCs used by Sales Staff

»  Enteraname and description for the profile (for example, 'Sales Dept endpoints', 'Win7 Machines' or 'Field Executives
Laptops') and click 'Create'.

The profile will be created and the 'General Settings' for the profile will be displayed.
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= ProfilesList / Sales Team PCs

M Sales Team PCs

® & & @&

Add Export Profile Clone Profile Delete Profile

General

General Settings

Mame

Sales Team PCs
I= Default
Disabled
Description

Security Profile for PCs used by Sales Staff

R o , =/ Edit

»  If you want this profile to be a default policy, click on the 'Edit' button
settings screen and select the check box beside 'ls Default'.

e Click 'Save'.

The next step is to add the components for the profile.

at the top right of the 'General’

e Click 'Add' drop-down button and select the component from the list that you want to include for the profile

The settings screen for the selected component will be displayed and after saving the settings, it will be available as links at the
top. You can configure Antivirus, Firewall, Sandbox, File Rating, Valkyrie, HIPS, Viruscope and Update settings. In addition, you
can configure the File Groups, COM Groups and Registry Groups for each profile, for use in Firewall and HIPS rules configured
for the profile.

If a component is not configured, the device will continue to use existing, user-defined settings or settings that have been
applied by another CDM profile.
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o Sales Team PCs

& & &

Export Profile  gione profile  Delete Profile

Antivirus

File Rating ups Com Groups Registry Groups Firewall
Sandbox

Virugcﬂpe _

HIFS

Valkyrie

CES Update Rule
Iz Default

Disabled
Deszcription

Security Profile for PCs used by Sales Staff

»  Click 'Save' in each configuration screen for the parameters and options selected in that screen to be added to the
profile.

See Profiles for Windows Devices in the full guide for more information on these settings. In brief:

«  Antivirus - Enable on-access scanning of files, configure scan and alert options, set alert time out period, maximum
size for files to be scanned, files to be excluded and more.

»  File Rating - Enable cloud lookup for checking reputation of files accessed in real-time, configure options for files to be
trusted and detecting potentially unwanted applications. For more details on File Rating in CES, refer to the help page
explaining File rating Settings in CES online help guide.

*  Firewall - Enable/Disable the Firewall component, configure Firewall behavior, add and manage Application and
Global Firewall rules and more. For more details on Firewall in CES, refer to the help page explaining Firewall Settings
in CES online help guide.

«  Sandbox - Enable Auto-Sandboxing of unknown files, add exclusions, and configure sandbox behavior and alert
options and view and manage Sandbox Rules for auto-sandboxing applications.

»  Viruscope - Enable Viruscope that monitors the activities of processes running at the endpoints and generates alerts if
they take actions that could potentially threaten your privacy and/or security and configure options for alert generation.
For more details on Viruscope in CES, refer to the help page explaining Viruscope in CES online help guide.

e HIPS - Enable Host Intrusion Prevention System (HIPS) and its behavior, configure HIPS rules and define Protected
Objects at the endpoints. For more details on HIPS in CES, refer to the help page explaining HIPS Seftings in CES
online help guide.

»  Valkyrie - Valkyrie is a cloud based file analysis system. look-up system. It uses a range of static and dynamic
detectors including heuristics, file look-up, real-time behavior analysis and human expert to analyze the submitted files
and determine if the file is good or bad (malicious). You can enable Valkyrie and its components and set a schedule
for submitting unknown files identified from the endpoints.

*  CES Update Rule - Set the conditions for the CES installations at the endpoints to automatically download and install
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the program and virus database updates.

Step 6 - Apply profiles to devices or device groups

1. Click the 'Devices' tab from the left and choose 'Devices List' from the options.

2. Select the device to be managed and click 'Manage Profiles' from the options at the top .

cCOMODO

Device Management

Devices / Devices List

DASHEODARD
e 5 )
DEVICES ﬁ, E:]]
Manage Packages Install M3 Siren OFf Siren On
Devices List Profiles
Groups Hierarchy
USERS
F -1 ® DESKTO.. Agent Only Serhii
PROFILES fg‘;%a ® LENOVOD.. AV avantistude
APPLICATIONS O &% @ iPhonee..  N/A MAKS
s o et e el e T,

The list of profiles currently active on the device will be displayed.

Manage Profiles of LENOVO_Lenovo A3000-H

@

Add Profiles

Remove Profiles T

[[]  Android profile with blocked camera

Results per page: 20 Displaying 1-1 of 1 result.

3. Toadd a profile to the device, click 'Add Profiles' from the top left.
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Add Profiles to LENOVO_Lenovo A3000-H

Save ‘r

[(] PROFILE NAME ‘

O Daniil Android profile
And token

User Group Profile
test. mdm.odessa

Zales Team Android Devices

Full

A list of all profiles applicable to the chosen device, excluding those that are already applied to the device will be displayed.
4.  Select the profile(s) to be applied to the device
5. Click 'Save' at the top left to add the selected profile(s) to the device.

To apply profiles to a group of devices

The procedure is similar to adding profile(s) to a device except for the second step.

1. Click the 'Devices' tab from the left and choose 'Groups Hierarchy ' from the options.
Choose the Company to view the list of groups in the right pane

Click on the name of the device group

Click 'Manage Profiles'

Select the profile(s) to be applied to the devices in the group

o g e ow D

Click 'Save' at the top left to add the selected profile(s) to the device group

If you have successfully followed all 6 steps of this quick start guide then you should have a created a basic working
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environment from which more detailed strategies can be developed. Should you need further assistance, each topic is covered
in more granular detail in the full administrator guide. If you have problems that you feel have not been addressed, then please
contact mdmsupport@comodo.com.

1.4.Logging into your Administration Console

Upon successful subscription of the service, the administrator will receive an account activation email containing the username
and the activation link. The administrator can click the link to activate the account and set a password. Once activated, the
administrator can login to the web based CDM application using any Internet browser, by entering the URL of the CDM interface.

cOMODO @ CONTACT

Creating Trust Online

INNOVATIVE AND SECURE DEVICE

WE ARE PROVIDING A SIMPLIFIED, EFFICIENT WAY TO CONFIGURE AND
MANAGE ALL DEVICES

|:| Remember | forgot my password . . .

e Enter your username and password and click Login.

Important Note: Password is case sensitive. Please make sure that you are entering it in proper case and Caps Lock is set
OFF.

If you have forgotten your password, click the 'l forgot my password' link below the Login button. In the 'Password recovery'
page, complete the procedure. A mail will be sent to your registered email id, where by clicking the 'Reset password' link you
can reset a new a password.

After successful login, the 'Get Started with Comodo Device Management' screen will be displayed.
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coMOoDO =  Welcome

Device Management

DASHBOARD

oevices Get Started with Comodo Device Management

USERS Start to manage devices with a few simple steps.

PROFILES

1. Add Users 2. Enroll Their Devices
APPLICATIONS

APP STORE

» Open Users list * Open Users List
ANTIVIRUS
» Click "Create User" e Select users

SETTINGS Click Enroll Device

» Or add users via Active

Director - :
¥ * User(s) will receive

enrollment emails

* Create User Groups if
required

3. Configure Device Profile 4. Associate Profile With Devices

* Open Devices list
Go to Profiles and click

.

: , ® Select target device
Create

« Click "Manage Profiles"
then "Add Profile”

-

Choose 0S, name and
description

* Choose profile and click
"Save"

.

Open the profile and click
'Add" to configure
security policy

The screen contains shortcuts to enroll users and start managing devices in a few steps:

e Add Users - Allows you to add new users by clicking the o icon and choosing 'Create User' from the 'User List'
interface. Refer to the section 'Creating New User Accounts' for more details. The tile also contains shortcut to 'Active
Directory' settings interface to integrate an AD server and import the user groups from it. Refer to the section
'Importing User Groups from LDAP' for more details.

»  Enroll Their Devices - Allows you to enroll users' devices for management by clicking the @ icon and selecting the
user(s) from the 'User List' interface and clicking 'Enroll Device' from the top. Refer to the section Enrolling User
Devices for Management for more details.

«  Configure the profile - Allows you to create and manage configuration profiles for Android, iOS and Windows devices

by clicking the @ icon. Refer to the section Configuration Profiles for more details.

»  Associate the profile with device - Allows you to deploy and manage configuration profiles on devices by clicking the

e icon. Refer to the section Devices for more details.
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2.The Administrative Console

The Administrative Console is the nerve center of Comodo Device Manager (CDM), allowing administrators to add or import
users, enroll devices, create groups of devices, apply configuration profiles, run Antivirus (AV) scans and more.

cCOMODO = Overview L &Y Logout (John Smith)

Device Management

DASHBOARD

Overview Platforms Device Types

Compliance

Android 5 ' PC 22
Valkyrie
Notifications © i0s 1 Smartphone 5
Reports O Windows 22 O Tablet 1
I;IEI DEVICES (O Windows 0
Server
USERS
FE rroFiLEs
APPLICATIONS Scan Status BYOD Status
| APP STORE
Unknown 5 Corporate 1
ANTIVIRUS
Complete 7 Personal 2
SETTINGS | §
* O In Progress 1 O Mot Specified 25

() virusesFound 1
O Scan Canceled 5

o UpdatingDB 0O

Once logged-in, the administrator can navigate to different areas of the console by clicking the tabs on the left hand side.

Dashboard - Allows administrator to view snapshot summaries of details like operating systems, device types, AV scan status,
Compliance status of devices enrolled to CDM, Valkyrie analysis results and more, as pie-charts. See The Dashboard for more
details.

Devices - Allows administrators to manage and control enrolled devices, remotely install applications, generate sirens, wipe, lock
and power off enrolled devices, remotely install and manage apps on devices, manage device groups and more. Refer to the
section Devices for more details.

Users - Allows administrators to create and manage users and user groups, enroll of their devices and assign configuration
profiles to devices. Refer to the section Users and User Groups for more details.

Profiles - Create and manage configuration profiles to be applied to enrolled iOS and Android Smartphones and Tablets and
Windows endpoints. Refer to the section Configuration Profiles for more details.

Applications - Allows administrators to view and manage applications installed on enrolled Android and iOS devices, view files
installed on managed Windows devices, sandboxed programs, view and manage software vendors list and manage OS patch
installation on to managed Windows devices. Refer to the section Applications for more details.

App Store - Allows administrators to add apps to be pushed to managed iOS and Android devices. Refer to the section App
Store for more details.

Antivirus - Allows administrators to run AV scans and virus signature database updates on the enrolled devices, manage
identified malware, view threats and manage quarantined items. Refer to the section Antivirus for more details.

Settings - Allows administrator to create admin and user roles with different privilege levels and appropriately assign them to
users, configure the behavior of various CDM components and agents, renew/upgrade licenses and more. See Configuring
Comodo Mobile Device Manager for more details.
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The buttons on the top of the interface allows to view the CDM notifications, create users and enroll devices, expand/collapse
the left side tabs and logout.

a Clicking this button will display the 'Create User' and 'Enroll Device' drop-down. Refer to the
sections 'Creating New User Accounts' and 'Enrolling Users' Devices for Management' for
more detalils.

L\.a The number beside the bell icon indicates the unread CDM notifications. Click this to view

= the notification in the drop-down. On clicking the notification, or on 'See all notifications' link
the 'List of Notifications' screen will open. Refer to the explanation of 'Notifications' in the
section The Dashboard for more details.

E Clicking the menu button will expand/collapse the menu tabs at the left tabs. When the
menu tabs are in collapsed state, placing the mouse cursor over a menu will display the sub
menus under it.

Motifications

Overview
Compliance
Valkyrie
Motifications

Reports

Clicking the logo will open the 'Welcome' screen. Refer to the section 'Logging into your
cCOMODO Administrative Console' for more details.

Device Management

Displays the username of the person currently logged in. Click this to log out of CDM
ALy | interface.

3.The Dashboard

The Dashboard displays a snapshot summary of devices enrolled to Comodo Device Manager (CDM), their types, ownership,
Antivirus (AV) scan status and Compliance status of devices, as pie charts. The dashboard also enables you to view the results
of Valkyrie tests, a list of sent notifications and to generate reports.

To open the 'Dashboard', click the Dashboard tab from the left hand side. It is divided into five sections:

«  Overview - Displays statistical information of types of managed devices, antivirus scan results ownership details as
pie-charts. Refer to the section Overview for more details.

»  Compliance - Displays statistical information on compliance of managed devices to the security profiles applied to
them. Refer to the section Compliance for more details.

»  Valkyrie - Displays the results of analysis of unknown files automatically uploaded from managed Windows devices
from Valkyrie, as pie-chart. Refer to the section Valkyrie for more details.

* Notifications - Displays a list of notifications sent to the administrator by CDM. Refer to the section Notifications for
more details.

*  Reports - Displays the list of reports generated by CDM and enables you to generate new reports. Refer to the section
Reports fro more details.
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Overview
The overview screen provides a snapshot summary of devices enrolled to Comodo Device Manager (CDM), their types,

ownership, Antivirus (AV) scan status as pie charts.

{John Smith)

Platforms Device Types

Scan Status BYOD Status

) InFrogress 50
O Wi E | {
O Scan Cancels 11
D Upd (]2
L}
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Platform Details
Platforms

The 'Platform details' pie chart and legends provides at-a-
glance comparison of devices of different Operating Systems.

len

Android

Placing the mouse cursor over a sector or on the respective i0S 1
legend displays the details.
L . . O Windows 25
Clicking on any of the legend will open the respective
'Devices List' page. For example, clicking on 'Android' in the
legend will open the 'Devices List' page displaying the list of
Android devices. Refer to the section 'Devices' for more
details.
Device Types Device Types
PG .5 The 'Device Types' pie chart and legends provides at-a-glance
' comparison of devices of different types like smart phones,
Smartphone 4 Windows server, PC and tablets. Placing the mouse cursor
% over a sector or on the respective legend displays the details.
O Tablet 2

Clicking on any of the legend will open the respective 'Devices

O Windows Server 0 List' page. For example, clicking on 'Tablet' in the legend will
open the 'Devices List' page displaying the list of tablet devices.
Refer to the section 'Devices' for more details.

Scan Status

Scan Status

The 'Scan status' pie chart and legends provides at-a-glance

comparison of devices of different AV scan status, like Jrknoun .
completed, infected and so on. Placing the mouse cursor Frlee 5
over a sector or on the respective legend displays the details.

Clicking on any of the legend will open the 'Antivirus Device O inProgress ’
List' page with devices in that category. For example, clicking O Viruses Found 0
on 'Virus Found' in the legend will open the 'Antivirus Device

List' page displaying the list of devices in which the malware () ScanCanceled 1
were detected. Refer to the section 'Antivirus Scans' for more

details. O Updating DB 0

BYOD Status

BYOD Status

The 'BYOD status' pie chart and legends provides at-a-glance

Corporate 0 X . X X
comparison of ownership of enrolled devices, like personal
Personal 1 devices of the users, company owned devices lent to the users
and so on. Placing the mouse cursor over a sector or on the
O Not Specified 30 respective legend displays the details.

Clicking on any of the legend will open the respective 'Devices
List' page. For example, clicking on 'Personal’ in the legend will
open the 'Devices List' page displaying the list of devices that
are categorized as personal. Refer to the section 'Devices' for
more details.

Compliance
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The compliance report of devices is a graphical summary of devices that are complaint and non-complaint, viruses status in the
devices, blacklisted applications status and virus scan status in the enrolled devices.

To view the complaint status of the devices, click 'Dashboard' in the left side navigation and then 'Compliance'.

Compliance a & Logout (John Smith)

I:IEI Active And Inactive Devices Last 24 Hours Devices With Viruses

g Active Device 10 With Virus(es) 1
£ Inactive Device 21 Without Virus(es) 17
|

Devices With Blacklisted Applications Devices Responses For Virus Scan
With Blacklisted 0 With Response 18
Applications On Virus Scans
Without Blacklisted 5 Without 12
Applications Response On

Virus Scans

Active / Inactive Devices

The pie-chart shows the summary of connectivity status of devices enrolled to CDM. In CDM, devices that are not connected for
more than 20 minutes will be marked as inactive devices. Placing the mouse cursor over a sector or on the respective legend
displays the details.
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Active And Inactive Devices Last 24 Hours

Active Device 10

Inactive Device 21

Clicking on any of the device status in legend will open the respective 'Devices List' page. For example, clicking on the 'Active
Devices' legend will open the 'Devices List' page displaying the list of active devices. Similarly clicking on the 'Inactive Device'
legend will open the 'Devices List' page displaying the list of inactive devices. The devices screens allow you to manage the
enrolled devices. Refer to the section 'Devices' for more details.

Devices With Viruses

The pie chart and the legend display the status of enrolled devices that are affected and not affected by viruses after a virus
scan. Placing the mouse cursor over a sector or on the respective legend displays the details. Refer to the section Antivirus
Scans for details about scanning for viruses on enrolled devices.

Devices With Viruses

With Virus(es)

|—

% Without Virus(es) 17

Clicking on any of the legend will open the respective 'Device List' page with a list of devices in respective category. For
example, clicking on the 'With virus(es)' legend will open the 'Device List' with the list of devices identified with viruses. Refer to
the section 'Devices' for more details.

Devices with Blacklisted Application(s)
The pie chart and legend display the status of enrolled devices that have and do not have blacklisted applications in them.
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Placing the mouse cursor over a sector or on the respective legend displays the details. Refer to the section Applications for
details about adding and removing apps from blacklist.

Devices With Blacklisted Applications

With Blacklisted Applications 0

% Without Blacklisted
Applications

len

Clicking on any of the legend will open the respective 'Device List' page with a list of devices in respective category. For
example, clicking on the 'With Blacklisted Applications' legend will open the 'Device List' with the list of devices identified with
Blacklisted applications. Refer to the section 'Devices' for more details.

Devices Responses for Virus Scan

The pie chart and legend display the status of enrolled devices that are responding and not responding to virus scans. Placing
the mouse cursor over a sector or on the respective legend displays the details. Refer to the section Antivirus Scans for details
about scanning for viruses on enrolled devices.

Devices Responses For Virus Scan

With Response On Virus 19
Scans

Without Response On Virus 11
Scans

Clicking on any of the legend will open the respective 'Antivirus Device List' page containing list of devices in that category. For
example, clicking on the 'With response on virus scan' legend will open the 'Antivirus Device List' page displaying the list of
devices that are responding to scan command.

The 'Antivirus Device List' page allows you to run antivirus scans on selected devices. Refer to the section Antivirus Scans for
more details.

Rooted & Jailbroken Devices
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The pie chart and legend display the details of enrolled devices that are rooted and jailbroken. Placing the mouse cursor over a
sector or on the respective legend displays the details.

Rooted And Jailbroken Devices

| =

Rooted And Jail Broken

% Mormal 30

Clicking on any of the legend will open the respective 'Devices List' page. For example, clicking on the ‘Normal' in the legend will
open the 'Devices List' page displaying the list of devices that are normal, that is, not rooted or jailbroken. Refer to the section
'Devices' for more details.

Devices With DM Apps

The pie chart and legend displays the details of enrolled devices that have CDM app. iOS devices communicate with CDM
server via the CDM profile that was installed during enrollment and do not require CDM app. Installing CDM app helps to
enhance the functionality such as getting location details of the device, sending messages from the admin panel and so on. For
Android and Windows devices, the devices can be enrolled only by using the CDM app. Placing the mouse cursor over a sector
or on the respective legend displays the details.

Devices With DM Apps

With DM App 31

Without DM App 0

Clicking on any of the legends will open the respective 'Devices' page. For example, clicking on the 'With MDM App' portion in
the legend will open the 'Devices List' page displaying the list of devices that have MDM app. Refer to the section 'Devices' for
more details.

Valkyrie
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Valkyrie is a cloud-based file analysis service that tests unknown files with a range of static and behavioral checks in order to
identify those that are malicious. Administrators can take advantage of this service by applying a configuration profile to Comodo
Endpoint Security which will automatically schedule unknown files for upload. All results will be displayed in the Valkyrie
dashboard. For more details on configuring Valkyrie Settings in CDM, refer to Creating Windows Profile.

Note: The version of Valkyrie that comes with the free version of CDM is limited to the online testing service. The Premium
version of CDM also includes manual testing of files by Comodo research labs, helping enterprises quickly create definitive
whitelists of trusted files. Valkyrie is also available as a standalone service. Contact your Comodo Account manager for further
details.

= Valkyrie E & Logout (John Smith)

File Statistics Valkyrie

Valkyrie is a cloud based file analysis and intelligence system. Valkyrie uses range of static and dynamic

detectors including heuristics, file look-up, real-time behavior analysis and human expert to analyse the
' submitted files and determine if the file is good or bad (malicious). To be able to request human expert analyses

over files, you need premium licenses

FREE basic PREMIUM
with limited functionality with full functionality

s SUBscription forFREE

OR enter your Valkyrie License key

Unrecognized 750
Sandboxed 34
o Quarantined 3
O Globally Trusted 21
O Globally Blocked 18

The 'File Statistics' pie-chart and the legend displays the details of number of files identified with different ratings as per local file
rating analysis and Valkyrie analysis of files submitted from enrolled Windows devices. Placing the mouse cursor over a sector
or on the respective legend displays the percentage of number of files in that category among the total number of files analyzed.
Clicking on a legend opens the 'Windows File List' screen with the list of files identified in the respective category. For more
details on Windows File List screen, refer to the section Viewing Applications Installed on Windows Devices.

The right hand side pane allows you to upgrade to Premium version of CDM or to activate Valkyrie, if you have purchased the
license separately.

Notifications
The 'Notifications' dashboard allows the administrator to view the notifications from CDM. CDM generates notifications on
various events like:

¢ Installation of CES at a device

¢ |dentification of malware on Android devices from realtime, scheduled scans and on-demand scans

*  I|dentification of threats or malicious files and subsequently moving them to quarantine by CES installations at
Windows endpoint.

2
New notifications are alerted to the user by the Notification icon in the title bar. Clicking the icon displays the list of new
notification messages as a drop-down.
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2 Notifications
Malware on the Windows devicel

The list of quarantine on the device was updated

See all notifications

Tip: CDM is capable of sending notifications as emails. You can instruct CDM to send automated email notifications to selected
administrators by configuring 'Email Notifications' under Settings. Refer to the section Configuring Email Notifications.

Notifications &4 Logout (John Smith)
u]
oo
List Of All Notifications
a ﬁ' Delete Notification(s) h g
=
iz
Malware on the Windows devicel 2015/12/16 10:31:33 AM
C ° New Excel document "Hardware Inventory Report” generated. 2015/12/16 09:42:25 AM
° Finished policy exporting from device DESKTOP-7500C04 2015/12/16 09:31:36 AM
° Finished policy exporting from device DESKTOP-7500C04 2015/12/16 09:27:54 AM
: The list of quarantine on the device was updated 2015/12/16 09:01:14 AM
@ GREG-PC: package "Comodo Remote Monitoring and Management® was successfully installed 2015/12/11 01:54:56 PM
° GREG-PC: package "COMODO Endpoint Security v. 8.2.0 4823" was successfully installed 2015/12/11 11:21:00 AM
A

Displaying 1-20 of 74 results.

Results per page: 20 w ']-['

List of All Notifications - Column Descriptions

Column Heading Description
Type Indicates whether the notification is generated for a successful operation, Warning, Error, Blocker
or support event.
Message The message content of the notification, shortly describing the event.
Modified The date and time at which the notification was modified.

*  The message also acts as a shortcut to view the details of the notification. Clicking on a message will open the
interface relevant to the message for more details. For example, clicking on 'Malware Found on Windows device'
message will open the 'Antivirus Current Malware List' screen with the list of malware identified.
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»  To sort the filter in ascending/descending order of the date/time at which they were generated, click on the Modified
column header.

»  Tofilter or search for specific notification, click the funnel icon at the top right choose the notification type, enter the
message to be searched in part or full and/or specify the date range within which the notification was generated.

Al &4 Logout (John Smith)

F Success
Warning
Error

it Blocker

Support

: Message

, Modified

*  Toremove notification(s) select it'them and click 'Delete Notifications' above the table.
Reports

CDM is capable of generating reports of hardware inventory of managed devices in spreadsheet (.xls) format. The Reports
interface under the Dashboard allows you to generate new reports and to view and download them.
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t (John Smith)

G;nc;ar:e Delere Dawnload T
=l
. O Hardware Inventory Microsoft Excel Open Finighed olege 2015712117 07:44:20
=
_ O Hardware Inventory .. Microsoft Excel Open... Finished Serhil 2015/12116 03:26:18 .
O Hardware Inventory . Microsoft Excel Open. . Not Viewed Georgiana Aurelia Sirg.. 20157126 11:27:48 _
n Hardware Inventory Microsoft Excel Open._. Finished asmilyanets] 2015/1216 09:42:21 _.
(=]

»  Tofilter or search for a specific report, click the funnel icon at the top right, enter the name of the report in part or full
and/or choose the status of the report.

Mame

Status

1 In progress
[l Finished
L] Failed

Mot Viewed

To generate a report

»  Click 'Generate Report' from the top.

Download

LH"'T!'."H"E"'I ] r._.'::,_,_,_.f_,_.:;. E"'Z'
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A new report will be generated.

2 (] L
Generate Delete Download
Report T
FORMAT CREATED BY CREATED AT
@ Hardware Inventory ... Microsoft Excel Open... Not Viewed John Smith 2015/12/18 06:16:01 ...
O Hardware Inventory ... Microsoft Excel Open... Finished lker 2015/12/17 02:48:18 ...

*  Todownload the report, select it and click 'Download' from the top. The report will be available as an Excel file (in .xls
format).

*  To view the details of the report click on the report name.

=S m %
Generate Delete Download
Report

FORMAT

Microsoft Excel Open... Not Viewed John Smith

Microsoft Excel Open... Finished llker

Hardware Inventory Report

MName

Hardware Inventory Report
Type

Microsoft Excel Open XML Document
Status

Not Viewed

Download Link
hardware_inventory_report.xlsx
Created By

John Smith

Created At

2015/12/18 06:16:01 AM
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*  Toremove a report from the list,select it and click 'Delete’.

4.Users and User Groups

One of the first steps in setting up Comodo Device Manager is to add users. Once users have been added, you can enroll iOS,
Android or Windows devices associated with that user. Once user devices have been enrolled, administrators can apply security
profiles, run antivirus scans, remotely manage and obtain reports from them. Administrators can also create user groups and
apply device actions/profiles to all users in the group.

Click the 'Users' link on the left to create and manage users and user groups:

T .
COMODO —L- 0 & Logout (John Smith)
Device Management
&
Create Usar
T
Users List
User Groups SAS testmdm.ode 12345678 2016/011150.. 6
PROFILES John Smith fiatliena@gm. 2016/01/18 0.. 3
Swiatoslay test.mdm. ode. +3 20565454 20M6/01150 3
APPLICATIONS
Serh test mdm.ode +32165449887 2016/01/151 3
APP STORE
P test rdrm.ode 1234567

The following sections explain more about each area:
*  Managing Users

*  Creating New User Accounts

Enrolling Users' Devices for Management
*  Viewing the Details of a User
»  Assigning Configuration Profile(s) to a Users' Devices
*  Removing a User
«  Managing User Groups
+  Creating a New User Group
«  Editing a User Group
»  Assigning Configuration Profile to a User Group
*  Removing a User Group

4.1.Managing Users

Administrators can enroll user accounts to CDM and assign them roles with differing privilege levels (as ‘administrators' or 'end
users'). Devices belonging to a user can only be enrolled after adding their user account to CDM.

The 'Users' interface displays a list of user accounts that are enrolled to CDM and allows the administrator to add/manage users,
enroll new devices belonging to users, manage configuration profiles applied to devices and so on.

To open the 'Users' interface, click the 'Users' tab on the left and select 'Users List'
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cCOMODO

Dewvice Manapement

& Logout (John Smith)

DASHBDARD

&

Create User

DEVICES

USERS

User Growps SAS teat mdm.ode 12345678 2016/01/150.. ]

PROFILES L John Smith fiatliena@gm. 2016/01/18 0..

)

Swiatoslay test mdm_ode +3 0565454 2016/01/150 3
APPLICATIONS

Serh test mdm.ade +32165449887 2016/01/151 3
APP STORE

Cmens test mdm.ode 1234567

Users List Table - Column Descriptions

Column Heading Description

Username The login username of the user. Clicking the username will open the user details screen where
you can edit user details. See 'Viewing the Details of a User' for more details.

Email The registered email address of the user. Account and device enroliment mails will be sent to
this email address.

Phone Number The registered phone number of the user.
Last Login Indicates the date and time of the users last login session.
# of Devices Indicates the remaining number of devices that can be enrolled for the user.

Sorting, Search and Filter Options

»  Clicking on the column header sorts the items based on alphabetical or ascending/descending order of entries in the
respective column.

»  Clicking the funnel button T at the right end opens the filter options.
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Usemame

Email

Phone Mumber

Last Login

*  Tofilter the items or search for a specific user based on username, email address and/or phone number, enter the
search criteria in part or full and click 'Apply’

»  Tofilter the users that have logged-in within a specific time period or whose token expire within a specific time period,
enter the start and end dates of the period in the 'From' and 'To' fields using the calendars that appear on clicking
inside the respective field and click 'Apply".

You can use any combination of filters at-a-time to search for specific users.

« Todisplay all the items again, remove / deselect the search key from filter and click 'OK'.

+ By default CDM returns 20 results per page when you perform a search. To increase the number of results displayed
per page up to 200, click the arrow next to 'Results per page' drop-down.

Refer to the following sections for more details about:
*  Creating New User Accounts
«  Enrolling Users' Devices for Management
«  Enrolling Android Devices
«  Enrolling iOS Devices
»  Enrolling Windows Endpoints
*  Viewing the Details of a User
»  Updating the Details of a User and Resetting Password
«  Assigning Configuration Profile(s) to a Users' Devices

*  Removing a User
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4.1.1. Creating New User Accounts

The 'Users List interface allows the administrator to create new administrator and end-user accounts. After a user is created, an
enrollment mail will be sent to them which requests them to activate their account and set their account password.

CDM also allows administrators to bulk enroll users and Windows endpoints via Active Directory (AD) group policy. Please refer
to the sections 'Downloading CDM Installation Packages for Windows Devices' and 'Importing User Groups from LDAP"' for more
details. This section explains how to enroll users from the 'Users List' interface.

Important Note: User device(s) can only be enrolled after the user has been added to the system.

Each user license covers up to five mobile devices or one Windows endpoint for a single user (1 license will be consumed by 5
mobile devices. 1 license could also be consumed by a single Windows endpoint). If more than 5 devices or 1 endpoint are
added for the same user, then an additional user license will be consumed. Administrators can purchase additional licenses
from the Comodo website if required.

Refer to the section Viewing and Managing Licenses for more details.

To add a new user

e (Click 'Users' > 'Users List' then click the 'Create User' button

or

*  Choose 'Create User' from the menu button at the top right:

coMODO

Device Management T

DASHBOARD

& Create LI5E.'©

# Enroll Device

The 'Create new user' form will open:
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Create new User

Username *

Bob Smith

Email *

maruthiestillo{@gmiail.com

Phone number

9445175813
Company *
Default Company -
Assign role
Administrators -

'Create new user' Form - Table of Parameters

Form Element Type Description
Username Text Field | Enter the login username for the user.
Email Text Field | The registered email address of the user. Account and device enrollment mails

will be sent to this address. Please ensure users respond to the device
enrollment mail from the device(s) you intend to enroll.

Phone Number (Optional) Text Field | Enter the phone number of the user.

Company Drop-down »  Comodo One Users - The drop-down will display the companies
added to C1. You can choose the company to which the user belongs.
The user will be enrolled under the chosen company.

e CDM users - Leave the selection as 'Default Company'.

Assign role Drop-down | Select the role to be assigned to the new user from the 'Assign role' drop-down.

Assign role

‘ Users Q
Administrators et

CDM ships with two default roles:

e Administrators - Can login to the CDM administrative interface and
access all management interfaces.

e Users - The users or owners of Android, iOS and Windows devices.
Users cannot login to the administrative console by default.
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'Create new user' Form - Table of Parameters

You can create custom roles with access to selected areas of the administrative
console and can assign them to users as required. All the roles created in CDM
will appear in the 'Assign Role' drop-down for selection, while adding a new
user. Refer to the section Configuring Role Based Access Control for Users for
more details.

e Enter the details, select the role for the new user and click the 'Submit' button.

Tip: User roles can be changed at any time from the 'Roles Management' interface ('Settings' > 'Roles Management). See
Managing Permissions and Assigned Users of a Role for more details.

Successfully added users will be listed in the 'Users' interface. The user's devices can now be enrolled to CDM.
*  Repeat the process to add more users.

Account activation mails are sent to new administrators and users assigned to a role with admin console privileges. They can
activate their account and set their login password by clicking the link in the email. An example mail is shown below:

Comodo Device Management - Account activation inbox % = 8

Noreplies <noreplies@cmdm comodo. com:> 12:55 PM (37 manutes ago) L -

to me |-

> COMODO

e Deviee Managensnd

Dear Bob Smith

Congratulations, your Comodo Desice Management account has been successfully created
Please click the following link to activate your account and set up your password

hitps fmdmstage comoda od ualuser’site’actvate/usemame’Bob-+S mith/ke !
214933083

Sinoerely, Comodo Devioe Mansgement team.

Upon activation, the administrator will be able to login to CDM with their user-name and password.

Note: By default, 'Users' do not receive an account activation mail nor gain console login rights. Only personnel with the default
role 'Administrator', or a custom role with access to the administrative console, will receive an activation email.

Should you wish, you can change role permissions to allow the default 'User' role to have access to the admin console. See
Configuring Role Based Access Control for Users for more details.

4.1.2. Enrolling User Devices for Management

In order to centrally manage mobile/laptop/desktop devices, each device needs to be enrolled to Comodo Device Manager
(CDM). To do this, you first create or select the user(s) whose devices are to be enrolled. They will then receive a device
enrolliment mail which they should answer from the device itself.

CDM generates enroliment token for each user and sends them a mail containing enroliment instructions and the token. Multiple
devices can be enrolled with the same token by the user simply responding to the mail from each of their devices. The validity of
the token is 72 hours and a new token should be generated for adding more devices after this period expires.

Administrators can bulk enroll users and Windows endpoints by downloading the client software from CDM and creating a
software installation group policy for their Active Directory (AD) server. Please refer to the sections 'Downloading CDM
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Installation Packages for Windows Devices' and 'Importing User Groups from LDAP" for more details. This section explains how
to enroll users' devices from the 'Users List' interface.

Important Note: Each user license covers up to five mobile devices or one Windows endpoint for a single user (1 license will be
consumed by 5 mobile devices. 1 license could also be consumed by a single Windows endpoint). If more than 5 devices or 1
endpoint are added for the same user, then an additional user license will be consumed. Administrators can purchase
additional licenses from the Comodo website if required.

Refer to the section Viewing and Managing Licenses for more details.

To enroll devices
e Click 'Users' > 'Users List' from the left
e Select users for whom you want to enroll devices and click the 'Enroll Device' button above the table
Or

e Choose 'Enroll Device' from the drop-down at the top right

coMODO

Device Management

& Create User

DASHEOARD
@ 4 =% Enroll I%f;‘;'ice
DEVICES
Create User Manage Enroll Device De Create Company
Profiles

USERS

View The List

User Groups avantistude@gma...

The 'Enroll Device' dialog will open for the chosen users.

Enroll Device Close

Choose User(s)

Please enter 2 more characters

The 'Choose Users' field is pre-populated with the users you selected in the 'Users List' interface.
*  Toadd more users, type the first the few letters of a user-name then choose users from the search results.
e Click Enroll

A device enrollment email will be sent to each user. The email will contain a link to a page containing instructions and links to
download the CDM agent/profile for the device. An example mail is shown below.
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Moreplies
noreplies@cmdm. comodo.com

Welcome to Comodo Device
Management!

You are receiving this mail because your administrator wishes to enroll
your smartphone, tablet or Windows device into the Comodo Device
Management system. Doing so will make it easier and more secure to
connect your personal devices to company networks. This mail explains
how you can complete the enrollment process in a few short steps,

Mote:

- Please make sure you follow the comrect procedure for your type of device
- 105, Android or Windows.,

- Please make sure you complete these steps from the phone or tablet or
desktop machine.

This product allows the system administrator to collect device and

application data, add/remove accounts and restrictions, list, install and
manage apps, and remotely erase data on your device.

Enrollment device:

Please click the following link to enroll your device - hitps://

»  Clicking the link will take the user to the enroliment page containing the agent/profile download and configuration links.
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(_’“—“3 Welcome to Comodo Device
A
Wi~ Management!

You are receiving this mail because your administrator wishes to

and manage apps, and remotely erase data on your device.

Iil FOR ANDROID DEVICES

Download and install the Comodo Device Management app by
tapping the following link:
https://play.google.com/store/apps/details?id=com.comodo.mdm

After installation, enrall by this link:
https://mdmstage.comodo.od.ua:443/enroll/android/index/token/
af25f8380a2d0491b12b2d4099944489

i FOR 10S DEVICES

Enrcll by this link:
https://mdmstage.comodo.od.ua:443/enroll/ios/index/token/af2 5f
8380a2d0491b12b2d4099944489

1|
1 FOR WINDOWS DEVICES

Enroll by this link:
https://mdmstage.comodo.od.ua:443/enroll/windows/index/token
af25f8380a2d0491b12b2d4099944489

The following sections explain more on:
*  Enrolling Android Devices
«  Enrolling iOS Devices

+  Enrolling Windows Endpoints

4.1.2.1. Enrolling Android Devices

After the administrator has added devices for a user, the user will receive an enrollment email with a link to a page containing
the enrollment instructions and links to download the android CDM agent and to configure it. The user should open the email in
the Android device to be enrolled and follow the instructions. The Android device enroliment involves two steps.

«  Step 1 - Downloading and Installing the agent
»  Step 2 - Configuring the agent
Step 1 - Downloading and Installing the agent

*  Open the mail in the device and tap the enrollment link in it. You will be taken to the enroliment page through your
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browser in the device.

e Tap the first link under 'For Android Devices'

EVICES S - S

N FOR ANDROIL

ownload and install the Comodo Device Management app by

tapping the following link: https://play.google.com/store/apps/det
ils?id=com.comodo.mdm

After installation; enrot-y-thrstmietttps T racme.cmdm.comodo.c
om:443/enroll/android/index/token/59207225678138a18853eebd
4a22e3b7

@7 FORI0S DEVICES

*  You will be taken to the Google play store to download and install the agent.
Step 2 - Configuring the agent

The agent can be configured to connect to the CDM management server in two ways:

*  Automatic Configuration
*  Manual Configuration
Automatic Configuration

»  Tap the enroliment link contained in the enroliment page after the completion of installation.

L L FOR ANDROID DEVICES o - ——

Download and install the Comodo Device Management app by

tapping the following link: https://play.google.com/store/apps/det
ails?id=com.comodooadas

fter installation, enroll by this link: https://acme.cmdm.comodo.

om: 443/ enroll/fandroid/index/token/59207225678138a18853ee5d
22e3bT

@% FORI0S DEVICES

The agent will be automatically configured and the End User License Agreement screen will appear.

Manual Configuration

The user can manually configure the agent to connect to CDM server by entering the server settings and the token ID contained
in the enrollment page.
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ENrol Oy TS TNk

ndows/index/token/ 5920l ebE bdda2?e3b7

”  MANUAL ENROLLMENT

Use the following settings:

Host: acme.cmdm.comodo.com
Port: 443
Token: 59207225678138a18853ee5d4a22e3b7

Sincerely, Comodo Device Management team.

To manually configure the agent

*  Open the agent by tapping the agent icon from your device. The agent configuration wizard will start enabling you to
enroll the device by configuring the Server settings and unique token.

Server Settings

ier ol ™ 12:19 pm

COMODO

Server Settings

Server URL
l| l

Server port

|
_ comet
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Server Settings - Table of Parameters

Form Element Type Description
Server URL Text Field | Enter the url of the CDM server contained in the mail.
Server port Text Field | Enter the connection port of the server for your device to connect, as specified

in the mail. (Default = 443)

e Tap the 'Connect' button. The 'Login' screen will open

Logging-in to the Console

You can make the app to login to the CDM console in two ways:

+ By entering the personal identification number (PIN) contained in the email
» By entering your username and password

Entering PIN

»  Tap the 'Pin Code' tab in the 'Login' screen

cOMODO

Login

PIN code AD credentials

Login

Password

»  Enter the PIN (token) contained in the enrollment email

*  Tap'Login'. The End User License Agreement screen will appear.
Entering your username and password
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»  Tap the 'AD Credentials' tab in the 'Login' screen

COMODO

Login

PIN code AD credentials

Login

Password

»  Enter your username contained in your account activation email and the password you set for your CDM
account.

e Tap the 'Login' button

End User License Agreement

The EULA screen will appear.
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[EHD LSER LICENSE AGREEMENT AND TERMS OF SERVICE
COMDO0 DEVICE MANAGEMENT VERSION 4.0
THIS AGREEMENT CONTARES & BINDING ARBITRATION CLAUSE

MPOATANT — PLEASE AEAD THESE TEAMS CAREFLILLY BEFDAE LISMG THE
COMODO DEVICE MANAGEMENT SOFTWARE (THE *PROCLICTT). THE PROCLCT
MEANS ALL OF THE ELECTRONIC: FILES PROMIDED BY DOWHLOAD WITH THIS
LICEMSE AGREEMENT BY LIEING THE PRODUCT, 0A BY CLICKING D8 °) ACCEFT™
BELOW, 0L ACKMIOWLEDGE THAT WO HAVE READ THIS AGREEMENT, THAT ¥'0OL
UNDERSTAND IT, AND THAT YOLI AGREE TO BE BOUND BY ITS TEAMS. IF ¥DU DD
MOT AGREE TO THE TEAMS HEREIM, DD MOT LISE THE SOFTWARE. SLIBSCRIBE TD OR
USE THE SERVICES, OF CLICK ON 71 ACCEPT™

Prodiset Funetisnality

Comoda Devace Managem e (COMY alkese adminiemators 1o manage, ot sl
Anfiie molle devices which connest io enterpicie wWirelsae networka, Once & device
P e eindolad, adminisratn can remaebaly apply condigration profikes whizh
chatairine Thint devien's netmnik pecet dghts. secunity ssttings and geneal
preterercos COM alic alews adminEmaton 10 manior the kedation of Bhe dewice mun
Ay iie Sk on The device] ingtal/uninetsll devise appa) remirtaly ek oF wipe ths
chaiice Vel ERSE PUNNING sefvices; widw Tapoits on device hardwans soltwang
infermnation: resel usar pastweni make tha devios godad an Marm and mons

e T wWilh Siepde Comificate Enrslimen Protocsd alae plews COM end-usars g
anrall Tar and watall Comoda eliend cemificates Tor b puipeae of T Tactorn
airentication and identification Adeiniatnaon soo Pave mail access contral and

[ e o

»  Scroll down the screen, read the EULA fully and click the 'l ACCEPT' button at the bottom.
The Agent activation screen will appear.
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Comodo DM

itor will allow the app Comodo DM to perform the

Erase all data
Erase the tablet's data without warning by performing :

Change the screen-unlock password
Change the screen-unlock vord.

Set password rules

Contro ength and the ch allowed in screen-unlock

Monitor screen-unlock attempts
itor the number of incorrect

Lock the screen

Control how and when the screen locks
Set lock-screen password expiration

Cancel Activate

e Tap'Activate'.
The CDM agent home screen will appear.
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COMODO

Device Management

. Notifications

The device is enrolled to CDM and can be remotely managed from the CDM console.

4.1.2.2. Enrolling iOS Devices

After the administrator has added devices for a user, the user will receive an enrollment email with a link to a page containing
the enroliment instructions and links to download the CDM profile and the server certificate. The user should open the email in
the iOS device to be enrolled and follow the instructions.

Note: The user must keep their iOS device switched on at all times during enroliment. Enrollment may fail if the device auto-
locks/ enters standby mode during the certificate installation or enroliment procedures.

To enroll an iOS device

*  Open the mail in the device and tap the enrollment link in it. You will be taken to the enroliment page through your
browser in the device.

»  Tap the enroliment link under "For 10S Devices"

MAroIdy INCAEX TORENY 22 LU0 L2000 1304 |

88b3eebd4a2edb’

FOR 10S DEVICES

Enroll by this link: https://acme.cmdm.co
modo.com:443/enroll/ios/index/token/5
0207225678138a18853ee5d4a22e3b7

wa__Enroll by this link: https://acme.cmdm.co
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The 'Install Profile' wizard will start.

sssec MTS LUKR = 16:41 )

Cancel Install Profile

Comodo MDM
COMODO GROUP LTD.
@ Verified [ Install |

Description Configuration Comodo Mobile
Device Management

Signed api.mdmstage.comodo.od.ua
Received 26 vionn 2014

Contains  Device enrollment challenge

More Details

e Tap'Install'. A confirmation dialog will be displayed.

Install Profile

Installing this profile will change
settings on your iPhone.

Cancel Install Now

e Tap'Install Now'.

The CDM Profile installation progress will be displayed.
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Comodo MDM
COMODO GROUP LTD.
@ Verified

Description Configuration Comodo Mobile
Device Management

eeeec MTS UKR = 16:41 P

eeeen MTS UKR = 16:41 by B

= Generating Key

Comodo MDM
COMODO GROUP LTD.
@ Verified

Description Gonfiguration Comodo Mobile
Device Management

eeeec MTS UKR = 16:41 L

< Enrolling Certificate

Comodo MDM
COMODO GROUP LTD.
@ Verified

Description Configuration Comodo Mobile
Device Management

Signed api.mdmstage.comodo.od.ua Signed api.mdmstage.comodo.od.ua Signed api.mdmstage.comodo.od.ua
Received 26 wiona 2014 Received 26 wions 2014 Received 26 nions 2014

Contains Device enrollment challenge Contains Device enrollment challenge

Contains Device enrollment challenge

More Details More Details More Details

»  Anprivacy warning screen with the privileges granted to the administrator by installing this profile will be displayed
during the installation process. Read the warning fully and tap 'Install' to proceed.

snneo TS UKR = 16:41 b

Cancel Warning Install

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at “https://
api.mdmstage.comodo.od.ua:443/
mdm/server” to remotely manage your
iPhone.

The administrator may collect personal
data, add/remove accounts and
restrictions, list, install, and manage
apps, and remotely erase data on your
iPhone.

The installation process will continue and when completed the 'Profile Installed' screen will be displayed.
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Profile Installed Done

Comodo MDM
COMODO GROUP LTD.
@ Verified

Description Configuration Comodo Mabile
Device Management

Signed api.mdmstage.comodo.od.ua
Received 26 wionn 2014

Contains SCEP Enrollment Request
Maobile Device Management

More Details

e Tap 'Done' to finish the Comodo DM profile installation wizard.
You can view the CDM profile listed in the profiles screen of the device.

4.1.2.2.1. Downloading and Installing CDM Client for iOS Devices

The i0S devices enrolled into CDM for management as explained in the previous section 'Enrolling iOS Devices' do not support
some features such as apps management, GPS location and messaging. To get full functionality, users need to download CDM
client from iTunes website at hitps:/itunes.apple.com/us/app/CDM/id807480077?mt=8. CDM client supports iOS 6.0 and higher
versions and is compatible with iPhone, iPad and iPod Touch.

To download and install CDM client on iOS devices
«  Visit the iTunes website at https://itunes.apple.com/us/app/CDM/id807480077?mt=8 and tap the CDM icon
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App Installation
“api.mdmdemo.comodo.com” is
about to install and manage the app
“CMDM" from the App Store.
Your iTunes account will not be
charged for this app.

Cancel Install

e Tap'Install

The CDM app will be downloaded and installed on the device.

ﬂ;ﬂ
p—

CMDM Run after i & cGloud

8.380

e Taponthe CDMicon
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END USER LICENSE AGREEMENT AND
TERMS OF SERVICE

COMODO MOBILE DEVICE
MANAGEMENT 2.0

THIS AGREEMENT CONTAINS A BINDING
ARBITRATION CLAUSE.

IMPORTANT — PLEASE READ THESE
TERMS CAREFULLY BEFORE USING THE
COMODO MOBILE DEVICE
MANAGEMENT SOFTWARE (THE
“PRODUCT"). THE PRODUCT MEANS ALL
OF THE ELECTRONIC FILES PROVIDED
BY DOWNLOAD WITH THIS LICENSE
AGREEMENT. BY USING THE PRODUCT,
OR BY CLICKING ON "I ACCEPT" BELOW,
YOU ACKNOWLEDGE THAT YOU HAVE
READ THIS AGREEMENT, THAT YOU
UNDERSTAND IT, AND THAT YOU AGREE
TO BE BOUND BY ITS TERMS. IF YOU DO
NOT AGREE TO THE TERMS HEREIN, DO
NOT USE THE SOFTWARE, SUBSCRIBE
TO OR USE THE SERVICES, OR CLICK
ON “I ACCEPT".

Product Functionality

Comodo Mobile Device Manager (CMDM)
allows  administrataors to manane monitor

Accept Decline

*  Read the End User License Agreement fully and tap 'Accept’

“CMDM" Would Like to Use
Your Current Location

Don't Allow oK

e Tap'OK.

The device will be successfully enrolled.

cCOMODO
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Comodo MDM

COMODO

Mobile Device Management

Your device is enrolled

Wersion 1.0.11

M Om

Main Beraar

Tapping 'App Catalog' will display the iOS apps that are installed, required to be installed and available for installing. Refer the
section Installing Apps on Devices for more details.

sees0 AVEA T 16:06 54 W

i Applications

t l CMDM INSTALLED

Required

é 1:* CCloud [ INSTALL
—
1

|= :

Evernote INSTALL

Om

App Catalog

4.1.2.3. Enrolling Windows Endpoints

After the administrator has added devices for a user, the user will receive an enrollment email with a link to the enrollment page.
The enroliment page will contain the enrollment instructions and a link to download the CDM agent for Windows endpoints. The
user should open the email at the Windows endpoint to be enrolled and follow the instructions. Upon successful enrollment, the
CDM agent will be installed on the endpoint and automatically configured to connect to the CDM server.
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To enroll a Windows device

*  Open the mail in the device and click the enrollment link in it. You will be taken to the enrollment page through the
default browser of the endpoint computer.

and manage apps, and remotely erase data on your device

mmg FOR WINDOWS DEVICES

Enroll by this ink
hitps /imdmstage comodo. od ua“ 443/enrollwindows/msiToken/451

20 3b3dec 71916580 T43eh59ec 2T

¢ Click on the enrollment link under 'For Windows devices'.

Opening cdm_agent_vcBolEht_installer.msi [E5e]
You have chosen to open:

i5) cdm_agent_vcBoOEht_installer.msi

which is: Windows Installer Package (21.8 ME)
from: https://mdmstage.comodo.od.ua

Would you like to save this file?

Save File ] [ Cancel

The download dialog for the CDM agent setup file will appear.
*  Download and save the setup file to the local drive

*  Double click on the setup file @

On completion of installation, the device will be automatically enrolled o the CDM server and a confirmation message will be
displayed.
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Your device is now enrolled!

Cancel

Once the device is enrolled, the next step is to install CES onto the endpoint in order for the default or assigned Windows
profiles to take effect. Refer to the section Remotely Installing Packages onto Windows Devices for more details.

4.1.3. Viewing the Details of a User
The administrator can view the details of a user account at anytime from the 'Users' interface.
To view the details

*  Open 'Users' interface by clicking 'Users' > 'Users List'

»  Simply click the name of the user

The 'User Details' screen will open.
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cCoOMODO
Device Management

DASHBOARD
DEVICES

USERS
Users List

User Groups
PROFILES

APPLICATIONS

E_:?ETMDDD = Ugers Ligt / John Smith / General

DA SHEOARD
John Smith
DEWICES
USERS E
. Send Password Chelete User
Lisers List R Ernail
Liser Groups
PROFILES User Infia Associated Devices
APPLICATIONS
—
APP ETORE
ANTIVIRUS Username *
SETTINCS
Email *

fiatliena@gmail com
Phone Number

Roles
Administrators
Change Paszword Time

Time Add

Last Lagin

The administrator can update the details of the user by clicking the 'Edit' icon at the top right. Refer to Updating Details of a User
for more details.

4.1.3.1. Updating the Details of a User

The administrator can update the login username, email address and phone number of a user at any time through the user
details interface. The interface also allows to view the devices that are associated for the user as well as send a password
recovery email.

To update the details of a user
*  Open 'Users' interface by clicking 'Users' > 'Users List'
e Click on the username of the user whose details are to be updated.

The user details screen will open.
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Device Management

sers List / Joh

DASHBOARD
John Smith
DEWICES
USERS E]
Send Pagswond L
Users List Fecowery Email

Lisier Groups

PROFILES

APPLICATIONS

APP STORE

coMODO

Device Management

= Users List / John Smith / General

e John Smith

DEVICES E
Send Password Dedete User
Recovery Email
Users List

User Groups

User Info Assoclatedlievices

PROFILES
APPLICATIONS
APF STORE
Ussrnarme *
ANTIVIRUS N
Johm Smith
SETTINGS Erreadl =

hatliena@gmail.com

Phone Musmber

Roles
Administrators
Change Password Time

Time Add

Last Login

Update User Form - Table of Parameters

Form Element Type Description
Username Text Field | Allows you to change the login username for the user.
Email Text Field | Allows you to change the email address of the user.
Phone Number (Optional) Text Field | Allows you to change the phone number of the user.
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*  Click 'Save' from the top for your changes to take effect

The role assigned to the user is displayed under 'Roles' in the screen. Clicking the role name will open the user role
management screen that allows to mange user's role. Refer to the section 'Managing Roles Assigned to a User’ for more details.

To view the devices associated with the user
e (Click the 'Associated Devices' link
The devices that are enrolled for the user will be displayed.

COMODO

= Usors List ¢ Joho Smith ¢ Associated Devices Q & Logout (John Smith)
Device Maragemend =

John Smith

U ERE D

Send Peasword

Sz rrsmry Emsd

PROFILES ar Info Asmociated Devices

E AFFLICATIONS
P ADMINP Agent Drly [ Y 20151 2078 DE-30-40 AWM
ANTPARIS

oy e Renults perpage: 200 Diapiaying 12 of 2 remuita

Assiocuated Devices - Column Descriptions

Column Heading Description
OS Type Displays the Operating System of the device.
Name The name assigned to the device by the user. If no name is assigned, the model number of the

device will be used as the name of the device. Clicking the name of the device will open the
'Summary' screen of the device details interface. Refer to the section 'Viewing Summary
Information’ for more details.

Suite Indicates components of the endpoint security software/agent installed on the device.

Owner Indicates the owner/user of the device. Clicking the user name will open the View User interface,
displaying the details of the user. Refer to the section Viewing the Details of a User for more
details.

Last Activity Indicates the date and time at which the device was last polled by CDM.

To send password reset email

If a user has forgotten his/her, the administrator can send a password reset email to the user from this interface.
*  Open 'Users' interface by clicking 'Users' > 'Users List'

The user details screen will open.
»  Click the 'Send Password Recovery Email'

A 'Password Reset Confirmation' message will be sent to the registered email address of the user.
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Comodo Device Management - Password Reset Confirmation box % & B
Noreplies <noreplies@cmdm comodo. com: 11:03 AM {1 hour ago) -
to me =

”@ cCOMODO

Dewice Management

Dear John Smith

We recently received a password reset request for your Comodo Device Management
account.

Date of request: Mon, 28 Dec 2015 05:33:39 +0000

If you requested this change, please confirm and complete the reset process by clicking the
following link (available only once): https //mdmstage comodo od ualuser/site/change-
password/usemame/John+Smithikeybcd3ea2 3T TETII180565cT 3134 1aaeb1ff2204817

If you did not request this change, please contact us immediately by sending an email to
mdmsupport@comoedo. com

Sincerely, Comodo Device Management team.

On clicking the password reset process link, the 'Password Reset' form will be displayed:

PASSWORD RESET

Please fill out the following form with your login credentials:

/2 Password

/2 Password confirmation

Verification Code

FPlease enter the letters as they are shown in the image above.
Letters are not case-sensitive.
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The user has to fill out the form and click 'Set the Password'. The password will be saved and the user can login to CDM
interface using the new password.

4.1.4. Assigning Configuration Profile(s) to a Users' Devices

CDM allows administrators to assign profile(s) to user(s) so that the selected profiles will be deployed on all the devices
associated with the user(s). The administrator will be able to select profiles pertaining to different OS types and the profiles will
be applied to the respective devices. This is particularly useful if organizations wants to roll out profiles to devices on user basis.

To assign configuration profile to user
e Click the 'Users' tab from the left and click 'Users List'

*  Select the user for whom you want to assign profile(s).

cCOMODO

] Users List
Device Management

DASHBOARD

Py 2

DEVICEE @ x>
Enroll Device Create Use

2]

Delete User
USERS

Users List

User Groups fiatlienai@gmail.com

CDMOE o ser John Smith / Manage Profiles For User
Device Management
DASHBOARD
Manage Profiles of John Smith
DEVICES
USERS 2
Users List Add Profiles
User Groups
PROFILES

e Click 'Manage Profiles'.
The 'Manage Profiles For User" interface will open with a list of all the configuration profiles associated with the user.
To add new profiles

e Click 'Add Profiles'
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Add Profiles to John Smith
DEVCES
USRS Save T
e
Umer Oroups O A token
wn] PROFILES [8]  Androd profile with blocked cerem
Bl srrucsTious O  User Group Profie
[=] e
&PF STORC
FE Fu
ANTTVIRLS
(| ke
SETTINGE
=]
Ful

The 'Add Profiles to User interface will appear with a list of all the profiles available with CDM excluding those already applied to
the user.

e Click the funnel icon at the right to search for particular profile(s)

e Select the the profile(s) to be added and click 'Save'.

The selected profiles will be associated with the user and applied to all the devices enrolled for the user. Also, if any new device
is enrolled for the user, the profiles will be applied by default.

For Usar

usmms =
Lisevs List b Bt
User Groups
7] e Rrscres Priofils T
“ e 1]
APP STORE O Anideoal peosle with Blosked ¢ avei
AMTRARUS (W iest mden odeisa
SETTINGS O r
Femslts prrpage: 20 < Dispimying 13 of 3 resulta
To remove a profile

»  Select the profile(s) from the 'Manage Profiles for the User' interface and click 'Remove Profiles'.
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cCOMODO

Device Management

User John Smith / Manage Profiles For User

DASHEOARD
Manage Profiles of John Smith
DEVICES
USERS =—o
Users List Add Profiles

User Groups

PROFILES ﬁ' Remove Profiles

APPLICATIONS

APP STORE Android profile with blocked camera

ANTIVIRUS O test. mdm.odessa

Full
SETTINGS

The selected profile(s) will be removed.

4.1.5. Removing a User

The administrator can remove a user and the device(s) associated with the user and no longer be managed by CDM from the
'Users' interface.

To remove a user
*  Open Users interface by clicking 'Users' > 'Users List'

e Select the user to be removed and click 'Delete’
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COMDDD Users List
Device Management
DASHBOARD
- & X
Ennoll Device Create User Manage Dedete User

USERS

Users List

User Groups [0  John Smith fiatliena@gmail.c... 201512/
PROFILES ] john.petersoni@c. jehn petersonc Mot logge

@ iqhqsrﬁﬁh fiat! enn_ﬁ-g'nuil G Mot HJge
APPLICATIONS
JohnDoe developemailiy 0631234567 2015/

APP STORE

e Alternatively, click on the username of the user to be removed.
The user details screen will open.

e Click 'Delete’ at the top

cCoOMODOD = : . : o
= Users List / joh ith / General
ty-a oy sers Li ohnsm anara
DASHBOARD
johnsmith
DEVICES
USERS [3 &
. Send Password Dielete Lser
Users List Aecovery Email
User Groupsa
PROFILES User Info Agsociated Devices
APPLICATIONS
APP STORE
ANTIVIRLS Username *
SETTINGS
Email *
f|u1|||_'||=_a|£|, g'lli,l I SOm
Phone Numbe

The user will be removed from CDM.

Note: Once a user is removed the device(s) associated with the user will also be removed from CDM. The configuration
profiles applied to the user's device(s) by CDM will also be removed from the devices.
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4.2.Managing User Groups

Comodo Device Manager allows administrators to create logical groups of users for convenient management. For example,
users can be grouped according to existing corporate units (such as 'Sales Dept.' or 'Accounts Dept.'), and/or by type of user.

Once created, dedicated configuration profiles can be applied to each user group as per administrator requirements. For more
details on creating and managing configuration profiles, refer to the chapter Configuration Profiles.

The 'User Groups' interface lists all existing groups and allows you to create and edit groups, and assign configuration profiles to
groups.

To open the 'User Groups' interface, click the 'Users' tab from the left and choose 'User Groups' from the options.

COMODOD = Usor Groups = o 4 ogaut {John Smith)

Demce Wisnagement
:E DASHBDARD

Wl orvices ~
Create Grous

% T
e useRs

Usera Liat GROUP NAM R ' ED -

m Vet Group 1 aamitpanctc 2015/12A11 01:53:21 PM

e MAKS_GROUF 1 MLAKS 2015/12/04 07-1612 PM
(O rrones
- Crmenal group { Cmenal 2015/120003 02-3105 PM
[N sreuicanions
ﬂ APP STORE

Group of Users List - Column Descriptions

Column Heading Description

Group name The name assigned to the user group by the administrator. Clicking the name of a group will
open the group details interface that displays the list of users included in the group and allows
you to add or remove users to/from the group. Refer to the section Editing a User Group for more

details.
# Users Displays the number of users in the group.
Owner Name Indicates the administrator that has created the group. Clicking the name of the administrator will

open the 'View User' pane, displaying the details of the Administrator. Refer to the section
Viewing the details of the User for more details.

Created Indicates the date and time at which the group was created

Sorting, Search and Filter Options

»  Clicking on the column header sorts the items based on alphabetical or ascending/descending order of entries in the
respective column.

e Clicking the funnel button \ 4 at the right end opens the filter options.

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 78



Creating Trust Online®

Comodo Device Manager - Adminis_ft___r_gtor—-@ﬂid’éﬁ / / cCoOMODO

/ ’

3:21 PM Group Name

1 filters Apply vetti

R Owner Name

10 PM
2:33 PM

Created

32 PM From
54 AM

To

3:58 PM
APM

«  Tofilter the items or search for a specific user based on group name and/or owner name , enter the search criteria in
part or full in the respective field and click 'Apply'

321 PM Group Name

3 filters Apply Sales Department

o Owner Name
0PM
3 PM
Created
e 2015-12-27
AM
2015-12-28

«  Tofilter the user groups that have been created within a specific time period, enter the start and end dates of the
period in the 'From' and 'To' fields under 'Created' using the calendars that appear on clicking inside the respective
field and click 'Apply'.

You can use any combination of filters at-a-time to search for a specific user group.

« Todisplay all the items again, remove / deselect the search key from filter and click 'OK'.

+ By default CDM returns 20 results per page when you perform a search. To increase the number of results displayed
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per page up to 200, click the arrow next to 'Results per page' drop-down.
Refer to the following sections for more details about:
»  Creating a New User Group
+  Editing a User Group
»  Assigning Configuration Profile(s) to a User Groups

*  Removing a User Group

4.2.1. Creating a New User Group

The 'Create Group' button allows you to add and populate a new user group. Configuration profiles applied to the group will then
be pushed to all devices owned by users in the group.

To create a new user group
*  Open the 'User Groups' interface by clicking the 'Users' tab from the left and choosing 'User Groups' from the options.
e Click 'Create Group' above the table.

The 'Create User Group' dialog will open.

coOMODO

Device Management

User Groups

DASHBOARD
DEVICES ﬂ*
Create GfUl.ip
USERS
Users List

gl Create User Group Close

PROFILE

Name *

Marketing Staff

Choose User(s)

®

'Create User Group' dialog - Table of Parameters

Form Element Type Description
Name Text Field | Allows you to enter a name shortly describing the group of users.
Choose Users Text Field | Allows you to add the users to the group. To add a user, start typing the first few

letters of the username and select the user from the predictions list that appear.
Repeat the process for adding more number of users.

*  Note: You can add users at a later stage also.
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e Fill the details and click 'Save'.

The new group will be created and the group details screen will be displayed with the list of users in the group .

COMDDD User Groups / Marketing Staff
Device Management
DASHEOARD
Marketing Staff
DEVICES
1ats =
USERS a 4 o £4
) Add Users To Manage Delete User Rename User

Users List Group Prafiles Group Group

User Groups
PROFILES Resnave Evor
APPLICATIONS =
APP STORE IohnDos
ANTIVIRUS ] Sviatoslav

*  Repeat the process to add more groups.
The users can be added to or removed from the groups at anytime. Refer to the section Editing a User Group for more details.

Appropriate configuration profiles can now be applied to the new user groups. Refer to Assigning Configuration Policy to a User
Group for more details.

Note: A single user can be a member of more than one group. The configuration profiles applied to the all the groups to which
a user is a member of, will be applied to the devices belonging to the user. In case the settings in a profile clashes with another
profile, CDM follows the 'Most Restricted' policy. For example, if a profile allows the use of camera and another restricts its
use, the device will not be able to use the camera as per the 'Most Restricted' policy.

4.2.2. Editing a User Group

The administrator can rename a group, view the users of a group, add or remove users and can remove a group, from the group
details interface.

To view and edit user groups
*  Open the 'User Groups' interface by clicking the 'Users' tab from the left and choosing 'User Groups' from the options.

»  Click on the group name to be edited.
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The user group details interface will open with the list of users in the group and allows you to:.

*  Add new users fo the group

*  Remove users from the group

*  Rename the group

»  Assign Configuration profiles to the user group

*  Remove the group

To add new user(s) to the group
e Click 'Add Users To Group'.

A list of all users enrolled to CDM, excluding those in the group will be displayed.
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= ":User Groups / Marketing Staff / Add Users

DASHBOARD
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DEVICES
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APPLICATIONS pkorshak
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»  Select the users to be added to the group and click 'Save'.
If a new user is imported into a group, the configuration profiles in effect on the group will be applied to the user's device(s).
To remove a user from the group

e Choose the user from the users in the 'Group Details' interface

e Click 'Remove from Group'
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If a user is removed from a group, the profiles in effect on the user's device because of association with the group, will also be
removed.

To rename a group
*  Click 'Rename User Group' at the top

The 'Update Group' dialog will open:

COMODO : .

Device Management oy Marketing Staff
DASHBOARD

Marketing Staff
DEVICES
USERS =ty
&, Fo Q‘.)
Users List Add Users To Manage Delete User ————
sers Lis Group Profiles Group Group

User Groups

Rename Group

Name *

Marketing Staff

=
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»  Enter the new name for the group in the 'Name' text box and click 'Save'.
The group will be updated with the new name.

The group details interface also allows the administrator to apply configuration profiles to devices associated with all the users in
a group at-once. Refer to the next section Assigning Configuration Profiles to a User Group for more details.

4.2.3. Assigning Configuration Profiles to a User Group

The administrator can view the current configuration profiles applied to a user group and apply new configuration profiles to it.
The profiles will be applied instantly to all the devices belonging to all the users in the group. The administrator will be able to
select profiles pertaining to different OS types and the profiles will be applied to the respective devices. This is particularly useful
if organizations wants to roll out profiles to devices on user group basis

For more details on profiles, refer to the chapter Configuration Profiles.

To view and manage the profiles applied to a group
*  Open the 'User Groups' interface by clicking the 'Users' tab from the left and choosing 'User Groups' from the options.
e Click on the name of the group that is to be assigned a profile.

The group details interface will be displayed with the list of users in the group.

e Click '"Manage Profiles' at the top.
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The 'Manage Profiles For User Group' interface will open displaying the profiles associated with the group.

To add a new profile
e Click 'Add Profiles'
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A list of all configuration profiles, available in CDM, excluding those already applied to the group will be displayed.
»  Select the profiles to be applied to the users in the group and click 'Save'.

The profile will be associated with the group and applied to all the devices used by the members in the group.

To remove a profile from a group

e Select the profile from the 'Manage Profiles' interface and click 'Remove Profiles'
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The profile(s) will be removed from all the devices belonging to the members of the group.

4.2.4. Removing a User Group

Administrators can remove unwanted user group(s) in CDM. Doing so will remove the group but will not delete the users from
CDM. However, any profile(s) associated with the group will be removed from the devices of group members.

To remove a user group
*  Open the 'User Groups' interface by clicking the 'Users' tab from the left and choosing 'User Groups' from the options.
e Click on the name of the group to be removed.

The group details interface will be displayed with the list of users in the group.

e Click 'Delete User Group' at the top.
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Do you really want to delete this User Group?

*  Click 'OK"in the confirmation dialog. The user group will be removed from CDM.

5.Devices

The 'Devices' area allows administrators to view, manage and take actions upon enrolled devices and device groups.
Please use the following links to find out more:
»  The Device List

«  Managing Windows Devices
«  Managing Android / iOS Devices
*  Viewing the User Information
*  Removing a Device
*  Accessing Windows Device through Remote Desktop
* Installing CDM Packages Windows Devices
*  Installing Third Party MSI Packages on Windows Devices
* Installing Apps on Android / iOS Devices
*  Generating Alarm on Devices
*  Locking / Unlocking Selected Devices
*  Wiping Selected Devices
»  Assigning Configuration Profiles to Selected Devices
»  Setting / Resetting Screen Lock Password for Selected Devices
*  Updating Device Information
»  Sending Text Messages to Devices
«  Managing Device Groups
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*  Creating Device Groups

«  Editing Device Groups

«  Assigning Configuration Profile to Groups
*  Removing a Device Group

5.1.Device List

The 'Device List' interface displays a full inventory of all mobile devices and Windows endpoints that have been enrolled to
Comodo Device Manager. From this area you can:

e Add or remove profiles on any selected device

* Install CIS and other packages on Windows endpoints

«  Sound an alarm on mobile devices

»  Send custom text messages to mobile devices

*  Remotely wipe mobile devices

e Setand reset mobile device lock-screen passcodes

e Remotely lock mobile devices

*  Remove devices from CDM management

*  View detailed information about any device by simply clicking the device name
*  View and edit device owner information by clicking the owner name

*  View and implement pending updates by clicking the number in the 'Patch Status' column

To open the Device List, click the 'Devices' link on the left then select 'Devices List':
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The Devices interface will open with a list of devices enrolled to CDM.

Devices - Column Descriptions

Column Heading Description
OS Type Displays the Operating System of the device.
Name The name assigned to the device by the user. If no name is assigned, the model number of the

device will be used as the name of the device. Grey text color indicates the device is offline for
the past 24 hours. Clicking the device name will open the granular device details interface. Refer
to the sections Managing Windows Devices and Managing Android / iOS Devices for more details.
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Active Components The Comodo software items installed on the device. For Android devices the agent will
automatically install the AV (antivirus) component. For iOS devices, only the agent (CDM client)
will be installed. For Windows endpoints, the available components are - Agent Only, AV, FW
(firewall) and Sandbox.

Owner Indicates the device user. Clicking the user name will open the 'View User' interface. Refer to
Viewing the User Information for more details.

Company Indicates the name of the company to which the device is enrolled. For customers using CDM as
a standalone application, this will display as 'Default Company'. For Comodo One users, the
name of the C1 company will be displayed.

Patch Status Indicates the quantity of pending updates for Window devices. A check-mark @ indicates the
device is up-to-date and all patches are installed. A exclamation mark followed by a number

A9 indicates patches are available for the device. Refer to Viewing and Installing Windows
Patches for more details.

Last Activity The most recent date that the device contacted Comodo Device Manager.

Sorting, Search and Filter Options

»  Clicking on'OS Type', 'Name', 'Owner' and 'Last Activity' column headers sorts the items based on alphabetical order
of entries in that column.

»  Clicking the funnel button Y atthe right end opens the filter options.

(D

05 Type
Android
0%

Windows

Mame
Crainier

Last Activity

»  Tofilter the items based on OS types, select the OS types of the devices to be displayed in the list

*  Tofilter the items or search for a specific device based on device name and/or owner, enter the search criteria in part
or full in the respective text boxes and click 'Apply'.
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»  Tofilter the devices based on their last activities detected within a specific time period enter the start and end dates of
the period in the 'From' and 'To' fields using the calendars that appear on clicking inside the respective field and click

'‘Apply'.
You can use more than one filter at a time to create more granular searches.

« Todisplay all the items again, remove / deselect the search key from filter and click 'OK'.

+ By default CDM returns 20 results per page when you perform a search. To increase the number of results displayed
per page up to 200, click the arrow next to 'Results per page' drop-down.

Refer to the following sections for more details on:
*  Managing Windows Devices

»  Viewing and Editing Windows Device Name
*  Viewing Summary Information
*  Viewing Network Information
*  Viewing and Managing Profiles Associated with Windows Device
*  Viewing List of Files in the Device
*  Viewing CES Configuration Exported from the Device
*  Viewing MSI Files Installed on the Device through CDM
»  Viewing and Installing Windows Patches
*  Managing Android / iOS Devices
*  Viewing and Editing Device Name
*  Viewing Summary Information
*  Managing Installed Applications
«  Viewing and Managing Profiles Associated with the Device
«  Viewing Sneak Peak Pictures to Locate Lost Device
+  Viewing the Location of the Device

5.1.1. Managing Windows Devices

The Windows device details page allows administrators to view device hardware and software details, installed CES
components and network connection details. Administrators can also manage endpoint configuration profiles in effect on the and
deploy Windows patches.

To view details of and manage a Windows device
»  Click 'Devices' and choose 'Devices List'

e Click the name of any Windows device
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The Windows device details pane will open, displaying the details of the selected device under nine tabs. By default, the device
summary tab will be displayed.

«  Device Name - Displays the name of the device and allows to change it for administrative purpose and easy
management. Refer to the section Viewing and Editing Device Name for more details.

*  Summary - Displays the general details of the device including device information, OS details, Network details and
security configuration. Refer to the section Viewing Summary Information for more details.

*  Networks - Displays the device's network details such as its MAC address, its IP address and more. Refer to the
section Viewing Network Information for more details.

»  Associated Profiles - Displays the details of the profiles deployed on the device. Refer to the section Viewing and
Managing Profiles Associated with the Devices for more details.

«  File List - Displays the list of files available on the device that are rated as Unrecognized, Trusted and Malicious. Refer
to the section Viewing List of Files in the Device for more details.

»  Exported CES Configurations - Displays the details of exported CES configuration files. Refer to the section Viewing
CES Configurations Exported from the Device for more details.

*  MSI Installation State - Displays the list of MSl files that are installed on the device via CDM. Refer to the section
Viewing MSI Files Installed on the Device through CDM for more details.

«  Patch Management - Displays the list of available patches for the devices and their statuses whether installed or not.
Refer to the section Viewing and Installing Windows Patches for more details.

The administrator can remotely perform various tasks on the device using the options at the top of the interface.
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«  Manage Profiles - Allows you to add or remove device profiles. Refer to the section Assigning Configuration Profiles to
Selected Devices for more details.

»  Refresh Information - Contacts the device and updates displayed information. Refer to the section Updating Device
Information for more details.

«  Export CES Configuration - Allows you to export the devices current CES configuration as a profile. Exported profiles
can be viewed under the Exported CES Configs tab. These can then be imported later as a Windows profile,
potentially for deployment to other devices. Refer to the section Importing Windows Profiles for more details.

»  Delete Device - Removes the device from CDM. Refer to the section Removing a Device for more details.

«  Change BYOD - Changes the BYOD status of the device. Refer to the section 'Viewing Summary Information' for more
details.

9.1.1.1. Viewing and Editing Device Name

The name of the device assigned by user or if no name was assigned, the model number of the device. You can change this to
a more friendly name if required. Please note the new name will be applied in CDM only and will not change the name on the
endpoint.

To change the device's name
»  Click 'Devices' and choose 'Devices List'
e Click the name of any Windows device then select the 'Device Name' tab
e Click 'Edit'
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¢ Custom Device Name - The current name of the device

e Allow Auto Rename of Device Custom Name - Indicates whether the device's name can be changed or not.

To change the name of the device, click the 'Edit' button at the right.

ADMIN-PC
Owmer: John Smith
sy
G o B Co ¥
Manage HAefresh Expori CES Defete Device Change BYOD
Prafiies o
Device Name Summary Metworks Associated Profiles File List Exported CES Configs M5 Installation State Communicalion F

Windows Device Name EI

Custom Device Name

ADMIN-PC m
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e Enter the new name in the '‘Custom Device Name' field
e Make sure the 'Allow Auto Rename of Device Custom Name' check box is selected.
»  Click the 'Save' button for your changes to take effect.

The device will be listed with its new name. The 'Restore' button at the right in the field restores the device's name as it was at
the time of enrollment.

5.1.1.2. Viewing Summary Information

The 'Summary' tab displays general device information such as operating system details, hardware details, last activity, Comodo
software configuration, device user and more.

To view the device information summary
e (Click 'Devices' and choose 'Devices List'

*  Click the name of any Windows device. By default, the 'Device Summary' will be displayed, else click the 'Summary'
tab.
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»  Device Summary - Provides details such as computer name, type, OS, model, manufacturer, currently logged-in user,
Active Directory (AD) domain to which the endpoint is connected and more.

*  OS Summary - Provides details about the device Operating System (OS) of the endpoint.

»  CES Info - Provides details about version of the endpoint security software installed on the endpoint, the components
of CES installed and their status and AV database details.

*  Network Summary - Provides details of the network to which the endpoint is connected

By default, the BYOD status of a newly enrolled device will be 'Not Specified'. To specify the BYOD type, choose the type from
the 'Change BYOD' drop-down at the top right. The available options are:
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5.1.1.3. Viewing Network Information
The 'Networks' screen displays the network details of the Windows endpoint.
To view the networks details of the device
e (Click 'Devices' and choose 'Devices List'
»  Click the name of any Windows device, then select the 'Networks' tab
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The networks details such as the DHCP server, local addresses, subnet and more are displayed.

5.1.1.4. Viewing and Managing Profiles Associated with the Device

The 'Associated Profiles' tab displays a list of configuration profiles in effect on the endpoint. It also allows the administrator to
add or remove profiles to the device. If multiple profiles are associated with the device, the most restrictive policy will be applied.

For more details on profiles and groups of profiles, refer to the chapter Configuration Profiles.
To view and manage the profiles associated with the device

¢ Click 'Devices' and choose 'Devices List'
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Associated Profiles - Column Descriptions

Column Heading Description

Name The name assigned to the profile by the administrator. Clicking the name of a profile will open the
'Edit Profile" interface. Refer to the section Editing Configuration Profiles for more details.

Source Associated Indicates the source through which the profile has been applied to the device. Configuration
profiles are applied to a device in different ways:

»  Profiles can be directly applied to the device. Refer to the section Assigning
Configuration Profiles to Selected Devices for more details

*  The profiles applied to a user is deployed to all the devices belonging to the user.
Refer to the section Assigning Configuration Profile(s) to a Users' Devices for more
details

e The profiles applied to a user group is deployed to all the devices belonging to all the
users in the group. Refer to the section Assigning Configuration Profile to a User Group
for more details

*  The profiles applied to a device group is deployed to all the member devices in the
group. Refer to the section Assigning Configuration Profile to Device Groups for more
details

Clicking on the source opens the respective details interface.

Information about Indicates the status of profile application to the device.
Association

Adding or Removing Profiles

Profiles in effect on the device can be removed or new profiles can be added to the device by clicking Manage Profiles option at
the top. Refer to the section Assigning Configuration Profile to Selected Devices for more details.

5.1.1.5. Viewing list of Files in the Device

Comodo Endpoint Security monitors all file activity on a Windows endpoint. New executables are scanned against the Comodo
files database and rated as 'Unrecognized', 'Trusted' or 'Malicious'. File ratings can be configured as part of a Windows profile -
see File Rating settings for more details. The File List screen allows you to view and change the ratings of discovered files on a
particular device, and to clear the rating history of files. Note - if you wish to see all files across all managed devices, please
view the 'Applications' section.

To view and manage file ratings on a device
»  Click 'Devices' and choose 'Devices List'

»  Click the name of any Windows device, then select the 'File List' tab
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The interface contains three tabs:

*  Unrecognized - Displays the list of files reported as 'Unrecognized' by the CES installations at the endpoint. The
administrator can move items to 'Trusted Files' list or 'Malicious Files' list, depending on the trustworthiness of the files
from this interface. Refer to the section 'Viewing and Managing Unrecognized Files on the Device' for more details.

»  Trusted - Displays the 'Trusted Files' list on the device. Administrators can move items to this list from the

Unrecognized Files or Malicious Files lists. Refer to the section 'Viewing and Managing Trusted Files on the Device' for
more details.

*  Malicious - Displays the 'Malicious Files' list on the device. Administrators can manually add files or move items to this
list from Unrecognized Files or Trusted Files lists, and move false positives to Unrecognized Files or Trusted Files
lists. Refer to the section 'Viewing and Managing Malicious Files on the Device' for more details.

Viewing and Managing Unrecognized Files on a Device

The 'Unrecognized' interface displays files whose trust level is 'Unknown’ (neither 'known-safe' nor 'known-malicious’).

e Click the 'Unrecognized' tab
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The 'Unrecognized' Files List - Table of Column Descriptions

Column Heading Description

File Name Displays the file name of the 'Unrecognized' item.
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File Path The installation location of the file on the endpoint

Age The time at which the file was installed at the endpoint

File Hash (SHA 1) Displays the hash value of the file derived using SHA1 hash algorithm.
Version Displays the version number of the executable file

Admin Rating Indicates whether the file was moved here by the administrator.

Size The size of the unrecognized file.

Sorting, Search and Filter Options

»  Clicking on File Name and File Path column header sorts the items based on alphabetical order of entries in that
column.

e Clicking the funnel button Y atthe right end opens the filter options.

File Path

Age

SHA1

»  Tofilter the items or search for a specific item based on the file path, age of the file and SHA1 hash value name,
package or version, enter the search criteria in full or part in the respective text box and click 'Apply’
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You can use any combination of filters at-a-time to search for specific apps.
*  Todisplay all the items again, remove / deselect the search key from filter and click 'OK'.

e By default CDM returns 20 results per page when you perform a search. To increase the number of results displayed
per page up to 200, click the arrow next to 'Results per page' drop-down and choose the number.

Managing Unrecognized Files

The 'Unrecognized' interface displays a full list of unrecognized files reported by the CES installation at the endpoint. You can
move the unrecognized files to the trusted or malicious list. This is similar to moving unrecognized files to trusted or malicious list
from the Applications interface. Refer to the section 'Viewing and Managing Unrecognized Files' for more details.

Viewing and Managing Trusted Files on the Device

Files included in the "Trusted Files' list are automatically given CES trusted status.
e Click the Trusted' tab
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The "Trusted ' List - Table of Column Descriptions

Column Heading Description
File Name Displays the file name of the 'Trusted" item.
File Path The installation location of the file at the endpoint
Age The time from which the file was installed at the endpoint
File Hash (SHA 1) Displays the hash value of the file derived using SHA1 hash algorithm.
Version Displays the version number of the executable file
Admin Rating Indicates whether the file was moved to Trusted Files list by the administrator.
Size The size of the file.

Sorting, Search and Filter Options

»  Clicking on File Name and File Path column header sorts the items based on alphabetical order of entries in that
column.

e Clicking the funnel button Y atthe right end opens the filter options.

File Path

.ﬂ.gr

SHA1

»  Toffilter the items or search for a specific item based on the file path, age of the file and SHA1 hash value name,
package or version, enter the search criteria in full or part in the respective text box and click 'Apply'
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You can use any combination of filters at-a-time to search for specific apps.
*  Todisplay all the items again, remove / deselect the search key from filter and click 'OK'.

e By default CDM returns 20 results per page when you perform a search. To increase the number of results displayed
per page up to 200, click the arrow next to 'Results per page' drop-down and choose the number.

Managing Trusted Files

The 'Trusted' file interface displays a full list of trusted files reported by the CES installation at the endpoint. You can move the
trusted files to the unrecognized or malicious list. This is similar to moving trusted files to unrecognized or malicious list from the
'Applications' interface. Refer to the section 'Viewing and Managing Trusted Files' for more details.

Viewing and Managing Malicious Files on the Device

Files that are identified as malicious from the File Look up Service (FLS) by the local CES installation will be given 'Malicious'
rating and will not be allowed to run by default.

e (Click the 'Malicious' tab

Dewica Mama Sumimary Matwarks Assockated Profiles File List Exparted CES Configs M5l Insialiation State Comemunication Patch Managamant

Unrecagnized rusted Ma

The 'Malicious Files' List - Table of Column Descriptions

Column Heading Description
File Name Displays the file name of the 'malicious' item.
File Path The installation location of the file at the endpoint
Age The time from which the file was installed at the endpoint
File Hash (SHA 1) Displays the hash value of the file derived using SHA1 hash algorithm.
Version Displays the version number of the executable file
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Admin Rating Indicates whether the file was moved here by the administrator.

Size The size of the unrecognized file.

Sorting, Search and Filter Options

»  Clicking on File Name and File Path column header sorts the items based on alphabetical order of entries in that
column.

e Clicking the funnel button Y atthe right end opens the filter options.

File Path

Age

SHA1

»  Tofilter the items or search for a specific item based on the file path, age of the file and SHA1 hash value name,
package or version, enter the search criteria in full or part in the respective text box and click 'Apply'

1.77 MB File Path

O filters EEERITH -

1.57 MB

Age

WAE

SHAT

You can use any combination of filters at-a-time to search for specific apps.
*  Todisplay all the items again, remove / deselect the search key from filter and click 'OK'.

e By default CDM returns 20 results per page when you perform a search. To increase the number of results displayed
per page up to 200, click the arrow next to 'Results per page' drop-down and choose the number.
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Managing Malicious Files

The 'Malicious' file interface displays a full list of malicious files reported by the CES installation at the endpoint. You can move
the malicious files to the trusted or unrecognized list. This is similar to moving malicious files to trusted or unrecognized list from
the 'Applications' interface. Refer to the section 'Viewing and Managing Malicious Files' for more details.

5.1.1.6. Viewing CES configurations exported from the Device

CDM allows you to create a new Windows profile using an existing CES configuration on an endpoint. To export a CES
configuration, click on the Windows device from the list and click the 'Export CES Configuration' button at the top.

Devices / Devices List

:l Sony Ericsson_WT1%a [
| Marris iPod MiA
O W-KE4-VALENTYN W
] WIN-7-STEPAN_xB6 Agent Dnly
O WINT-STEPAM_&4bit Agent Only
] aamaung_GTI9192 AV
VOVEHARENKO-PC Agent Only

i + FW + Sandbox

ADMIN-PC
Orwmer: John Smith
Manage Refresh Expan CES Dttt D Change BYOD
Profiles Irfsrmatgion Configuratisn
Device Name Summary MNetwaorks Associated Profiles File List Exported CES Co '1I'-|c_;:: M3 Installation Sta

[relete

[0  Unknown lGenensting.. 2016/01/12 07:15:48 AM
[0  cea_conhg 2016 01_DB_10_28_2% xm| 2016/07/08 10:28:20 AM
[0  ces.config 2016_01_0B.09_37_35.sml 20160108 09:37-35 AM
[0 ces_config 2006_01_08_09_31_31 xm 2016/07/08 09:31:31 AM

The CES configuration will be exported as an .xml file with date/time stamp suffix in the file name. The profile will be saved on
the CDM server and can be viewed by clicking the 'Exported CES Configs' tab:

To view and manage exported profiles:
e Click 'Devices' and choose 'Devices List'

»  Click the name of any Windows device, then select the 'Exported CES Configs' tab
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Dewicen Mame Surnmany Metworks Assoceated Profiles Fiba Lisd Exported CES Confige MESY Inatallation Siate Communication Pabeh Management

BN I7-16:55 AW

O ces_config 2016 07 08_10_Z8_79 xmi 2016/01/08 102825 AM
O ces_config. 201607 0805 _3T_¥ wm 2076507,08 3735 AM
] cesconfig 201607 _0B_05_31_F1 o 207 6500,/08 1131 AM

The 'Exported CES Configs' List - Table of Column Descriptions

Column Heading Description
File Name Displays the file name of the exported file.
Created The date and time at which the CES configuration was exported

»  Clicking on the column header sorts the items based on alphabetical or ascending/descending order of entries in that
column.

To save the exported CES configuration

e Click on the file name that you want to import as a profile

Device Name Summary Netwarks Associated Profiles File List Exported CES Configs MSI In

ces config 2016 01,12 07 16 55 wml 2016/01/12 07-16:55 &AM
O ces_config_2016_01_08_10_28_29 xml 2016/01/08 10:28:29 AM
ces_config_2016_01_08_09_37_35.xm 2016/01/08 09:37:35 AM

The 'Opening...' dialog will be displayed.
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I Opening ces_config_2016_01_12 07_16_55.xml @
You have chosen to open:
|2 ces_config_2016_01_12_07_16_55.ml
which is: ¥ML Docurnent (1.3 MB)

from: https://mdmstage.comodo.od.ua

What should Firefox do with this file?

") Dpenwith |Internet Explorer (default) b

@ : Save File

[[] Do this autormatically for files like this from now on.

[ oK ]| Cancel.|

»  Click 'OK' to download the file to the computer from which the CDM console is accessed and save it at a safe location.

To import the saved configuration file as a Windows profile, refer to 'Step 2 - Import the .xm file as a profile for application to
required endpoints or endpoint group(s) in the section 'Importing Windows Profiles’.

¢ To delete a file from the list, select it and click 'Delete’

Device Name Summary Networks Associated Profiles File List Exported CES Configs MSI Insta

ces_config 2016_01_12_07_16_55.xml 2016/01 /12 07:16:55 AM

cea_config 2016_01_08_10_28_29 xml| 2016/01/08 10:28:29 AM
cea_config 2016_01_08_09_37_35.xml 2016/01,/08 09:37:35 AM
ces_config 2016_01_08_09_31_31.xml 2016/01/08 09:31:31 AM

e (Click 'Confirm' to remove the file from the list

Delete Export Policy

Do you really want to delete Export Policie(s)?
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5.1.1.7. Viewing MSI files installed on the device through CDM

The 'MSI Installation State' screens displays the details of MSI packages that were installed via CDM. The installation of MSI
packages can be done from the 'Devices List' interface. Refer to the section 'Installing Third Party MSI Packages on Windows
Devices' for more details.

To view MSI file installation list on the device
¢ Click 'Devices' and choose 'Devices List'

»  Click the name of any Windows device, then select the 'MSI Installation State' tab

ADMIN-PC
Dwewmr: Jobn Smith
" o
& o E+] Co ¥
Manage Refresh Export CES Duebere Device Change BWOD
Profiles ST O Carfiguratisn
Dewice Mame Surmenany MNetworks Assosciated Profiles File List Exparted CES Canfigd Palch Managemert
Drebete
O waae STATE CREATED »
(m} bttpe v ha s, deiflesnodes/ sony/d5npp & 5.4 instaBerme M3 Successhaly instalied OGN 2 1732 AN
(] COMODD Endpeini Becurity « B.2.0 4230 ME! Has Baan UninalaBed (This iratallafien peckage ssuld rot ke 20N &/T1,/DE D1 507 AM

MSI Installation State - Table of Column Descriptions

Column Heading Description
Name Displays the URL/file name of the MSl file.
State Indicates the status of the MSI file installation
Created Indicates the date and time the MSI file installation command was sent

»  Clicking on the column header sorts the items based on alphabetical or ascending/descending order of entries in that
column.

e To delete a file from the list, select it and click 'Delete’

Dievioe Mame Summary HMetearks Associated Prafles Fille List Exported CES Configs MEl Installation State Patch Management

ttpa fwesree hass doffile) nodenstorg 45/npp b B 4 ratalermal ME] Bucemsfully Installed

201501112 01732 AM

a GO0 L Endpoint Security v. 8204833 Il Haa Been Uninstalled {This installation package could not be 207870008 01 507 AM

¢ Click 'Confirm' to remove the file from the list

Delete MSI states

Do you really want to delete MSI state(s)?
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5.1.1.8. Viewing and Installing Windows Patches

Windows machines have to be kept up-to-date with the latest patches in order to protect them from vulnerabilities and malicious
attacks. The Patch Management feature in the 'Devices' interface allows administrators to view the list of installed patches on an
endpoint and, if desired, to deploy new patches remotely. CDM maintains the latest record of available patches, determines
which patches are appropriate and allows administrators to install multiple patches simultaneously.

While you can install patches to selected devices from the 'Devices' screen, CDM also allows to install patches to all managed
endpoints from the 'Applications' section. Refer to 'Installing OS Patches on Windows Endpoints' for more details.

Important Note: The Patch Management feature will be visible only if this is enabled in Settings > Extensions. Refer to the
section 'Managing CDM Extension' for more details.

To view and install patches on Windows endpoints
»  Click 'Devices' and choose 'Devices List'
e Click the name of any Windows device to open the device details interface
e Open the 'Patch Management' tab

A list of all previously installed and pending patches will be displayed.
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Patch Management Table - Column Descriptions

Column Heading Description
Title The name of the patch
KB Opens the Microsoft knowledge base article on the patch.
Bulletin Opens the Microsoft TechCenter security bulletin on the patch.
Severity Indicates the level of severity of the patch as determined by Microsoft. The severity levels are:
e Unknown
e Critical
e Important
e Low
*  Moderate
*  None
Reboot Indicates whether a reboot is required after patch installation
Release Date The date on which the patch was released by Microsoft
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‘ Status ‘ Indicates whether the patch is installed or not on the endpoint

Sorting, Search and Filter Options

»  Clicking on the column header sorts the items based on alphabetical or ascending/descending order of entries in the
respective column.

e Clicking the funnel button T at the right end opens the filter options.

Title

KB

Bulletin

Severity
Linknown
Critical
Impartant
Low
Moderaie

Mone

Reboot
Yes
Mo

Maybe

Release Date

Status
Mot Ingtalled
Instmlled
Install Scheduled

Inztall Failed

»  Tofilter the patches or search for a specific patch, enter the details in part or full and /or select the check box and click
'Apply".
e Title - Filters the items based on the name of the patch
* KB - Filters the items based on the KB number
«  Bulletin - Filters the items based on the entered bulletin details
»  Severity - Filters the items based on the selected severity level
*  Reboot - Filters the items based on the selected reboot option
*  Release Date - Filters the items based on the entered release date
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e Status - Filters the items based on the patch installed status
You can use any combination of filters at-a-time to search for a specific patch.

+ To display all the items again, remove / deselect the search key from the filters and click 'Apply".

+ By default CDM returns 20 results per page when you perform a search. To increase the number of results displayed
per page up to 200, click the arrow next to 'Results per page' drop-down.

To install patch(es) on an endpoint
*  I|dentify and review patch(es) with a status of 'Not Installed'

*  To simplify this, use the filter funnel to display only 'Not Installed' patches

»  Select the check-box(es) next to the patches you wish to install

e Click 'Install Selected Patch(es)'

COMODO - i T
e Dt e ] fi | 2 Logout {John Smith)
ADMIN-PC
DEVICES o r
Owner John Smes
Devices List
G %) Lo &2
Devices Grougr -
wanage Refreas Deiete Dewce Change BYOD
Profies inloamanken
o USRS
PROMLES
Duervicce Maime Sy MWetworks  Asaocisled Profiles  File Lial M5! Installstion Stale  Commumicalion
APP STOAT
ANTIVIRUS
BETTIHGE
Rewalls per page: r. i Haplaying 1-2 of 2 petalis

A warning dialog will be displayed.

Install Patches

You are going to install updates on selected machine(s).
Probably this will require installation of additional packages.
The device(s) may be rebooted. Would you like to continue?

e Click 'Confirm' to proceed with the installation

The command will be sent and the selected patch(es) will be installed on the endpoint.

5.1.2. Managing Android/iOS Devices

The administrator can view the complete hardware and software details of any enrolled mobile device and manage the installed
applications and configuration profiles in effect on any individual device. Also, the administrator can send message to the device,
raise an alarm to locate the device if it is lost or misplaced, remotely lock the device, view the current location of the device on
the map, view the photographs picked up by the Sneakpeak feature and so on.

To view details of and manage an individual device
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e (Click 'Devices' and choose 'Devices List'

e Click the name of any Android/iOS device
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The device details pane will open, displaying the details of the selected device under six tabs:

«  Device Name - Displays the name of the device and allows to change it for administrative purpose and easy
management. Refer to the section Viewing and Editing Device Name for more details.

*  Summary - Displays the general details of the device including device information, OS details, Network details and
security configuration. Refer to the section Viewing Summary Information for more details.

* Installed apps - Displays a list of all the applications installed on the device and enables the administrator to manage
the applications. Refer to Managing Apps Installed on a Device for more details. (Not applicable for Windows Devices).

»  Associated Profiles - Enables the administrator to view the configuration profiles in effect on the device and to add new
profiles or remove existing profiles. Refer to the section Managing Profiles associated with the Device for more details.

»  Sneak Peak - Displays the pictures captured by the Sneak Peak feature of CDM. If enabled at the profile associated
with the device, the Sneak Peak feature captures the photographs the possessor that tries to login to the lost or stolen
device using guessed passcodes. This enables the administrator to identify the possessor of the device lost by or
stolen from an end-user. Refer to the section Viewing Sneak Peak Pictures for more details. (Not applicable for
Windows Devices).

»  Last Known Location - Displays the location of the device during its last polling cycle, on a map. The administrator can
also view the current location of the device by updating the location information. Refer to the section Viewing the
Location of the Device for more details.

The administrator can remotely perform various tasks on the device using the options at the top of the interface.
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«  Manage Profiles - Allows you to add or remove device profiles. Refer to the section Assigning Configuration Profiles to
Selected Devices for more details.

»  Siren Off/Siren On - Allows you to generate an alarm on the device to locate it, if it is misplaced. Refer to the section
Generating Alarm on Devices for more details.

«  Send Message - Allows you to send a message to the user. Refer to the section Sending Text Message to Devices for
more details

»  Refresh Information - Contacts the device and updates displayed information. Refer to the section Updating Device
Information for more details.

»  Wipe/Corporate - Allows you to delete the data stored in the device if it is lost or stolen. Refer to the section Wiping
Data from Devices for more details

*  Reset Screen Passcode - Allows you to reset screen lock password of the device, if the user has forgotten it and
requested for a reset. Refer to the section Setting / Reseting Screen Lock Password for Devices for more details

«  Set New Passcode - Allows you to create a new screen lock password for the device. Refer to the section Seting /
Resetting Screen Lock Password for Devices for more details

*  Lock/Unlock - Allows you to remotely lock or unlock the device, if the device is lost, misplaced or stolen. Refer to the
section Locking/Unlocking Devices for more details

»  Delete Device - Allows you to remove the device from CDM. Refer to the section Removing a Device for more details.

»  Change BYOD - Changes the BYOD status of the device. Refer to the section 'Viewing Summary Information' for more
details.

9.1.2.1. Viewing and Editing Device Name

The name of the device assigned by user or if no name was assigned, the model number of the device. You can change this to
a more friendly name if required. Please note the new name will be applied in CDM only and will not change the name on the
device.

To change the device's name
«  Click 'Devices' and choose 'Devices List'
»  Click the name of any Android/iOS device then select the 'Device Name' tab
e Click 'Edit'
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Allow Ao Rename 0 Deviee Cusibem Name

e Custom Device Name - The current name of the device
e Allow Auto Rename of Device Custom Name - Indicates whether the device's name can be changed or not.

To change the name of the device, click the 'Edit' button at the right.

ADMIN-PC
Orwener: Johin Smith
fats
2 O B+ Co ¥
Manage Aefresh Export CES Delete Dence Change BYOD
Profies Ink " Gy
Device Name Summary Metworks Associated Profiles File List Exported CES Configs ME1 Installation State Communicalion F

ndows pevee e [owes] o= ]

Custom Device Name

ADMIN-PC w

(8] Allow Auto Rename Of Device Custom Mame

e Enter the new name in the 'Custom Device Name' field
e Make sure the 'Allow Auto Rename of Device Custom Name' check box is selected.
»  Click the 'Save' button for your changes to take effect.

The device will be listed with its new name. The 'Restore' button at the right in the field restores the device's name as it was at
the time of enrollment.

5.1.2.2. Viewing Summary Information
The 'Summary' tab in the device details interface displays the general information of the device.
To view the device information summary

»  Click 'Devices' and choose 'Devices List'

e Click the name of any Android/iOS device. By default, the 'Device Summary' will be displayed, else click the
'Summary' tab.
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*  Device Summary - Provides device details such as brand, model and International Mobile Equipment Identification
(IMEI) number.

e OS Summary - Provides details about the device Operating System (OS).
*  Network Summary - Provides details about the mobile and WiFi networks to which the device is connected.
»  Security info - Provides details about device storage encryption and passcode settings for screen unlock

By default, the BYOD status of a newly enrolled device will be 'Not Specified'. To specify the BYOD type, choose the type from
the 'Change BYOD' drop-down at the top right. The available options are:

¢ Personal

t:. |E|

e Corporate ) i
Device Change BYOD

Mot Specified

Corporate
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5.1.2.3. Managing Installed Applications

The 'Installed Apps' tab in the device details interface displays a list of all the applications installed on the device and allows the
administrator to block/unblock apps as required and uninstall selected apps that are found suspicious, not trust worthy, or junk
apps from the device. The administrator can also identify the other enrolled devices, in which the same application has been
installed, in order to replicate the corrective action, executed on the selected device.

Note: The 'Installed Apps' tab is not available for Windows Endpoints.

To manage installed apps

¢ Click 'Devices' and choose 'Devices List'

*  Click the name of any Android/iOS device then select the 'Installed Apps' tab
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Installed Apps - Column Descriptions

Column Heading Description

Name The name of the application. Clicking the name of the application will open the 'Devices'
interface, listing only the devices in which the same application is installed. This makes it easier
for the administrator to identify the devices and block or uninstall a suspicious, malicious or junk
application from other devices too.

Package Indicates the source of the application, i.e downloaded android/.iOS package, from which the
application has been installed.

Version Indicates the version of the application.

Block Status Indicates whether the application is allowed to run, blocked, blacklisted or in the process of
uninstalling.

Sorting and Filtering Options
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e Clicking on any column header sorts the items based on alphabetical order of entries in that column.

»  Clicking the funnel button at the right end opens the filter options.

Name

Package

WVeraion

Block Status
Allowed
Blocked

»  Tofilter the items or search for a specific item based on the app name, package or version, enter the search criteria in
full or part in the respective text box and click 'Apply’'

Mame
Package

»  Tofilter the list to display only the allowed applications or blocked applications, choose the option under 'Block Status'.

You can use any combination of filters at-a-time to search for specific devices.

*  Todisplay all the items again, remove / deselect the search key from filter and click 'OK'.

e By default CDM returns 20 results per page when you perform a search. To increase the number of results displayed
per page up to 200, click the arrow next to 'Results per page' drop-down.

Blocking, unblocking, uninstalling and updating application list

*  To block unwanted app(s) from execution in the device, select the app(s) and click 'Block'.
»  Torelease blocked apps(s) and allow them to run, select the blocked app(s) and click 'Unblock’

e To uninstall malicious or junk app(s) from the device, select the app(s) and click 'Uninstall'. A notification will be sent to
the device and the app will be immediately blocked. Upon user seeing the notification and clicking 'Uninstall' from the
notification, the app will be uninstalled from the device.
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*  Normally the list of apps in a device is updated to CDM every 24 hrs. To update the list immediately, click 'Update
Application List'.

5.1.2.4. Viewing and Managing Profiles Associated with the Device

The 'Associated Profiles' tab displays a list of configuration profiles in effect on the device/endpoint. It also allows the
administrator to add or remove profiles to the device. If multiple profiles are associated with the device, the most restrictive
policy will be applied. For example, if a profile allows the use of camera and another restricts its use, the device will not be able
to use the camera as per the 'Most Restricted' policy.

For more details on profiles and default profiles, refer to the chapters 'Profiles for Android Devices', 'Profiles for iOS Devices',
'Viewing and Managing Profiles' and 'Managing Default Profiles'.

To view and manage associated profiles
e Click 'Devices' and choose 'Devices List'

e Click the name of any Android/iOS device then select the 'Associated Profiles' tab
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Associated Profiles - Column Descriptions

Column Heading Description

Name The name assigned to the profile by the administrator. Clicking the name of a profile will open the
'Edit Profile" interface. Refer to the section Editing Configuration Profiles for more details.

Source Associated Indicates the source through which the profile has been applied to the device. Configuration
profiles are applied to a device in different ways:

*  Profiles can be directly applied to the device. Refer to the section Assigning
Configuration Profiles to Selected Devices for more details

*  The profiles applied to a user is deployed to all the devices belonging to the user.
Refer to the section Assigning Configuration Profile(s) to a Users' Devices for more
details

*  The profiles applied to a user group is deployed to all the devices belonging to all the
users in the group. Refer to the section Assigning Configuration Profile to a User Group
for more details

«  The profiles applied to a device group is deployed to all the member devices in the
group. Refer to the section Assigning Configuration Profile to Device Groups for more
details

Clicking on the source opens the respective details interface.

Information about Indicates the status of profile application to the device.
Association

Adding or Removing Profiles

Profiles in effect on the device can be removed or new profiles can be added to the device by clicking Manage Profiles option at
the top. Refer to the section Assigning Configuration Profiles to Selected Devices for more details.

5.1.2.5. Viewing Sneak Peak Pictures to Locate Lost Devices
The 'Sneak Peak' tab displays the photographs grabbed by the device through the 'Sneak Peak' feature.

The 'Sneak Peak' feature can help administrators to recover mislaid Android phones and tablets. If somebody enters the wrong
password on a lost or stolen device, the device will automatically take a photo of the device holder and save it to the server
with their picture and location.

The Sneak Peak feature can be enabled in the device profile along with the threshold of how many incorrect attempts should
be allowed. To view this in the interface, open 'Add/Edit Android Profile' > 'Passcode’ (or refer to the portion explaining
configuration of Passcode settings under Profiles for Android Devices in this guide).

The administrator can view Sneak Peak images by going to 'View Device' > 'Sneak Peak'.
If the front camera is not available on the device, a photograph is taken using the rear facing camera.
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‘ Note: The 'Sneak Peak' tab is available only for Android devices.

To view Sneak Peak pictures
e Click 'Devices' and choose 'Devices List'
»  Click the name of any Android device then select the 'Sneak Peek' tab

The photographs collected for wrong password entries will be displayed.
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Note: The images shown above are for illustration purposes only. The actual photographs picked-up by the device camera will
be displayed in the interface.

»  Clicking on a picture will display an enlarged view of the photograph and the location of the device and the date and
time when the photo was taken.
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*  Toremove the sneak peak picture, click the trash can icon at the bottom right.

5.1.2.6. Viewing the Location of the Device

The 'Last Known Location' tab displays the location of the device in a map, during the last polling time of the CDM agent. The
can view the current location of the device by updating the details from the same interface. This is useful if the phone is lost or
stolen or if the administrator wishes to track the device for other reasons.

To view the location

e (Click 'Devices' and choose 'Devices List'
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*  Click the name of any Android / iOS device then select the 'Last Known Location' tab

The location of the device will be shown on a map.
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*  To view the current location of the device, click 'Update'.

*  To update the device location device instantly using device GPS, click 'Locate by force GPS'.

5.1.3. Viewing the User Information

The administrator can view and update user details such as email address and phone number from the 'Devices' interface.

To view the user information of a device

e (Click 'Devices' and choose 'Devices List'

»  The users of each device are listed in the 'Owner' column. Click a user's name to open the 'User Details' pane.
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Device Management

= Users List / John Smith / General

DASHBOARD
John Smith
DEVICES
USERS
§ Send Password Delete User

Users List Recovery Email

I.F:{t‘f Gf(]ll[llﬁ
PROFILES User Info Associated Devices
APPLICATIONS
APP STORE
ANTIVIRUS Username *
SETTINGS

Email *

fiatliena@gmail.com

Phone Number

“n It".‘\'
Administrators
Change Password Time

Time Add

Last Login

*  Click the 'Edit' button to modify user details. For more details on this area, see 'Viewing the Details of the User' section.

5.1.4. Removing a Device

The devices that no longer require management can be removed from CDM through the 'Devices' interface.

Warmning: Once a device is de-enrolled, the CDM agent configuration profiles will be automatically wiped and all the apps
installed and managed by CDM will be uninstalled from the device. The CDM app can also be manually removed from the
devices by the users. If the device needs to be re-added for management, a new token should to be sent to user and the
device is to be re-enrolled as explained in the section Adding Devices for Management.

To remove a device from CDM
e Click 'Devices' and choose 'Devices List'
e Select the device(s) to be removed from the list

e Click 'Delete Device' from the options at the top
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Alternatively, you can remove a device from its device details interface.
e Click 'Devices' and choose 'Devices List'
e Click on the name of the device to be removed to open the device details interface

e Click 'Delete Device' from the options at the top

COMODO Devices / BOBSMITH-PC
Device Management
DASHEOARD
BOBSMITH-PC
Owner: John Smith
Devices List
) =
G ) E+ L4
Devices Groups -
Manage Refresh Export CES i Change BYOD
Profiles Information Configuration
USERS
PROFILES
Device Name Summary MNetworks Associated Profiles File List
APPLICATIONS
ANTIVIRUS :
Custom Device Name os
SETTINGS

¢ Click 'Confirm' to remove the device

Delete Device

Do you really want to delete this Device?
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The device will be removed from CDM.

To remove CDM app on Android devices
*  Navigate to 'Settings' > 'Apps'
e Tap'Comodo DM'
e Tap the 'Uninstall' button.

The CDM app will be removed from the device.

To remove CDM profile from iOS devices
*  Navigate to 'Settings' > 'General'
e Tap on 'Profile' > 'Comodo Profiles' (certificate and Comodo MDM)
e Tap the 'Remove' button.

The CDM profile will be removed from the device.

To remove CDM agent from Windows Endpoints

e Click Start > All Programs > Comodo > Device Management > Uninstall Device Management and follow the
Uninstallation Wizard.

Windows Defender
B Windows Fax and Scan
&‘; Windows Live Mes SEnger Da
m Windows Mail
ﬁ Windows Media Player
[3_:’] Windows Meeting Space
H Windows Mavie Maker
E‘_:] Windows Photo Galleny
£l Windows Update [
ACCEs5Ones | Computer
BWFT [
Comodo Metweork
COMODO Endpaint Security
Device Management
% Device Management

=,
o

i‘_:’}' Uninstall Device Management

Extras and Dpgrage

| Documents

Pictures

Connect To

Control Pane

COMODO
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Note: You have to uninstall CES separately from the endpoint.
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5.1.5. Remote Management of Windows Devices

Comodo's Remote Monitoring and Management (RMM) grants administrators complete visibility and control over the system
they manage. RMM is available for C1 customers and they can takeover Windows devices via remote desktop using the RMM
administrative console. In order to that, administrators should:

*  Install RMM agent onto the Windows devices. For details about how to install RMM agent, refer to the section
'Remotely Installing Packages onto Windows Devices'

¢ |nstall the RMM Administrative Console

To download the RMM admin console, click the 'Takeover' button from the devices list screen

= Devices

/ Devices List Upgrade to Premium

a

Manage Takeover Install MSI Siren Off Sire
Profiles

WIN-R54._. AV+FW+5. egemen(@co..
WINE64 AV+FW +5.. Purushotha...
Agent Uinl nicolewayla

The 'Remove Device Management Takeover Wizard' will be displayed
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Comodo Remote Device Management TakeOver wizard

Step 1
If you didnt download and install the Technician Console before, Pleasa it from below

Step 2

If you already have the technician console
installed, pelease launch the technician console

on your computer

Step3

Please choose the device to take over on 549 Unavailable
technician consobe —
2 Takeu'.'uLw
-‘E;I Takeower

*  Download the appropriate RMM Console and install it. If you already have it, then open the RMM administrative
console

»  Click 'Takeover' from the Devices screen of the RMM admin console.
Please note the RMM extension should be 'On'. Refer to the section 'Managing CDM Extensions' for more details.

For more details about RMM, refer to the guide at hitps://help.comodo.com/topic-289-1-719-8539-Introduction-to-Remote-
Monitoring-and-Management-Module.html.

5.1.6. Remotely Installing Packages onto Windows Devices

CDM allows administrators to install Comodo applications such as Comodo Endpoint Security, RMM agent and other third-party
MSI packages from the devices list screen.

Note: The option to install RMM agent onto Windows endpoints is available for administrators that have logged in via Comodo
One interface for managing devices.

To install MSI / CDM packages
e (Click 'Devices' and choose 'Devices List'

e Select the Windows device(s) to which you want install the packages
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The 'Install' screen will be displayed.

Custom MSI Additional Packages On Windows
MSI URL [] Install Comodo Endpoint Security

Command-Line Options

Read more about Command-Line Options

[] Reboot After Installation m

The CDM packages that are available for installation onto endpoints will be displayed on the right side and on the left side you
can provide the third-party MSI package URL and command-lines (if required).

* Installing CDM Packages
* Installing Third Party MSI Packages

To install CDM packages
»  Select the application under 'Additional Packages on Windows' (currently only Comodo Endpoint Security is available).

»  Select the 'Reboot after Installation' check box if you want the endpoint to automatically restart after the completion of
installation.

¢ Click the 'Install' button

The command to install will be sent from CDM for the process to begin and after the CES installation is completed, the security
components that are active depends on the applied profile. Refer to the sections Assigning Configuration Profiles to Selected
Devices, Assigning Configuration Profile(s) to a Users' Devices, Assigning Configuration Profile to a User Group and Assigning
Configuration Profile to Device Groups for more details.

To install third-party MSI packages
e Inthe 'MSI URL' field, enter the URL of the MSI installer in full and make sure it is from a https site. For example,
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https://www.hass.deffiles/nodes/story/45/npp.6.8.4.installer.msi

*  Enter the MSl installation command line parameters in the '‘Command-line Options' field. This is optional. Click the
'Read more' link to know more about command-line options.

»  Select the 'Reboot after Installation' check box if you want the endpoint to automatically restart after the completion of
installation.

The command to install will be sent from CDM for the installation process to begin.

5.1.7. Installing Apps on Android/iOS Devices

CDM allows administrators to push applications to all enrolled mobile devices. Applications that the administrator intends to roll-
out to user devices can be added to the CDM App Store. The sync between the CDM server and the devices takes place every

24 hours, or immediately if 'Inform Devices Now' clicked in the 'App Catalog' interface. For more details on uploading application
packages to the CDM App Store, refer to the section App Store.

The list of Google Play Store/App Store Apps and the Custom/Enterprise Applications that are added o the CDM App Store can
be viewed from any enrolled device and installed on the device.

The 'Applications' stripe in the CDM app on the device indicates the number of mandatory apps that are available in the App
Store and yet to be installed on the device.

H

a1 ™ 3:43 pm

cOMODO @

Device Management

. Notifications

*  Click the 'Applications' stripe

The list of apps available from the CDM App Store and yet to be installed on a device will be displayed under two tabs.
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Subway Surfers
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Install

DD News

Install
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*  All- Displays the list of all the apps available for installation, including the mandatory and optional apps.

*  Required - Displays the list of apps that are required to be installed on the device to comply with the CDM
profile applied to the device.

*  Tap 'Install' to download and install the apps.

CDM also sends notification alerts to the devices if a mandatory app or a recommended app is uploaded to the App Store.

“Ja ™ 3:43 pm

( Nntificatinns
ll Install required apps o

e Tap 'Install required apps' and install the mandatory apps.

5.1.8. Generating Alarm on Devices

If a device is mislaid, lost or stolen, administrators can make the device sound an alarm to help locate it. The device will sound
at full volume, even if it is in silent mode. Administrators can stop the alarm from the same interface.
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The alarm can also be generated on several devices at once to grab the attention of users.

Note: This feature is available only for Android devices.

The following sections contain more information on:
«  Generating alarm on a single device
«  Generating alarm on several devices
To generate alarm on a single device
»  Click 'Devices' and choose 'Devices List'
»  Click the name of the device on which the alarm is to be generated, to open the device details interface

e Click the 'Siren On' option from the top.

LENOVO_Lenovo A3000-H
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Manage Siren O Siren On Send Message Refresh Wipe /
Profiles Information Corporate
Device Name Summary Installed Apps Associated Profiles Snea

_
Custom Device Name 0s
Name 08 Verzion

The alarm options dialog will open.

Switch On Siren On Device

B Vibrate
[ Make Screen Flash

*  Vibrate - The device will vibrate along with the siren
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*  Make screen flash - The device screen will flash intermittently along with the siren
e Click the 'Send' button.

The command will be sent and the device will start to emit the alarm at a loud volume.
e To switch off the alarm, click 'Siren Off' from the same interface.
To generate alarm on several devices

¢ Click 'Devices' and choose 'Devices List'

*  Select the devices on which the alarm has to be generated

4 o> & O
Manage Install Siren Off Siren On Send Message Refresh Device W
Profiles MSl/Packages Information Cor

® LENOVO_Lenov... AV avantistudeE
® Sony Ericsson_... AV John Smith
1 ® MAKSGUZZ-VIR.. Agent Only maksguzz
BOBSMITH-PC AV + FW + Sandbox John Smith

»  Click the 'Siren On' option from the top.

The alarm options dialog will open.

Switch On Siren On Device

B Vibrate
[ Make Screen Flash

»  Vibrate - The device(s) will vibrate along with the siren
*  Make screen flash - The devices' screen will flash intermittently along with the siren
e Click the 'Send' button.
The command will be sent to the devices immediately and they will start emitting the alarm at a loud volume.
To stop the alarm
»  Select the device(s) in which the alarm needs to be stopped from the Devices List interface.

»  Click Siren Off from the options at the top.
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5.1.9. Locking/Unlocking Selected Devices

Administrators can remotely send screen lock commands from the CDM devices screen to prevent mislaid devices from being
accessed by unauthorized persons, or to generally block access to a device. After the lock command is sent, the selected
device(s) are automatically locked. The user can unlock by entering the screen lock password in the device.

The following sections contain more information on:
*  Locking a single device
*  Locking several devices at-once
To remotely lock a single device
«  Click 'Devices' and choose 'Devices List'
»  Click the name of the device to be locked, to open the device details interface

e Click the 'Lock' option from the top click 'More..." and choose 'Lock’ from the options

LENOVO_Lenove A3000-H

Ohwner: avantistudeE

B % & & o o) = =
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Profiles Infoemanion Conporaie Fasscode Passcode
Device Namse Summary Installed Apps Aasociated Profiles Sneak Peek Laat Known Location Communication

The lock command will be sent. The device will be locked and the user can unlock the device by entering the screen lock
password.

To remotely lock several devices at-once
e (Click 'Devices' and choose 'Devices List'
e Select the devices to be locked from the list

e Click the 'Lock' option from the top or click 'More..." and choose 'Lock' from the options

= o O =} B o
Manage nsta Sinem OFf Siwen On Send Message Retresh Devioe Wipe | Resel Soeen Set Zoreen Lock Delete Device
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The lock command will be sent. The devices will be locked and the user(s) can unlock the device(s) by entering the screen lock
password.
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5.1.10. Wiping Selected Devices

Information security is of utmost importance in any organization. Confidential corporate documents and sensitive information like
usernames and passwords of users, contacts, stored messages, browser bookmarks, pictures and so on, stored in the
device/SD card, are prone to be misused by criminals from a stolen or lost device. In order to prevent the leak of such
information, the administrator can remotely erase the contents stored in a lost device from the 'Devices' interface.

Tip: The administrator can also configure the device to automatically wipe itself, if it has been mislaid or stolen. If somebody
enters wrong passwords on a lost or stolen device attempting to unlock the screen for specified number of times, the device
will wipe automatically. The automatic wipe feature can be enabled in the device profile along with the threshold of how many
incorrect attempts should be allowed. To view this in the interface, open 'Add/Edit Android Profile /iOS Profile > 'Passcode’ (or
refer to Passcode settings sections under Profiles for Android Devices and Profiles for iOS Devices in this guide).

Following sections explain on:
«  Wiping a single device
«  Wiping several devices at-once
To erase the contents stored in a selected device
»  Click 'Devices' and choose 'Devices List'
e Click on the name of the device to be wiped to open the device details interface

e Click 'Wipe / Corporate' from the options at the top or click 'More..." and choose 'Wipe / Corporate' from the options

Sony Ericsson_WT19a

Ohwner: John Smith

2 78 g = O O ED =i
Manage Siren Off Siren On Send Message Refresh Wipe / Reset Screen Set Screen
Profiles Information Corporate Passcode Passcode
Device Name Summary Installed Apps Associated Profiles Sneak Peek Last Known Locatior
_ _

Cusztom Device Namie 0s Phone Mumbier

The ‘wipe options' dialog will open.

Wipe (Corporate)

Select wipe from the list below

Corporate Wipe (removes your device from system and profile information) -

| Corporate Wipe (removes your device from system and profile information)

| Full Wipe (factory reset)
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e Select the content to be erased.

*  Toremove only CDM agent and configuration profiles, select 'Corporate Wipe' from the drop-down

*  To erase all the data from the device and the SD card, select 'Full Wipe' from the drop-down. The device will
be returned to default factory settings after the wipe operation.

e Click the 'Wipe' button.
The wipe command will be sent and the data stored in the device will be deleted as per the wipe option chosen.

To erase the contents from several devices
e (Click 'Devices' and choose 'Devices List'
»  Select the devices to be wiped

»  Click 'Wipe / Corporate' from the options at the top or click ‘More..." and choose 'Wipe / Corporate' from the options
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The 'wipe options' dialog will open.

Wipe (Corporate) Close

Select wipe from the list below

Corporate Wipe (removes your device from system and profile information)

| Corporate Wipe (removes your device from system and profile information)

| Full Wipe (factory reset)

e Select the content to be erased.

*  Toremove only CDM agent and configuration profiles, select 'Corporate Wipe' from the drop-down

»  To erase all the data from the device and the SD card, select 'Full Wipe' from the drop-down. The device will be
returned to default factory settings after the wipe operation.

e Click the 'Wipe' button.

The wipe command will be sent and the data stored in the devices will be deleted as per the wipe option chosen.
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5.1.11. Assigning Configuration Profile to Selected Devices

The administrator can view the view the current configuration profiles in effect on a selected device, apply new configuration
profiles or remove existing profiles from the 'Devices' interface. The profile applied from this interface adds up to the device
along with the existing profiles applied to the device group to which the device is a member of, to the user and to the user group
to which the user is a member of. In case the settings in a profile clashes with another profile, CDM follows the 'Most Restricted'
policy. For example, if a profile allows the use of camera and another restricts its use, the device will not be able to use the
camera as per the 'Most Restricted' policy.

For more details on profiles, refer to the chapter Configuration Profiles.
To manage profiles applied to a device
»  Click 'Devices' and choose 'Devices List'

*  Select the device to be managed and click 'Manage Profiles' from the options at the top .

% o ) O 9
Install Siren O Siren On Send Message Refresh Device Wipe 7 Reset Sores
MSI/Packages Information Corparate Passcode
O & BOBSMITH-PC AY + FW + Sandbox John Smith OppaOppa
O # WIN-10MMTVHAT Agent Only greg Default Compa
@ ® LEMNOVO Lenovo .. AV avantistudeE Dithers Comy
H @ Maormriz iPod MN/A Morris Defauli

MAKSGUZZ-VIRTLIA Agent Or

»  Alternatively, click on the name of the device to be managed to open the device details interface and choose 'Manage
Profiles' from the options at the top

The list of profiles currently active on the device will be displayed.

§
00-H / Manage Profilea [, & Logout {John Smith)

Manage Profiles of LENOVO_Lenovo A3000-H

=)

Add Profiles

Remave Profiles T

O Android profile with blocked camera

O Android Profile for Purchase Deptartment

Note: If the device is in a group, the profiles applied to the group will not be indicated here. To view the the profiles applied to a
device group refer to the section Assigning Configuration Profiles to a Device Group.

*  Toadd a profile to the device, click 'Add Profiles' from the top left.
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=  Devices / LENOVO_ L enovo AZ000-H / Manage Profiles / Add Profiles

,E,, Logout (John Smith)

Add Profiles to LENOVO_Lenovo A3000-H

:

0

[ toke

] User Growp Profile

[0 testmdmoodessa

N #Android profile with Password locker

file Wi-Fi Test

A list of all profiles applicable to the chosen device, excluding those that are already applied to the device will be displayed.

e Select the profile(s) to be applied to the device

Tip: You can use the search and filter options that appear on clicking the funnel icon at the top right to search for the profile(s)
to be applied.

»  Click 'Save' at the top left to add the selected profile(s) to the device.

To remove existing profile(s), select the profiles to be removed from the 'Manage Profiles' interface and click on
'Remove Profiles' from the options that appear on top.
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O Andooid Profile for Purchase Deplartment

The selected profile(s) will be removed from the device immediately.

5.1.12. Setting / Resetting Screen Lock Password for Selected Devices
The administrator can remotely set a new screenlock passcode or reset existing code for the enrolled devices from the devices
interface.

Note: For iOS devices, setting new passcode from CDM is not supported.

Following sections explain on:
»  Settings and resetting password for a single device

»  Settings and resetting password for several devices at-once

To set a new screen lock password or remove password for a single device

«  Click 'Devices' and choose 'Devices List'

*  Click on the name of the device for which a new password is to be created or existing password is to be reset
The device details interface will open.

*  To setanew password, choose 'Set New Screen Passcode' from the options at the top or click 'More..." and choose
'Set New Screen Passcode' from the options.

LENOVO_Lenovo A3000-H

Owineer: avantistudeE

2 % @ = O O =) 8 ) ¥
Manage Siren Ot Siren On Send Message Refresh Wipe [ Reset Screen Lock [Deedete Device Change B
Prafiles lInformatiaon [+ P
Device Mame Summary Installed Apps Associated Profiles Sneak Peek Last Known Location Communication

The 'Set New Screen-Lock password' dialog will appear.
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Set New Screen-Lock password

Password

»  Enter the new password in the 'password' text field.

®
Tip: You can use the eye icon at the right end of the text field to display of hide the password typed.

e Click 'Set'.
The command will be sent to the device and next time this new password should be entered on the device to unlock the screen.

Note: If a Passcode profile has been configured for the selected device, make sure to enter the new password that complies
with the profile.

»  To clear the existing password of the device choose 'Reset Screen Passcode' from the options at the top or click
'More..." and choose 'Reset Screen Passcode' from the options.

The command will be sent to the device and the current screen lock password will be cleared. A message also will be sent to the
device regarding the screen lock password change. If a Password profile is configured in the device, the user will be required to
enter a new password that complies with the profile.

To set a new screen lock password or remove password for several devices
e Click 'Devices' and choose 'Devices List'
e Select the devices to set/reset password.

*  To setanew password, choose 'Set New Screen Passcode' from the options at the top or click 'More..."' and choose
'Set New Screen Passcode' from the options.

% 4 = O O 55 =h -
Sirem D4 Siren On Send Message Refresh Device Wips | Reesst Soreen S Soreen Ltk
Infomrmation Corporate Fasscode Passcode

LENOWO Lencva AN arvamtistudeE Dithers Company 1
Ericzson_W AV Jahn Smith Oppalppa ‘

CRIFGT i snad o Dafah Company arm e m e ek

The 'Set New Sc-r_eén-Lo_c-I;pas'éwo;& dialog will appear.
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Set New Screen-Lock password

Password

»  Enter the new password in the 'password' text field.

®
Tip: You can use the eye icon at the right end of the text field to display of hide the password typed.

e Click 'Set'.
The command will be sent to all the devices at-once. From the next unlock operation, the users should enter the new password
to unlock the device.

Note: If a Passcode profile has been configured for the selected devices, make sure to enter the new password that complies
with the profile.

»  To clear the existing passwords of the devices, select the devices and choose 'Reset Screen Passcode' from the
options at the top or click 'More..." and choose 'Reset Screen Passcode' from the options.

The command will be sent to all the devices and the current screen lock password will be cleared. A message also will be sent
to the device regarding the screen lock password change. If a Password profile is configured in the device, the user will be
required to enter a new password that complies with the profile.

5.1.13. Updating Device Information

CDM agent in the enrolled devices sends full information such as memory status, name of the device, IMEI number, roaming
state, MAC address of bluetooth, MAC address of WiFi and so on to the server at periods configured in the settings interface. If
required, these information can be fetched on real time by clicking the 'Refresh Device Information’ option in the 'Devices'
interface.
Following sections explain on:

«  Updating information from a single device

»  Updating information from several devices at-once
To update device information from a single device

»  Click 'Devices' and choose 'Devices List'

»  Click on the name of the device to refresh information.

The device details interface will open with information on the device fetched from last polling time of the agent installed on the
device.

*  Click 'Refresh Information’ from the options at the top or click 'More..." and choose 'Refresh Information' from the
options.
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To update device information from several devices
e (Click 'Devices' and choose 'Devices List'
e Select the devices to refresh information from.

»  Click 'Refresh Device Information’ from the options at the top or click 'More..." and choose 'Refresh Device Information'
from the options.

= Devices / Devices List

O

Retfresh Dievice
Enifcamaticn

& BOBSMITH-FC

AV + FW # Sandbox John Bmith Oppalppa

i LENOVD_Lemnova A avartiaxtudeE Dithers Comgany
& WIN-TOMMTVHS Agent Only greg Default Compar A
D & VEORMYZHENE . dgent Only kosradirm Default Compan
ADMIN-PC AV + Sandbox John Emith Oppalppa

5.1.14. Sending Text Message to Devices

CDM allows administrators to send text messages to enrolled devices. This will come in handy if the user(s) should be sent
some important notifications, corporate messages and so on.

‘ Note: For iOS devices, the CDM client should be installed for this feature to be supported.

Following sections explain on:
»  Sending message to a single device
»  Sending message to several devices at-once

To send text message to a single device
*  Click 'Devices' and choose 'Devices List'
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e Click on the name of the device to send the message.

The device details interface will open.

e Click 'Send Message' from the options at the top.

= Devices / Sony Ericsson_WT1%a

Sony Ericsson_WT19a

Owner: John Smith

ity

o % Sl O O ED
Manage Siren Off Siren On Send Message Refresh Wipe / Reset
Profiles Information Corporate Passc
Device Name Summary Installed Apps Associated Profiles Sneak Peek

The 'Send Message' dialog will open.

Send Message

Hi
(4

Your device password is reset . Contact the administrator for your new password.

*  Enter the text message in the 'Message' field.

e (Click on the 'Send' button.

The message will be sent to the device for the user's attention.
To send a text message to several devices at-once

»  Click 'Devices' and choose 'Devices List'
e Select the devices to which you wish to send messages

*  Click 'Send Message' from the options at the top
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The 'Send Message' dialog will open.

Send Message

Message

Hi All
Please assemble at conference hall at 5 PM.

Send

»  Enter the text message in the 'Message' field.
«  Click on the 'Send' button.

The message will be sent to the selected devices for the users' attention.

5.2.Managing Device Groups

Comodo Device Manager allows the administrator to create logical device groups of Android, iOS and Windows devices for
convenient management of large number of devices. For example, the devices can be grouped under a company as per the
structure of the organization and/or depending on types of devices. The administrator may create groups of devices called
'Sales Department', 'Accounts Department' , 'Android Tablets', '7" iPads', 'Android Smart Phones', iPhones', 'Executive Laptops'
or 'All Managed Mobile Devices'.

Each group can contain devices of different OS types. Once created, the administrator can manage all devices belonging to that
group together. Dedicated configuration profiles can be created for and applied for each group as per their requirements and the
allowable user privileges and applied appropriately to the device groups. The profiles for different OS types applied to a group
will be deployed on the devices of respective OS types. CDM allows a single device to be enrolled as a member of more than
one group as per the management requirements and the configuration profiles applied to all the groups to which the device is a
member of, will be applied to the device. In case the settings in a profile clashes with another profile, CDM follows the 'Most
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Restricted' policy. For example, if a profile allows the use of camera and another restricts its use, the device will not be able to
use the camera as per the 'Most Restricted' policy.
For more details on creating and managing configuration profiles, refer to the chapter Configuration Profiles.

The 'Devices Groups' interface displays the list of device groups and allows the administrator to create new groups, import
devices into groups and assign configuration profiles to the groups as required.

To open the 'Devices Groups' interface, click the 'Devices' tab from the left and choose 'Device Groups' from the options.

Tent Company

Company?

By default, the groups created for a company/organization/department will be displayed. Clicking on the name of the
company/department on the left will display the groups under it on the right. You can view the hierarchical structure of groups
under a company/department by clicking on the * beside it. Please note for CDM stand-alone customers only 'Default
Company' will apply and C1 customers can create device groups for the enrolled companies.

e x| Default Company Jov
L= Joy

O company? E7]
i GTest
il test_test
= Daniil
il MAKS_GROUP
o= asmil
Grl  szoeo
be!  Test_Long_Mame_80_ch:
1225415

hfghfgh

Clicking on a company/department name on the left will display the groups under it on the right side.
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Device Groups - Column Descriptions

Column Heading Description

Group name The name assigned to the device group by the administrator. Clicking the name of a group will
open the group details interface that displays the list of devices included in the group allowing
you to add or remove devices to/from the group and manage configuration profiles applied to the
group. Refer to the section Editing Device Groups for more details.

# Devices Displays the number of member devices in the group. Clicking the number will open the group
details interface.

Owner Indicates the administrator that created the group. Clicking the name of the administrator will
open the 'View User' pane, displaying the details of the Administrator. Refer to the section
Viewing the details of the User for more details.

Created Indicates the date and time at which the group was created.

Sorting, Search and Filter Options

»  Clicking on the column header sorts the items based on alphabetical or ascending/descending order of entries in the
respective column.

e Clicking the funnel button T at the right end opens the filter options.
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Name

Ohwemer

*  Tofilter the items or search for a specific group device based on group name and admin that created the group, enter
the search criteria in part or full in the respective text boxes and click 'Apply'.

You can use any combination of filters at-a-time to search for specific device groups.
+ To display all the items again, remove / deselect the search key from filter and click 'OK'.

By default CDM returns 20 results per page when you perform a search. To increase the number of results displayed
per page up to 200, click the arrow next to 'Results per page' drop-down.

Refer to the following sections for more details about;
+  Creating Device Groups
»  Editing a Device Group
+  Assigning Configuration Profiles to a Device Group

*  Removing a Device Group

5.2.1. Creating Device Groups

The administrator can create device groups as required and import managed devices into it. The grouping of devices enables
pushing selected configuration profiles to all the devices pertaining to a group at-once. Profiles of different OS types applied to a
group, will be deployed to devices of respective OS types.

To create a device group
e Click the 'Devices' tab from the left and choose 'Device Groups'
e Click on the company/department name that you want to create a group
*  Click 'Create Group' from the top left

The 'Add Group' interface will open.
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'Add Group' dialog - Table of Parameters

Form Element Type Description
Name Text Field | Allows you to enter a name describing the group of devices.
Devices Text Field | Allows you to add the enrolled devices to the group. To add a device, start

typing the first few letters of the device name and select the device from the
predictions list that appear. Repeat the process for adding more number of
devices.

Note: You can add devices at a later stage too.

e Fill the details and click 'Save'.

The new group will be created and the device group details screen will be displayed with the list of devices in the group allowing
you to add or remove devices and to manage profiles applied to the devices in the group. Refer to the section Editing a Device
Group for more details.
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*  Repeat the process to add more groups.

The new groups will be listed for the selected company/department. The added groups will also be listed in the hierarchical
structure on the left for the company/department. Appropriate configuration profiles can now be applied to each new group.
Refer to Assigning Configuration Policy to a Group for more details.
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5.2.2. Editing a Device Group

The administrator can view the member devices of a group, add or remove devices, rename a group, manage configuration
policies applied to the device in a group from the device group details interface.

To view and edit device a device group
e Click the 'Devices' tab from the left and choose 'Device Groups'
e Click on the company/department name that you want to edit its group

*  Click on the name of the group either under the hierarchical structure or from the list on the right to be edited. The
group details interface for the selected group will open.
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Sorting, Search and Filter Options

»  Clicking on the column header sorts the items based on alphabetical or ascending/descending order of entries in the
respective column.

»  Clicking the funnel button T at the right end opens the filter options that allows to search for a particular device.

»  Tofilter the items or search for a specific group device based on its name, enter the search criteria in part or full in the
text box and click 'Apply".

« Todisplay all the items again, remove / deselect the search key from filter and click 'OK'.

+ By default CDM returns 20 results per page when you perform a search. To increase the number of results displayed
per page up to 200, click the arrow next to 'Results per page' drop-down.

The device group details interface allows you to:.

*  Add new devices to the group

*  Remove devices from the group

*  Rename the group

«  Assign Configuration profiles to the device group

*  Remove the group
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To add new devices to the group

»  Click 'Add Devices to Group' at the top.

A list of all devices enrolled to CDM, excluding those in the group will be displayed.
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*  Select the devices to be added to the group and click 'Add Selected'.

Tip: You can filter or search for specific devices using the filter options that appear on clicking the funnel icon at the top right.

To remove devices from the groups

*  Choose the devices to be removed from the device group details interface

e Click 'Remove from Group'
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If a device is removed from a group, the profiles in effect on the device because of association with the group, will also be
removed.

To rename a group

e Click on the 'Rename’ button at the top

Chennai
baiy =g
g L) 4
Manage Add Devices To Rename Delete
Profiles Group

Update Group

Chennai

The 'Update Group' dialog will open

e Enter the new name for the group in the 'Name' text box and click 'Save'.
The group will be updated with the new name.
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The group details interface also allows the administrator to apply configuration profiles to devices associated with all the devices
in a group at-once. Refer to the next section Assigning Configuration Profiles to a User Group for more details.

5.2.3. Assigning Configuration Profiles to a Device Group

The administrator can view the configuration profiles currently assigned to the device group, add new profiles or remove existing
profiles from the device group details interface.

For more details on profiles, refer to the chapter Configuration Profiles.
To view and manage the profiles applied to a group
e Click the 'Devices' tab from the left and choose 'Device Groups'
e Click on the company/department name that you want to edit its group

»  Click on the name of the group either under the hierarchical structure or from the list on the right to be edited. The
group details interface for the selected group will open.

»  C(lick the 'Manage Profiles' from the options at the top.

The 'Manage Profiles' interface will open displaying a list of configuration profiles associated with the device group.
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To add a new profile
*  Click 'Add Profiles' from the top.
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A list of all configuration profiles, available in CDM, excluding those already applied to the group will be displayed.

»  Select the profiles to be applied to the devices in the group and click 'Save'.

Tip: You can filter the list or search for a specific profile by using the filter options that appear on clicking the funnel icon at the
top right.

The profile will be associated with the group and applied to all the member devices in the group appropriate to the OS type of
each device.

To remove a profile from a group

«  Select the profile(s) to be removed, from the 'Manage Profiles' interface and click 'Remove Profiles'
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The profile(s) will be removed from all the member devices of the group.

Note: Disassociating a profile from the device group will remove the profile from the member device only if it is applied because
the device is a member of that group. If the same profile is applied to a member device through some other source, like the
profile is applied to the user of the device, user group to which the user is a member of or to the device directly, the profile will
not be removed from the device.

5.2.4. Removing a Device Group

The administrator can remove a unwanted device group(s) from CDM. Please note you cannot delete a device group unless the
devices in them are deleted first.

To remove a device group
*  Click the 'Devices' tab from the left and choose 'Device Groups'
e Click on the company/department name that you want to remove its group

»  Click on the name of the group either under the hierarchical structure or from the list on the right to be removed. The
group details interface for the selected group will open.

Please note that you can remove a device group only if there are no devices in it.

e Click on the 'Delete' button at the top.
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Delete Device Group

Are you sure you want to delete Device Group?

*  Click 'Delete' in the confirmation dialog. The device group will be removed from CDM.

6.Configuration Profiles

A configuration profile is a collection of settings which can be applied to devices that have been enrolled into Comodo Device
Manager. Each profile allows the administrator to specify a device's network access rights, overall security policy, antivirus scan
schedule and other general system settings. Profiles can be created and managed separately for iOS, Android and Windows
devices. Once created, a profile can be applied to an individual device, to a group of devices or designated as a 'default’ profile.

COMOD o = Profiles List i & Logout (John Smith)
Device Management : .
DASHEOARD
DEVICES @ @
Create Import Export profile Delete Profile T
USERS
O osTtyPe PROFILE NAME AUTHOR
PROFILES
Profiles List O féﬁ AV_Sandbox_Default greg
Default Profiles O ;fw Full_Default_with_all_components CmenaH
" Full vetal
APPLICATIONS D k’%{
O I‘f‘t?g{ Recommended Default 105 Profile 585
APP STORE
O ﬁ&x Windows Profile Group Daniil
ANTIVIRUS
Il e Daniil Windows Profile clone from default Daniil

SETTINGS

The 'Profiles' tab contains two sub sections:
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*  Profiles List - Contains a list of every iOS, Android and Windows profile that has been added to CDM. Profiles listed
here can be applied to individual devices/groups or designated as a 'default’ profile. You can add new profiles, export
Windows profiles as configuration file (in .cfg format) and import Windows profiles from a stored configuration file or
from a managed Windows device.

»  Default Profiles - Default profiles are those that are automatically applied to a device upon it's initial enrollment into
Comodo Device Manager. Administrators can choose to keep the default profile in place or can subsequently move
the device to another profile.

The interface allows the administrator to:
»  Create/lmport Configuration Profiles
*  View the Profiles
»  Edit Configuration Profiles

«  Manage Default Profiles

6.1.Creating Configuration Profiles

The 'Profiles List' screen allows you to create new profiles as well as to edit or delete existing profiles in the list. To open this
screen, click the 'Profiles’ tab from the left and choose 'Profiles List'.

coMODO = Profiles List & Logout (John Smith})

Device Management

DASHBOARD
DEVICES :,, :,,
Create Import Export profile Delete Profile Y
USERS
PROFILES
\'J £
Profiles List AV_Sandbox_Default greg
Default Profiles Full_Default_with_all_components CmenaH
Full vetal
APPLICATIONS
] Recommended Default |05 Profile zas
APP STORE
Windows Profile Group Daniil
ANTIVIRUS
Daniil Windows Profile clone from default Daniil

The 'Create' drop-down above the table allows you to create new profiles for Android, iOS and Windows devices. You can
create any number of profiles with different parameters and settings for different device settings for application to respective
devices. A single device can be applied with any number of profiles. If multiple profiles are associated with the device, the most
restrictive policy will be applied. For example, if a profile allows the use of camera and another restricts its use, the device will
not be able to use the camera as per the 'Most Restricted' policy.

In addition to creating a new Windows profile by defining security settings for each component of CES, you can import the
configuration of CES with the current security settings of individual Antivirus, Firewall, Sandbox components at an endpoint as a
profile for application to other endpoints.

The interface also allows you to export an existing Windows profile as a configuration file in .cfg format. You can import the
profile at a later time from a saved .cfg file to create a new file.

The following sections explain on:

»  Creating Android Profile - You can define parameters and configure various settings for Android devices and save
them as a profile. Refer to the section Profiles for Android Devices for more details.

»  Creating iOS Profile - You can define parameters and configure various settings for iOS devices and save them as a
profile. Refer to the section Profiles for iOS Devices for more details.

»  Creating Windows Profile - You can define parameters and configure various settings for the Antivirus, Firewall,
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Sandbox components of the endpoint security software Comodo Endpoint Security (CES) installed on the Windows
Endpoints and save them as a profile. Refer to the section Profiles for Windows Devices for more details.

*  Importing Windows Profile - You can import a profile from a stored configuration file or import the configuration of CES
with the current security settings of individual CES components at an endpoint as a profile. Refer to the section
Importing Windows Profiles for more details.

6.1.1. Profiles for Android Devices
Android profiles allow you to specify a device's network access rights, restrictions and other general system settings.
To create an Android profile

»  Click 'Profiles' from the left then choose 'Profiles List'

»  Click 'Create' then select 'Create Android Profile'

»  Specify a name and description for your profile then click the 'Create' button. This profile will now appear in the 'Profile
List'.

*  New profiles have only one tab - 'General'. You can configure permissions and settings for various areas by clicking
the 'Add Section' button. Each section you add will appear as a new tab.

*  Once you have fully configured your profile you can apply it to devices and device groups.
*  You can make any profile a 'Default' profile by selecting the 'General' tab then clicking the 'Edit' button.

This part of the guide explains the processes above in more detail, and includes in-depth descriptions of the settings available
for each profile section.

e To create a new profile, click 'Profiles > Profile List > Create':
To create a Android profile
*  Open the 'Profiles List' interface by clicking 'Profiles’ from the left and choosing 'Profiles List'

*  Click 'Create' drop-down above the table and then click 'Create Android Profile'

|

Irmpaort

Create Android Profile

Create i0S Profile _:

Create Windows Profile

= s sy Sales

The 'Create Android Profile’ screen will be displayed.
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*  Enter a name and description for the profile
*  Click the 'Create' button

The Android profile will be created and the 'General Settings' section will be displayed with its default profile status as disabled.

@ Android Profile for Purchase Deptartment

> @ g @B

fdd Section Export Profile Clone Profile Delese Profile

Ganeral

General Settings =7 Edit

Name *

Is Default

Description

»  If you want this profile to be a default policy, click on the 'Edit' button at the top right of the 'General' settings screen
and select the check box beside 'ls Default'.
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# Android Profile for Purchase Deptartment

% B g &

Add Zection Export Profile Clone Profile Delete Profie

General

# Android Profile for Purchase Deptartment

2 @ 4 @B

Add Section Export Profile Clone Profile Delete Profile

General

S oo | o ]

Name

Android Profile for Purchase Deptartmant m

Is Default

Description

Profile for employees in purchase department

*  Click the 'Save' button.
The next step is to add the components for the profile.

e Click 'Add Section' drop-down button and select the security component from the list that you want to include for the
profile
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Export Profile Clone |

Anti-virus settings
Bluetooth Restrictions
Browser Restrictions
Certificate E
Email

Exchange ActiveSync
Kiosk

Mative App Restrictions
Metwork Restrictions
Fasacode

Restrictions

VPN

Wi-Fi

Other Restrictions

Note: Many Android profile settings have small information boxes next to them which indicate the OS and/or device required
for the setting to work correctly.

For example, the following box indicates that the setting supports Android 4+ devices and SAFE 1.0+ (Samsung For
Enterprises) devices:

The settings screen for the selected component will be displayed and after saving the settings, it will be available as links at the
top.

#® Android Profile for Purchase Deptartment

2 @ o @@

Add Section Export Profile Clane Prafile Dedete Prafile

General

Antivirus Settings Browser Restrictions Passcode

Following sections explain more about each of the settings:

e Antivirus
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*  Bluetooth Restrictions
«  Browser Restrictions

+  Certificate

e Email

*  Exchange Active Sync
*  Kiosk

*  Native App Restrictions
*  Network Restrictions

»  Passcode

*  Restrictions

+ VPN

+  WiFi

e Other Restrictions

To configure Antivirus settings

e Click 'Anti-virus settings' from the 'Add Section' drop-down

The 'Antivirus Settings' screen will be displayed.

@ Android Profile for Purchase Deptartment

Antivirus Settings

ﬁu‘lll HTHNI‘IiI‘Ig ElL'IIJ'!iUI'I 'I'!t

| Automatically terminate malware process

[[1 Sunday

] Monday
[ Tuesday
[[] Wednesday
[[] Thursday
[F] Friday

[ Saturday

Antivirus Settings - Table of Parameters

Form Element Type Description

AV scanning exclusion list Text Field | Allows the administrator to add trusted Apps in the field. Antivirus scans will not
be performed for these files. Enter the bundle identifier of the app that you want
to exclude from antivirus scanning. For example, Iivio.pack.lanc:;.en_US. You

can also add variables by clicking the 'Variables' button and
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Antivirus Settings - Table of Parameters

clicking * beside the variable you want to add. For more details on variables,
refer to the section Configuring Custom Variables.

Click +

To remove an item from the 'AV scanning exclusion list' field, click the s
button beside it.

to add more 'AV scanning exclusions list' fields.

Automatically terminate Checkbox | If enabled, any malware process detected during scanning will be terminated
malware process immediately on the devices.
Schedule scan Checkbox | Select if you want to automate the process of antivirus scanning. Select the

checkbox beside the day(s) that you want the scheduled scan to run.

¢ Click the 'Save' button.

The saved 'Antivirus Settings' screen will be displayed with options to edit the settings or delete the section. Refer to the section
'Editing Configuration Profiles' for more details.

To configure Bluetooth Restrictions settings
The feature is supported for Samsung for Enterprise (SAFE) devices only.

e Click 'Bluetooth Restrictions' from the 'Add Section' drop-down

The 'Bluetooth Restrictions Settings' screen will be displayed.

@ Android Profile for Purchase Deptartment

e — (oo e ]

[E] Allow Device discovery via Bluetooth
5] Allow Bluetooth Pairing

8| Allow Outgoing Calls

(=] Allow Bluetooth Tethering

m  Allosw connection 1o Dr_-:_;klup Of L.L||_:|,|_'-|_'\- via Bluastooth

8| Allow data transfer

Bluetooth Restrictions Settings - Table of Parameters

Form Element Type Description
Allow Device discovery via Checkbox | Allows discovery of other devices via Bluetooth.
Bluetooth
Allow Bluetooth Pairing Checkbox | Allows users' devices to pair with other their devices via Bluetooth.
Allow Outgoing Calls Checkbox ,(’j\lloyvs l;SGFS to make calls using Bluetooth enabled devices (eg. hands-free
evices
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Allow Bluetooth Tethering Checkbox | Allows users to enable/disable Bluetooth tethering option.

Allow connection to Desktop or | Checkbox | Allow users to enable/disable Bluetooth connection with Desktop or Laptop.
Laptop via Bluetooth

Allow data transfer Checkbox | Allows data transfer between devices via Bluetooth.

*  Click the 'Save' button.
The saved 'Bluetooth Restrictions Settings' screen will be displayed with options to edit the settings or delete the section. Refer
to the section 'Editing Configuration Profiles' for more details.
To configure Browser Restrictions settings
The feature is supported for Samsung for Enterprise (SAFE) devices only.

*  Click 'Browser Restrictions' from the 'Add Section' drop-down
The 'Browser Restrictions Settings' screen will be displayed.

# Android Profile for Purchase Deptartment

Browser Restrictions Settings E'

-A"\:"::f.l F::F .Il'\l.'_i

5| Allow Javascript

=| Accept Cockies
[E] Remember Form Data for later use
_5_ Show Fraud Warn g ‘F:!"”I'IL:J:"‘E

Browser Restrictions Settings - Table of Parameters

Form Element Type Description
Allow Pop-ups Checkbox | Pop-ups in browsers will be allowed in the users' devices.
Allow Javascript Checkbox | Applications running on Java scrips will be allowed.
Accept Cookies Checkbox | Users will be allowed to modify Cookies settings on their devices.

Remember Form Data for later | Checkbox | Users will be allowed to use Auto Fill settings on their devices.
use

Show Fraud Warning Settings | Checkbox | Users will be allowed to use Fraud Warning Settings on their devices.

¢ Click the 'Save' button.

The saved 'Browser Restrictions Settings' screen will be displayed with options to edit the settings or delete the section. Refer to
the section 'Editing Configuration Profiles' for more details.
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To configure Certificate settings

The 'Certificate Settings' section is used to upload certificates and will act as a certificate store from which the certificates can be
selected for use in other settings such as 'Wi-Fi, 'Exchange Active Sync', 'VPN' and so on.

+  Click 'Certificate' from the 'Add Section' drop-down

The 'Certificate Settings' screen will be displayed.

# Android Profile for Purchase Deptartment

Certificate Settings

Nﬂl‘l’lE -

Description

Dwata *

Select certificate

Certificate Settings - Table of Parameters

Form Element Type Description

Name Text Field | Enter the name of the certificate. You can also add variables by clicking the

"Variables' button m and clicking ™ beside the variable you want to
add. For more details on variables, refer to the section Configuring Custom

Variables.
Description Text Field | Enter an appropriate description for the certificate.
Data Browse Browse and upload the required certificate. The extension should be in the
button format pub, crt or key.

e (Click the 'Save' button.

The saved 'Certificate Settings' screen will be displayed with options to edit the settings or delete the section. You can add
multiple Certificate sections for a profile and will be listed under the Certificate link in the profile.
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Add Section Expoirt Profile Clone Prafile Delene Profile
General Certificate

S8y Add Certificate

NESCRIPTIO

Acme certificate Mot Set

¢ To add another Certificate, click 'Add Certificate' above the 'Name' column
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«  Click on a link under 'Name' to edit the setting or delete the section. Refer to the section 'Editing Configuration Profiles'

for more details.

To configure Email settings

settings on the devices through this settings.

»  Click 'Email' from the 'Add Section' drop-down

The settings screen for Email will be displayed.

@ Android Profile for Purchase Deptartment

Email Settings

Configure for Type *

IMAP

Email address *

Account Display Name

[=] Set as Default Account

Mail Server Host Name (for Incoming Mail) =

[omce [[_see_]

e

Note: The feature is supported for Samsung for Enterprise (SAFE) devices only. The administrator can configure the email
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Email Settings - Table of Parameters

Form Element Type Description
Configure for Type* Drop-down Choose the protocol for incoming mail server from IMAP and POP.
Email address* Text Field If the profile is for a single user, enter the email address of the user at the
incoming mail server. If the profile is for several users, click the 'Variables'
button ,and click * beside '%u.mail%' from the 'User

Variables' list. The email address of the users to whom the profile is
associated will be automatically added to the profile while rolling out the
same to the devices. For more details on variables, refer to the section
Configuring Custom Variables.

Account Display Name Text Field If the profile is for a single user, enter the name to identify the user's email
account at the incoming mail server. If the profile is for several users, click

the 'Variables' button ,and click * beside '%u.login%' from
the 'User Variables list'. The email address of the users to whom the profile
is associated will be automatically added to the profile while rolling out the
same to the devices. For more details on variables, refer to the section
Configuring Custom Variables.

Set as Default Account Checkbox If enabled, the email account will be set as default for the users.
Mail Server Host Name (for Text Field For a single user, enter the host name or IP address of the incoming mail
Incoming Mail) * server.
For several users, add the variable to fetch the incoming mail server
hostname/IP address by clicking the 'Variables' button and

clicking * beside the variable. For more details on variables, refer to the
section Configuring Custom Variables.

Mail Server Port Number (for | Text Field For a single user, enter the server port number used for incoming mail
Incoming Mail) * service. For POP3, it is usually 110 and if SSL is enabled it is 995. For
IMAP, it is usually 143 and if SSL is enabled it is 993.

For several users, add a variable to fetch the incoming mail server port

number by clicking the "Variables' button and clicking
beside the variable. For more details on variables, refer to the section
Configuring Custom Variables.

Login (for Incoming Mail)* Text Field If the profile is for a single user, enter the username for the email account of
the user at the incoming mail server. If the profile is for several users, click

the 'Variables' button , select '%u.mail%' from the 'User

Variables' list and click ™ . The email usernames of the users to whom the
profile is associated will be automatically added to the profile while rolling
out to the devices. For more details on variables, refer to the section
Configuring Custom Variables.

Password (for Incoming Mail)* | Text Field If the profile is for a single user, enter the password for the email account of
the user at the incoming mail server. If the profile is for several users, click

the 'Variables' button and click beside the variable from
the list.

The email passwords of the users to whom the profile is associated will be
automatically added to the profile while rolling out to the devices. For more
details on variables, refer to the section Configuring Custom Variables.

Use SSL Incoming Checkbox If enabled, communication between incoming mail server and devices is
encrypted using SSL (Secure Socket Layer Protocol).

Accept All Certificates (for Checkbox If enabled, the device automatically accepts all SSL certificates.
Incoming Mail)
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Email Settings - Table of Parameters

Accept TLS Certificates (for
Incoming Mail)

Checkbox

If enabled, the device automatically accepts all secure certificates for TLS
(Transport Secure Layer Protocol).

Mail Server Host Name (for
Outgoing Mail) *

Text box

For a single user, enter the host name or IP address of the outgoing
(SMTP) mail server.

For several users, include the variable to fetch the outgoing mail server
hostname/IP address by clicking the 'Variables' button and

click beside the variable from the list. For more details on variables,
refer to the section Configuring Custom Variables.

Mail Server Port Number (for
Outgoing Mail) *

Text box

For a single user, enter the server port number used for outgoing (SMTP)
mail service. If no port number is specified then ports 25, 587 and 465 are
used in the given order.

For several users, include the variable to fetch the outgoing mail server port

number by clicking the "Variables' button and clicking
beside the variable from the list. For more details on variables, refer to the
section Configuring Custom Variables.

Login (for outgoing Mail)*

Text Field

If the profile is for a single user, enter the username for the email account of
the user at the outgoing (SMTP) mail server. If the profile is for several

users, click the 'Variables' button ,and click © beside
'%u.login%' from the 'User Variables' list. The email usernames of the users
to whom the profile is associated will be automatically added to the profile
while rolling out to the devices. For more details on variables, refer to the
section Configuring Custom Variables.

Password (for outgoing Mail)*

Text Field

If the profile is for a single user, enter the password for the email account of
the user at the outgoing (SMTP) mail server. If the profile is for several

users, click the 'Variables' button and click © beside the
variable created to fetch the email password of the user from the 'User
Variables' list. The email passwords of the users to whom the profile is
associated will be automatically added to the profile while rolling out to the
devices. For more details on variables, refer to the section Configuring
Custom Variables.

Use SSL (for Outgoing Mail)

Checkbox

If enabled, communication between outgoing mail server and devices is
encrypted using SSL.

Accept All Certificates (for
Outgoing Mail)

Checkbox

If enabled, the device automatically accepts all SSL certificates.

Accept TLS Certificates (for
Outgoing Mail)

Checkbox

If enabled, automatically accepts all secure certificates for TLS (Transport
Secure Layer Protocol).

Sender Name

Text Field

For a single user, enter the name that should appear in the 'From' field of
the sent emails from the device.

For several users, add the variable to fetch the sender name by clicking the

"Variables' button and clicking beside the variable. For
more details on variables, refer to the section Configuring Custom
Variables.

Set Signature

Text Field

Enter the signature and other details that will appear at the end of the mails
sent from the device. You can add variables to the text by clicking the

"Variables' button and clicking * beside the variable.

For more details on variables, refer to the section CConfiguring Custom
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Variables.
Prevent Moving Mail to other | Checkbox If enabled, the user cannot move sent or received mails to another account.
Accounts
Always Vibrate on New Email | Checkbox If enabled, the device will vibrate in addition to sound alert when a new
Notification email is received.
Vibrate on New Email Checkbox If enabled, the device will vibrate when a new email is received, when the
Notification if device is silent device is in silent mode.

¢ Click the 'Save' button.

The saved 'Email Settings' screen will be displayed with options to edit the settings or delete the section. Refer to the section
'Editing Configuration Profiles' for more details.

To configure Exchange ActiveSync settings

CDM allows you to configure users to access their mail accounts in Exchange Server.

Note: Please make sure that the intended users are not restricted to use Email client on their devices. Refer to the section
Native App Restriction for more details.

»  Click 'Exchange Active Sync' from the 'Add Section' drop-down
The 'Active Sync Settings' screen will be displayed.

#® Android Profile for Purchase Deptartment

— [omes] e ]

Email Address *
Uzer Mame *
.

Dormain

Server Address *

Exchange ActiveSync Settings - Table of Parameters

Form Element Type Description

Email Address * TextField | cjick the 'Variables' button and click = beside '%u.mail' from the
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Exchange ActiveSync Setftings - Table of Parameters

User Variables' list. The email address of the users to whom the profile is
associated will be automatically filled. For more details on variables, refer to
the section Configuring Custom Variables.

User Name * TextField | cjick the 'Variables' button and click ™ beside '%u.login' from
the User Variables' list. The username of the users to whom the profile is
associated will be automatically filled. For more details on variables, refer to
the section Configuring Custom Variables.

Domain * Text Field | Enter the domain name in the field. You can also add variables by clicking the

'Variables' button and clicking * beside the variable you want to
add. For more details on variables, refer to the section Configuring Custom
Variables.

Server Address * Text Field | Enter the server address of the ActiveSync. You can also add variables by

clicking the 'Variables' button and clicking * beside the variable
you want to add. For more details on variables, refer to the section Configuring
Custom Variables.

Password Text Field | Leave the field blank. The user will be prompted to enter the password while
configuring the email account for the first time. After it is validated, the users
can access the email account without entering the password.

Account Display Name Text Field | If the profile is for a single user, enter the name to identify the user's email
account at the exchange server. If the profile is for several users, click the

"Variables' button and click = beside '%u.login%' from the 'User
Variables list'. The email address of the users to whom the profile is associated
will be automatically added to the profile while rolling out the same to the
devices. For more details on variables, refer to the section Configuring Custom
Variables.

Email Signature Text Field | Enter the signature and other details that will appear at the end of the mails
sent from the device. You can also add variables by clicking the 'Variables'

button and clicking ™ beside the variable you want to add. For
more details on variables, refer to the section Configuring Custom Variables.

Maximum Email Size Comobo The maximum size of email that the user can download from the server. Use
Box the controls or enter the value in the field. You can also add variables by
clicking the 'Variables' button and clicking ™ beside the variable
you want to add. For more details on variables, refer to the section Configuring
Custom Variables.
Sync Emails Drop-down | Choose the period for which the emails are to be kept synchronized between

the device and the exchange server from the recent past, from the drop-down.

Sync Calendar Drop-down | Select the period for which the calendar events are to be synchronized
between the device and the exchange server, from the drop-down.

Use SSL Checkbox | If enabled, communication between the device and the exchange server is
encrypted using SSL (Secure Socket Layer Protocol).

As Default Account Checkbox | If enabled, the email address will be used as default for sending out emails.
Accept All Certificates Checkbox | If enabled, the device automatically accepts all SSL certificates.
Can Sync Contacts Checkbox | Select this option if you wish to allow synchronization of user contacts between

device and exchange server.
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Can Sync Calendar Checkbox | Select this option if you wish to allow the synchronization of the calendar
events set by the user at the device and the exchange server.

Can Sync Tasks Checkbox | Select this option if you wish to allow the synchronization of Tasks scheduled
by the user at the device and the email server.

Manual Roaming Sync Checkbox | If enabled, the user can use the sync feature manually while away from the
home network.

Always Vibro on New Email Checkbox | If enabled, the device will vibrate when a new email is received.

Fields with *are mandatory.

e (Click the 'Save' button.

The saved 'Active Sync Settings' screen will be displayed with options to edit the settings or delete the section. Refer to the
section 'Editing Configuration Profiles' for more details.

To configure Kiosk settings

Note: The feature is supported for Samsung for Enterprise (SAFE) devices only.

Background: Kiosk mode is a feature intended to help administrators lock-down mobile devices by limiting the applications that
are able to run on a device. The main goal of Kiosk mode is to lock a device into a particular application, to either allow a single
app or multiple apps, to take over the screen of a device, such as in-house applications, or to prevent users from opening other
applications that should not be accessible to them, such as in retail environments. For example, if employees are using an
Galaxy Tab for a corporate app, or admins simply need to ensure devices are only running a single application - Kiosk mode
will ensure your devices are being used as intended.

»  Click 'Kiosk' from the 'Add Section' drop-down
The 'Kiosk Settings' screen will be displayed.
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#® Android Profile for Purchase Deptartment

e

Kiosk Mode Type *
Default Mode ~

Enter ID of Kiosk Apps *

Ll Block Muli-Window Made
[8] Block Task Manager

Hide Mavigation Bar
O Hide Status Bar

Hide System Bar

Kiosk Settings - Table of Parameters

Form Element Description

Kiosk Mode Type Drop-down | The two Kiosk modes are:

»  Default mode - Run multiple apps in Kiosk mode. Users will not be
able to run non-kiosk applications. Kiosk mode can only be exited by
entering the admin bypass password.

»  Single App mode - Users can only run the single application that you
specify. Users will not be able to run non-kiosk applications. Kiosk
mode can only be exited if the admin disables it in the CDM console.

Restrictions on access to other device functions, such as task manager and the
status bar, can also be configured for either mode.

If 'Single App' is selected as Kiosk Mode Type:

Enter ID of Kiosk Apps Text Field | Enter the ID of the app that will run in Kiosk mode.

If 'Default mode' is selected as Kiosk Mode Type:

Enter ID of Kiosk Apps Text Field | Enter the ID of the apps that will run in Kiosk mode. You can also add variables

by clicking the 'Variables' button and clicking beside the
variable you want to add. For more details on variables, refer to the section
Configuring Custom Variables.

Click + to add more 'App IDs for allowed Apps om Kiosk Mode' fields.

To remove a field, click the === bytton beside it.

Block Multi-Window Mode Checkbox | If selected, users cannot open multiple windows.
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Block Task Manager Checkbox | If selected, users cannot access task manager screen.

Hide Navigation Bar Checkbox | If selected, the navigation bar will be hidden on the devices.

Hide System Bar Checkbox | If selected, the system bar will not be displayed.

SMS/MMS blocking Checkbox | If selected, the all the SMSs and MMSs to the device will be blocked.
Block Keys Text Field | This feature allows to block keypad buttons available on the devices. For

example, if you do not want the device owners to use Caps Lock key and so on,
then these can be blocked.

To select the key to be blocked, click in the 'Block Keys' field:

Select Keys

The keys will be displayed from the drop-down. Scroll down to view the full list
and select the required key to be blocked. Add more keys to be blocked
similarly.

The following features will be visible if 'Default mode' is selected as Kiosk Mode Type:

Show messenger App Checkbox | If selected, the messenger app will be available.
Show email App Checkbox | If selected, email app will be available.
Show dialer App Checkbox | If selected, dialer app will be available.

Show admin bypass button Checkbox | If selected, the 'Admin bypass button' will be available, which an admin can tap,
enter the password to exit from the Kiosk mode.

Admin bypass password Text Field | Enter the password required to exit the Kiosk mode. You can also add variables

by clicking the 'Variables' button and clicking beside the
variable you want to add. For more details on variables, refer to the section
Configuring Custom Variables.

e Click the 'Save' button.

The saved 'Kiosk Settings' screen will be displayed with options to edit the settings or delete the section. Refer to the section
'Editing Configuration Profiles' for more details.

To configure Native App Restrictions settings

Applications such as Gmail, Email client, Gallery, that come built-in with the device operating system are called native
applications. Administrators can choose to allow or deny access to these native applications. The feature is available for Android
version 4.0 + and Samsung for Enterprise devices SAFE 1.0 + version.

e Click 'Native App Restrictions' from the 'Add Section' drop-down
The 'Native App Restriction Settings' screen will be displayed.
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5]  Allow Gmai
=] Allow Emal
B  Allow Browser
[=] Allow Gallery
[=] Allow Settings
=] Allow Google Play
1= Allow Youtube a"-|_:;:
[=] Allow Google Maps & Mavigation

=] Allow Google and Voice Search

Native Application Restrictions Settings - Table of Parameters

Form Element Type Description
Allow Gmail Checkbox | Select this to allow users to access Gmail app.
Allow Email Checkbox | Select this to allow users to access default Email app.
Allow Browser Checkbox | If enabled, users can access default browser on their devices.
Allow Gallery Checkbox | If enabled, users can access Gallery on their devices.
Allow Settings Checkbox | Select this to enable users to change device settings.
Allow Google Play Checkbox | If enabled, users can access Google Play on thier mobile devices.
Allow YouTube App Checkbox | If enabled, users can access YouTube.
Allow Google Maps & Checkbox | If enabled, users can access Google Maps and Navigation app on their via
Navigation mobile devices.
g\llow Eoogle and Voice Drop-down | If enabled, users can use Google and Voice Search services.
earc

e Click the 'Save' button.

The saved 'Native App Restriction Settings' screen will be displayed with options to edit the settings or delete the section. Refer
to the section 'Editing Configuration Profiles' for more details.

To configure Network Restrictions settings
The feature is supported for Samsung for Enterprise (SAFE) devices only.
e Click 'Network Restrictions' from the 'Add Section' drop-down

The 'Network Restriction Settings' screen will be displayed.
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Network Restrictions Settings

=l Allow Emergency Calls only

=] Allow Voice Roaming

#] Allow Sync during Roaming

5] Allow Data Roaming

Allow LISB Tethering

=l Allow wi-fi access point settings editing
#| Allow user to add Wi-Fi networks

Wi-Fi Meterark Minimum Security Lewel

Open -
Allow SMS

All -
Allow MM3

All e

Blacklisted 55i0s

Network Restrictions Settings - Table of Parameters

Form Element Type Description

Allow Emergency Calls only | Checkbox | Allows users to make emergency calls only.
Allow Voice Roaming Checkbox | Allows users to make/receive voice call during roaming.
Allow Sync during Roaming Checkbox | Allows the use of Sync feature while roaming.
Allow Data Roaming Checkbox | Allows users to enable/disable data roaming option in their devices.
Allow USB Tethering Checkbox | Allows users to share USB with other similar devices.
Allow Wi-Fi access point Checkbox | Allows users to edit the Wi-Fi access point settings.
settings editing
Allow user to add Wi-Fi Checkbox | Allows users to add Wi-Fi networks
networks
Wi-Fi Network Minimum Drop-down | Select the minimum security level required for the user to access the Wi-Fi
Security Level network. The options available are:
«  Open
«  WEP
«  WPA
«  802.1x EAP (LEAP)
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« 802.1x EAP (FAST)
+ 802.1x EAP (PEAP)
« 802.1x EAP (TTLS)
+ 802.1x EAP (TLS)

Allow SMS Drop-down | Allows text messages per the options selected:

+ Al - Allows both incoming and outgoing text messages.

¢« Incoming Only - Allows incoming text messages only.

«  Outgoing Only - Allows outgoing text messages only.

«  None - Both incoming and outgoing text messages are blocked.

Allow MMS Drop-down | Allows multimedia messages per the options selected:

*  All- Allows both incoming and outgoing multimedia messages.
¢« Incoming Only - Allows incoming multimedia messages only.

«  Outgoing Only - Allows outgoing multimedia messages only.

«  None - Both incoming and outgoing multimedia messages are

blocked.
Blacklisted SSIDs Text Field | Specify the name (SSID) of the wireless network that should be blacklisted. You
can also add variables by clicking the 'Variables' button and

clicking * beside the variable you want to add. For more details on variables,
refer to the section Configuring Custom Variables.

Click the + button to add more 'Blacklisted SSID' fields. To remove a
Blacklisted SSID field from the screen, click the minus === bytton beside it.

e (Click the 'Save' button.

The saved 'Network Restriction Settings' screen will be displayed with options to edit the settings or delete the section. Refer to
the section 'Editing Configuration Profiles' for more details.

To configure Passcode settings

+  Click 'Passcode' from the 'Add Section' drop-down

The settings screen for Passcode will be displayed.
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Passcode Settings

Passcode Type

Mo passcode enforcement v
Minimum passcode length

Default w
Maximum ldle Time

MNewver timeout w
Moximum Failed Attempts for Wipe

0 w

Maximum Failed Attempts for Sneak Peak

0 w

Maximum passcode age (days)

Passcode History Requirements

Passcode Settings - Table of Parameters

Form Element Type Description

Passcode Type Drop-down | Select the type of passcode from the drop-down that the user should configure
for unlocking screen lock. The options available are:

*  No passcode enforcement

e Only letters

* Letters and numbers

e Only numbers

e Letters, numbers and a special symbol

e Requires some kind of password

Minimum Passcode Length Drop-down | Select the minimum number of passcode characters that can be configured by
the user. (4-16 characters).

Maximum Idle Time Drop-down | Select the maximum time period that can be set as idle time out period for
device screen lock, from the drop-down.

Maximum Failed Attempts for | Drop-down | Select the maximum number of allowed unsuccessful login attempts for device
Wipe wipe (4-16). Set the value as '0' for unlimited.

If the number of failed attempts crosses this value, the data in the device will be
automatically wiped off. This is useful to prevent the data from the device being
stolen, if somebody, other than the user, tries to login to the device by entering

guessed passcodes.
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Form Element Type Description

Maximum Failed Attempts for | Drop-down | Select the maximum number of allowed unsuccessful login attempts for 'Sneak
Sneak Peak Peak' feature (4-16). Set the value as '0' for unlimited.

The 'Sneak Peak' feature in CDM instructs the device to capture the photograph
of the person entering the passcode through the front camera and forward it to
the CDM server, if the passcode is entered incorrectly a certain number of
times.

The photograph(s) sent by the device can be viewed from the View Device
interface that can be accessed by clicking 'Inventory' > 'Devices' > the device
name > 'Sneak Peak' tab. Refer to the section Viewing Sneak Peak Pictures to
Locate Lost Devices for more details.

This can be useful to identify the possessor and location of the device if it is lost
or stolen and if somebody tries to login to the device using guessed passcodes.

Note: If the device does not have a front camera, the rear camera will capture a
photograph and forward to the CDM server.

Maximum Passcode Age Text Field | Enter the maximum period in days for which a passcode can be valid. After the
(days) number of days specified in this field, the passcode will expire. The user needs
to change the passcode before the current one expires.

Passcode History Text Field | Configure the password reuse policy by setting the number of unique new
Requirements passcodes that must be associated with the user before an old passcode can be
used.

This feature is available for Android 3.0 and later versions only.

¢ Click the 'Save' button.

The saved 'Password Settings' screen will be displayed with options to edit the settings or delete the section. Refer to the
section 'Editing Configuration Profiles' for more details.

To configure Restrictions seftings

*  Click 'Restrictions' from the 'Add Section' drop-down

The 'Restriction Settings' screen will be displayed.
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=] Allow Tum-off background Sync

=] Allow Bluetooth

(=] Allow Camera

Allow Un-encrypted devices

[E] Allow To Run Apps Installed From Unknown Sources

Cellular Connection Control
Cellular Connection On
Cellular Connection OFf
@ User Choice
WiFi Connection Control
Wi-Fi Connection On
Wi-Fi Connection Off
@ User Choice
Location Service Control
Location Service Always On
Location Service Always Off

@ User Choice

Restrictions Settings - Table of Parameters

Form Element Type Description
Allow Turn-off background Checkbox | Select this to allow users to disable background synchronization setting on their
Sync devices.
Allow Bluetooth Checkbox | Select this to allow users to enable / disable Bluetooth on their devices.
Allow Camera Checkbox | Select this to allow users to use the camera

Allow Un-encrypted devices Checkbox | Select this to enable users to use device without turning on the storage
encryption feature. This feature is available for Android 3.0 and later versions

only.
Allow to run Apps installed Checkbox | Select this to allow users to run installed applications that were download from
from unknown sources unknown sources
Cellular Connection Control Radio Choose whether or not to allow the device to connect to Internet through cellular

Buttons network (2G/3G/4G) from the options.

»  Cellular connection on - Maintains the data connection through
cellular network enabled, irrespective of user settings under 'Settings'
> 'Wireless and Network settings' in the device.

*  Cellular connection off - Maintains the data connection through
cellular network disabled, irrespective of user settings under 'Settings
> 'Wireless and Network settings' in the device.

»  User choice - The connection is enabled or disabled as per the user's
setting under 'Settings' > 'Wireless and Network settings' in the
device.
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WiFi Connection Control Radio Choose whether or not to allow the device to connect to WiFi networks and
Buttons hotspots from the options.

»  WiFi connection on - Always maintains the WiFi connection enabled,
irrespective of user's setting under 'Settings' > 'Wireless and Network
settings' in the device.

»  WiFi connection off - Always maintains the WiFi connection disabled,
irrespective of user's setting under 'Settings' > 'Wireless and Network
settings' in the device.

»  User choice - The connection is enabled or disabled as per the user's
setting under 'Settings' > 'Wireless and Network settings' in the
device.

Location Service Control Radio Choose whether or not to allow the location services on the device from the
Buttons options:

*  Location Service Always On - Always maintains the location services
enabled, irrespective of the user's setting on the device.

»  Location Service Always Off - Always maintains the location services
disabled, irrespective of the user's setting on the device.

»  User choice - The location service is enabled or disabled as per the
user's setting on the device.

e (Click the 'Save' button.

The saved 'Restriction Settings' screen will be displayed with options to edit the settings or delete the section. Refer to the
section 'Editing Configuration Profiles' for more details.

To configure VPN settings

Note: The feature is supported for only Samsung for Enterprise (SAFE) devices.

+  Click "VPN' from the 'Add Section' drop-down
The settings screen for VPN will be displayed.
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VPN Settings - Table of Parameters

Form Element Description

Configure for type Drop-down | Choose the VPN connection type from drop-down. The options available are:
L2TP, PPTP, L2TP/IPSec PSK, IPSec, XAuth PSK and IPSec XAuth RSA.

VPN Connection Name Text Field | Enter the name of the connection, which will be displayed on the device. You
can also add variables by clicking the 'Variables' button and

clicking * beside the variable you want to add. For more details on variables,
refer to the section Configuring Custom Variables.

Host name of the VPN Server | Text Field | Enter the IP address or host name of the VPN server. You can also add

variables by clicking the 'Variables' button and clicking * beside
the variable you want to add. For more details on variables, refer to the section
Configuring Custom Variables.

Username Text Field | For a single user account for VPN connection, enter the username for
connection to the network. For several users, click the "Variables' button ,

select the variable for fetching the VPN username from the

"Variables list' and click' ™ . The usernames of the users to whom the profile is
associated will be automatically included in the profile while rolling out the
profile to respective devices. For more details on variables, refer to the section
Configuring Custom Variables.
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Password Text Field | If the profile is for a single user account for VPN connection, enter the
password for the account. If the profile is for several users, click the 'Variables'

button , select the variable created to fetch the password of the

user from the 'User Variables' list and click ~ . The VPN connection
passwords for the accounts of the users to whom the profile is associated will
be automatically added to the profile while rolling out to respective devices. For
more details on variables, refer to the section Configuring Custom Variables.

DNS Search Domains Text Field | Enter the IP address or hostname of the DNS server that devices will use for
searching domain names. You can also add variables by clicking the "Variables'

button and clicking beside the variable you want to add. For
more details on variables, refer to the section Configuring Custom Variables.

If L2TP is selected:
«  Enable L2TP Secret | Checkbox | If enabled, the pre-shared L2TP should be entered in the next field L2TP Secret

«  L2TP Secret Text Field | If L2TP Secret is enabled, then the pre-shared key should be entered here by
the user or selected from 'Variables'

If PPTP is selected:

«  Enable Encryption | Checkbox | If selected, the connection is encrypted between the devices and the VPN
server.

If L2ZTP/IPSec PSK is selected:
+  Enable L2TP Secret | Checkbox | If enabled, the pre-shared L2TP should be entered in the next field L2TP Secret

«  L2TP Secret Text Field | If L2TP Secret is enabled, then the pre-shared key should be entered here by
the user or selected from 'Variables'

« IPSecPre-Shared | TextField |If IP Sec Identifier is enabled, then the pre-shared key should be entered here
Key by the user or selected from 'Variables'

If IPSec Xauth PSK is selected:
« P Sec Identifier Text Field | Enter the IPSec identifier in the field. You can also add variables by clicking the

"Variables' button and clicking * beside the variable you want to
add. For more details on variables, refer to the section Configuring Custom
Variables.

*  |PSec Pre-Shared Text Field | If IP Sec Identifier is enabled, then the pre-shared key should be entered here
Key by the user or selected from 'Variables'

Use for persistent connect Checkbox | Forcibly maintains the VPN connection always at the enabled state, irrespective
of user's settings through 'Settings' > 'Wireless and Networks' in the device. In
order to enable this feature, the following conditions are to be satisfied:

+  The profile should have been created already and rolled out to the
devices. Hence the administrator will be able to enable this feature
after rolling out the profile and then by editing the profile. Refer to the
section Editing Configuration Profiles.

+  Suits to all VPN connections types, except PPTP

«  The VPN server and the DNS server should have been specified by
their IP addresses in IPv4.

+ Click the 'Save' button after entering or selecting the parameters.

The saved 'VPN Settings' screen will be displayed with options to edit the settings or delete the VPN section. You can add
multiple VPN sections for a profile and will be listed under the VPN link in the profile.
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Gemneral Certificate Restrictions VPN
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| CONMECTION NAME TYPE SERVER HOST PERSIST CONMECT
VPN_LZTP 1 L2ZTP - Enabled

¢ To add another VPN section, click '"Add VPN' above the 'Connection Name' column

»  Click on the link under 'Connection Name' to edit the setting or delete the section. Refer to the section 'Editing
Configuration Profiles' for more details.

To configure Wi-Fi seftings
+  Click 'Wi-Fi' from the 'Add Section' drop-down

The settings screen for Wi-Fi will be displayed.

# Android Profile for Purchase Deptartment

e [owon | [sen
S50 "
Hidden SSID

Wi-F Ennﬁgurn‘tinn Typ.:

Open b

Wi-Fi Settings - Table of Parameters

Form Element Description

SSID Text Field | Enter the Service Set Identifier (SSID), the name of the wireless network that a
device should connect to. You can also add variables by clicking the 'Variables'

button m and clicking ™ beside the variable you want to add. For
more details on variables, refer to the section Configuring Custom Variables.

Hidden SSID Checkbox | If enabled, users will be able to the access hidden wireless network also. The
users must know the hidden SSID details and the required credentials.

Wi-Fi Configuration Type Drop-down | Select the type of encryption used by the wireless network from the drop-down.
The options available are:
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+ Open

« WEP

« WPA/WPA2 - PSK

« 802.1x EAP
Th; settings for each type is explained in the next table Wi-Fi configuration type
settings.

Wi-Fi Configuration Type settings

Wi-Fi Configuration Type Settings - Table of Parameters

Security Configuration Type Description

Open No password is required for accessing the Wi-Fi network by the user.

WEP Authentication Password - Enter the password to access the Wi-Fi network. You can also add
variables by clicking the 'Variables' button and clicking * beside the variable
you want to add. For more details on variables, refer to the section Configuring Custom
Variables.

WPA / WPA2 - PSK Authentication Password - Enter the password to access the Wi-Fi network. You can also add
variables by clicking the 'Variables' button and clicking * beside the variable
you want to add. For more details on variables, refer to the section Configuring Custom
Variables.

802.1x EAP 1. EAP Authentication Protocol - Select the EAP authentication protocol from the drop-down.
Applicable for Samsung for Enterprise devices SAFE 1.0 + version.

* PEAP
e TLS
o« TTLS

2. Phase 2 Authentication Protocol - Select the Phase 2 authentication protocol from the drop-
down. Applicable for Samsung for Enterprise devices SAFE 1.0 + version.

*  None
« PAP
*  MSCHAP
*  MSCHAPV2
« GTC
g. gertiﬁcate - Select the user certificate from the drop-down or upload it using the 'Add New'
utton.

4. CA Certificate - Select the CA certificate from the drop-down or upload it using the 'Add
New' button.

5. Authentication Username - Enter the username for Wi-Fi authentication. Applicable for
Samsung for Enterprise devices SAFE 1.0 + version.

6. Authentiation Password - Enter the password for Wi-Fi authentication. Applicable for
Samsung for Enterprise devices SAFE 1.0 + version.

7. Authentication Domain - Enter the details for RADIUS Server authentication. pplicable for
Samsung for Enterprise devices SAFE 1.0 + version.
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8. Anonymous Identity - Enter the username that can be used for anonymous access.
Applicable for Samsung for Enterprise devices SAFE 1.0 + version.

9. Encryption Key - Enter the encryption kei to access the Wi-Fi network. You can also add

variables by clicking the 'Variables' button and clickihng ™ beside the variable
you want to add. For more details on variables, refer to the section Configuring Custom
Variables.

For items in the list from 5 to 8, you can also include a variable to the field by clicking the

"Variables' button m and clicking ™ beside the variable from the list. For more
details on variables, refer to the section Configuring Custom Variables.

»  Click the 'Save' button after entering or selecting the parameters.

The saved 'Wi-Fi' settings' screen will be displayed with options to edit the settings or delete the section. You can add multiple
Wi-Fi sections for a profile and will be listed in the SSID column.

# Android Profile for Purchase Deptartment

> & § @

Add Section Expoart Profile Clone Profile Dedete Prafile

General Cartificate Restrictions VPN Wi-Fi
S5 Add Wii
5510 'WI-FI CONFIGURATION TYPE
Wi-Fi_purchase O

e To add another Wi-Fi section, click 'Add Wi-Fi' above the 'SSID' column name

«  Click on the link under 'SSID' to edit the setting or delete the section. Refer to the section 'Editing Configuration
Profiles' for more details.

To configure 'Other Restrictions' settings
The feature is supported for Samsung for Enterprise (SAFE) devices only.

e Click 'Other Restrictions' from the 'Add Section' drop-down
The 'Other Restrictions Settings' screen will be displayed.

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 184



Creating Trust Online®

Comodo Device Manager - Adminigft___r_gtor—-@ﬂid’éﬁ coM0oDO

et

Other Restrictions Settings - Table of Parameters

Form Element Type Description

Allow USB Checkbox | Allows users to establish connections via USB ports.

Use Network Time Checkbox | Allows users to enable/disable network provided values in Date & Time settings.

Allow Microphone Checkbox | Allows users to use microphone. If this is disabled, users can use microphone
for receiving and making calls only.

Allow Near Field Checkbox | Allows devices to establish connection via NFC

Communication (NFC)

Allow Mock Locations Checkbox | Allows users to enable/disable 'Mock Location' in developer mode settings.

Allow SD Card Checkbox | Users can use SD card on their devices.

Allow SD Card Write Checkbox | Users can store data on the SD card.

Allow Screen Capture Checkbox | Users can take screenshot of the device screen.

Allow Clipboard Checkbox | Users will be allowed to use clipboard memory.

Backup my data Checkbox | Users will be allowed to take a backup of data in their devices.

Visible Passwords Checkbox | Allows users to enable/disable show password feature.

Allow USB Debugging Checkbox | Allows users to enable/disable 'USB Debugging' option in developer mode
settings.

Allow Factory Reset Checkbox | Users are allowed to reset the device to factory settings.

Allow OTA Upgrade Checkbox | Over-the-air (OTA) upgrade is the wireless delivery of data or new software to
mobile phones and tablets.

¢ Click the 'Save' button.

The saved 'Other Restrictions Settings' screen will be displayed with options to edit the settings or delete the section. Refer to
the section 'Editing Configuration Profiles' for more details.

6.1.2. Profiles for iOS Devices

iOS Profiles allow you to specify a device's network access rights, restrictions and other general system settings.
To create an iOS profile

»  Click 'Profiles' from the left then choose 'Profiles List'

*  Click 'Create' then select 'Create iOS Profile'

»  Specify a name and description for your profile then click the 'Create' button. This profile will now appear in the 'Profile
List'.

*  New profiles have only one tab - 'General'. You can configure permissions and settings for various areas by clicking
the 'Add Section' button. Each section you add will appear as a new tab.

»  Once you have fully configured your profile you can apply it to devices and device groups.

*  You can make any profile a 'Default' profile by selecting the 'General' tab then clicking the 'Edit' button.

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 185



=

COMODO

Creating Trust Online®

»  This part of the guide explains the processes above in more detail, and includes in-depth descriptions of the settings

available for each profile section.

*  To create a new profile, click 'Profiles > Profile List > Create":

Create Windows Prothile

L Farmaruna 1 ofile

The 'Create iOS Profile' screen will be displayed.

Create i0S Profile

MNama *

Description

e Enter a name and description for the profile
e Click the 'Create' button

The iOS profile will be created and the 'General Settings' section will be displayed with its default profile status as disabled.
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I

-
&dd Section Export Profile Clone Profile Dedete Prafile

Genaral

General Settings &/ Edi
MName *

Drefault profile

D\eur_ripﬁm

»  If you want this profile to be a default policy, click on the 'Edit' button at the top right of the 'General’ settings screen
and select the check box beside 'Default Profile".
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Add Section Export Profile Clone Profile Dedete Profile
General

General Settings

Name *

i0S Profile for Purchase Department

Default profile
Description

i0S profile for devices in the purchase department

e (Click the 'Save' button.

The next step is to add the components for the profile.

e Click 'Add Section' drop-down button and select the component from the list that you want to include for the profile
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Note: Many iOS profile settings have small information boxes next to them which indicate the iOS version required for the
setting to work correctly.

For example, the following box indicates that the setting supports Apple devices with iOS version 7 and above only:

The settings screen for the selected component will be displayed and after saving the settings, it will be available as links at the
top.
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Add Section Export Profile Clone Profile Delete Profile

General AirPlay AirPrint

Hame ~

Default profile

Description

Following sections explain more about each of the settings:

*  AirPlay
*  AirPrint
 APN

«  Calendar

»  Cellular Networks

»  Certificate

«  Contacts

*  Exchange Active Sync
*  Global Proxy HTTP

- LDAP

+  Mail

»  Passcode
*  Proxy

¢ Restrictions
*  Single Sign-On

e Subscribed Calendars

+ VPN

e VPN PerApp
*  Web Clip

*  WiFi
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To configure AirPlay settings
+ Click 'Air Play' from the 'Add Section' drop-down

The 'Air Play' settings screen will be displayed.

® i0S Profile for Purchase Department

v

White List Devices Id

= +

Devices

Device Hame *

Password *

AirPlay Settings Configuration - Table of Parameters

Form Element Type Description
White List Devices ID Text Field | Enter the device ID of AirPlay destinations that you want to whitelist. The ID
numbers of the devices should be entered in the format as given below:
XXXX XXX XX XX

Note: The whitelist is applicable for supervised iOS 7+ devices and will not
apply for all other devices.

You can also add variables by clicking the 'Variables' button m and

clicking ™ beside the variable you want to add. For more details on variables,
refer to the section Configuring Custom Variables.

Click + button to add more 'Device ID' fields. To remove an AirPlay
destination device, click the === hytton beside it.

Device Name Text Field | Enter the name of the AirPlay destination device that you entered above. You
can also add a variable to the field by clicking the 'Variables' button

and clicking ™ beside the variable you want to add. For more details on
variables, refer to the section Configuring Custom Variables.

Click the 'Add' button to add more 'Device name' and 'Password' fields. To
remove an AirPlay device, click the % button beside it

Password Text Field | Enter the password for the AirPlay destination that you entered above.
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AirPlay Settings Configuration - Table of Parameters

Add Button Click this button to add another 'Devices' section.

e (Click the 'Save' button.

The saved 'Air Play' settings screen will be displayed with options to edit the settings or delete the section. You can add multiple
Air Play sections for a profile and will be listed under the AirPlay link in the profile.

® i0S Profile for Purchase Department

S o g’ )

Add Section Exporn Profile Clone Profile Dedete Profile

Ganeral AlrPlay
Soy Add Air Play
HAME AIR PLAY COUNT
Bir Play 1 1

e Toadd another Air Play section, click 'Add Air Play' above the 'Name' column

»  Click on a link under 'Name' to edit the setting or delete the section. Refer to the section 'Editing Configuration Profiles'
for more details.

To configure AirPrint settings
e Click 'Air Print' from the 'Add Section' drop-down

The 'Air Print' settings screen will be displayed.

‘ i0S Profile for Purchase Department

——

lterm

IP Address *

Resource Path *
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AirPrint Settings - Table of Parameters

Form Element Description

IP Address Text Field | Enter the device ID of AirPrint destination (printer). You can also add variables

by clicking the 'Variables' button and clicking beside the
variable you want to add. For more details on variables, refer to the section
Configuring Custom Variables.

Click the button to add more 'IP address' and 'Resource path' fields. To
remove an AirPrint device, click the x button beside it.

Resource Path Text Field | Enter the resource path of the printer, for example,
printers/ HP_LaserJetPro_M1136_series. You can also add variables by clicking

the 'Variables' button and clicking beside the variable you want
to add. For more details on variables, refer to the section Configuring Custom
Variables.

Add Button Click this button to add another AirPrint section.

e (Click the 'Save' button.

The saved 'Air Print' settings screen will be displayed with options to edit the settings or delete the section. You can add multiple
Air Print sections for a profile and will be listed under the AirPrint link in the profile.

& i0S Profile for Purchase Department

@ o 2

Add Section Eaport Profile Clone Profile Delete Profile

1 Al

General AirPlay AirPrimt
56y Add Air Print
| NAME IR PRINT COUNT
Air Print 1 1

¢ To add another Air Print section, click 'Add Air Print' above the 'Name' column

»  Click on a link under 'Name' to edit the setting or delete the section. Refer to the section 'Editing Configuration Profiles'
for more details.

To configure APN settings

Note: The APN settings is deprecated in favor of the Cellular settings in iOS 7 and later versions.

e Click 'APN' from the 'Add Section' drop-down
The 'APN' settings screen will be displayed.
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‘ i0S Profile for Purchase

Department

=

Access Point Name (APN) *

Access Point User Name

Access Point Password

Froxy Server

Proxy Port

APN Settings - Table of Parameters

Form Element Description

Access Point Name (APN) Text Field | Enter the name of the GPRS access point provided bi the carrier. You can also

add variables by clicking the 'Variables' button and clicking ™
beside the variable you want to add. For more details on variables, refer to the
section Configuring Custom Variables.

Access Point User Name Text Field | Enter the username to connect to the access point. You can also add variables

by clicking the 'Variables' button m and clicking ™ beside the
variable you want to add. For more details on variables, refer to the section
Configuring Custom Variables.

Access Point Password Text Field | The password to connect to the access ioint. You can also add variables by

clicking the 'Variables' button and clicking ™ beside the variable
you want to add. For more details on variables, refer to the section Configuring
Custom Variables.

Proxy Server Text Field | Enter the proxy host settings provided bi the carrier. You can also add variables

by clicking the 'Variables' button and clicking ™ beside the
variable you want to add. For more details on variables, refer to the section
Configuring Custom Variables.

Proxy Port Text Field | Enter the port number of the proxy host provided bE the carrier. You can also

add variables by clicking the 'Variables' button and clicking ™
beside the variable you want to add. For more details on variables, refer to the
section Configuring Custom Variables.
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e (Click the 'Save' button.

The saved 'APN' settings screen will be displayed with options to edit the settings or delete the section. Refer to the section
'Editing Configuration Profiles' for more details.

To configure Calendar settings
¢ Click 'Calendar' from the 'Add Section' drop-down

The 'Calendar Settings' screen will be displayed.

& i0S Profile for Purchase Department

Calendar Settings

Account Description

Account Hostname *

Account Port *

CalDAV Account

Account Password

Usze S5L

Principal URL

Calendar Settings - Table of Parameters

Form Element Type Description

Account Description Text Field | Enter the display name of the CalDav account. You can also add variables by

clicking the 'Variables' button m and clicking ™ beside the variable
you want to add. For more details on variables, refer to the section Configuring
Custom Variables.

Account Host Name Text Field | Enter the CalDav host name or IP address. You can also add variables by
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Calendar Settings - Table of Parameters

clicking the 'Variables' button and clicking * beside the variable
you want to add. For more details on variables, refer to the section Configuring
Custom Variables.

Account Port Text Field | Enter the port number on which to connect to the server. You can also add

variables by clicking the 'Variables' button and clicking * beside
the variable you want to add. For more details on variables, refer to the section
Configuring Custom Variables.

CalDav Account TextField | The user name of the CalDav user. Click the 'Variables' button and

click  beside '%u.login%' from the 'User Variables' list. The Usernames of the
users to whom the profile is associated will be automatically filled. For more
details on variables, refer to the section Configuring Custom Variables.

Account Password Text Field | The password for the CalDav account. Leave the field blank. The user will be
prompted to enter the password while configuring the account for the first time.
After it is validated, the users can access the account without entering the
credentials.

Use SSL Checkbox | If enabled, SSL connection will be established with the CalDav server.

Principal URL Text Field | Enter the Principal URL of the CalDav account. You can also add variables by

clicking the 'Variables' button and clicking beside the variable
you want to add. For more details on variables, refer to the section Configuring
Custom Variables.

+ Click the 'Save' button after entering or selecting the parameters.

The saved 'Calendar Settings' screen will be displayed with options to edit the settings or delete the section. You can add
multiple 'Calendar' sections for a profile and will be listed under the 'Calendar’ link in the profile.

& i0S Profile for Purchase Department

2 @ 5 B

Add Sectan Expart Prafile Clane Profile Detete Prafile

Ganeral AirPlay AirPrint Apn Calendar

S8y Add Calendar

192.168.1.1 Ba43

e To add another Calendar section, click 'Add Calendar' above the 'Host Name' column

»  Click on the link under 'Host Name' to edit the setting or delete the section. Refer to the section 'Editing Configuration
Profiles' for more details.

To configure Cellular Network settings

Note: A cellular network setting cannot be applied if an APN setting is already installed. This feature is available for iOS 7 and
later versions only.
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e Click 'Cellular Networks' from the 'Add Section' drop-down
The 'Cellular Networks' settings screen will be displayed.

& i0S Profile for Purchase Department

Hame

Authentication Type

CHAP

Username

Fassword

Cellular Networks
| +variabies |
| +variabies |
|+ veriabies

APMs

MName =

-
W2

Authentication Type

CHAP v

User Hame

. ’
(g ]

Password

asawond

Cellular Settings - Table of Parameters

Form Element Type Description

Name Text Field | Enter the name for this configuration, specifying the cellular service provider.

You can also add variables by clicking the "Variables' button m and

clicking ™ beside the variable you want to add. For more details on variables,
refer to the section Configuring Custom Variables.

Authentication Type Drop-down | Select the authentication type from the drop-down. The options are CHAP or
PAP.
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Cellular Settings - Table of Parameters

Username Text Field | Enter the user name used for authentication. You can also add variables by

clicking the 'Variables' button and clicking " beside the variable
you want to add.For more details on variables, refer to the section Configuring
Custom Variables.

Password Text Field | Enter the password used for authentication. You can also add variables by

clicking the 'Variables' button and clicking " beside the variable
you want to add. For more details on variables, refer to the section Configuring
Custom Variables.

APNs

Note: You can add more APN accounts for a single service provider by clicking the button at the bottom left.

Name Text Field | Enter a name for specifying the APN configuration. You can also add variables
by clicking the 'Variables' button and clicking beside the
variable you want to add. For more details on variables, refer to the section
Configuring Custom Variables.

Authentication Type Drop-down | Select the authentication type from the drop-down. The options are CHAP or
PAP.

User Name Text Field | Enter the user name used for authentication. You can also add variables by
clicking the 'Variables' button and clicking * beside the variable
you want to add. For more details on variables, refer to the section Configuring
Custom Variables.

Password Text Field | Enter the password used for authentication. You can also add variables by
clicking the 'Variables' button and clicking * beside the variable
you want to add. For more details on variables, refer to the section Configuring
Custom Variables.

e (Click the 'Save' button.

The saved 'Cellular Network' settings screen will be displayed with options to edit the settings or delete the section. Refer to the
section 'Editing Configuration Profiles' for more details.

To configure Certificate settings

The 'Certificate Settings' section is used to upload certificates and will act as a certificate store from which the certificates can be
selected for use in other settings such as 'Wi-Fi, 'Exchange Active Sync', 'VPN' and so on.

+  Click 'Certificate’ from the 'Add Section' drop-down

The 'Certificate Settings' screen will be displayed.
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SS—— ot | oo

Name *

Description

Data *

Certificate Settings - Table of Parameters

Form Element Type Description

Name Text Field | Enter the name of the certificate. You can also add variables by clicking the

'Variables' button and clicking ™ beside the variable you want to
add. For more details on variables, refer to the section Configuring Custom

Variables.
Description Text Field | Enter an appropriate description for the certificate.
Data Browse Browse and upload the required certificate. The extension should be in the
button format pub, crt or key.

e (Click the 'Save' button.

The saved 'Certificate Settings' screen will be displayed with options to edit the settings or delete the section. You can add
multiple Certificate sections for a profile and will be listed under the Certificate link in the profile.

‘ i0S Profile for Purchase Department

= B g Es

Add Section Expoat Profile Clone Profile Dedete Profnile

General AirPlay AirPrint Apn Calendar Certificate

S Add Certificate

Acme certificate Mot Set

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 199



Creating Trust Online®

Comodo Device Manager - Administrator-Guide coMoDo

¢ To add another Certificate section, click 'Add Certificate' above the 'Name' column

»  Click on a link under 'Name' to edit the setting or delete the section. Refer to the section 'Editing Configuration Profiles'
for more details.

To configure Contacts settings
¢ Click 'Contacts' from the 'Add Section' drop-down

The 'Contacts Settings' screen will be displayed.

‘ iOS Profile for Purchase Department

|
|
!
!

Account Description

Account Hoslname *

Account Port *

Account Username

Account Password

O usesst

Principal URL
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Contacts Settings - Table of Parameters

Form Element Type Description

Account Description Text Field | Enter the display name of the CardDav account. You can also add variables by

clicking the 'Variables' button and clicking ™ beside the variable
you want to add. For more details on variables, refer to the section Configuring
Custom Variables.

Account Host Name Text Field | Enter the CardDav host name or IP address. You can also add variables by

clicking the 'Variables' button and clicking ™ beside the variable
you want to add. For more details on variables, refer to the section Configuring
Custom Variables.

Account Port Text Field | Enter the port number on which to connect to the server. You can also add

variables by clicking the 'Variables' button and clicking ™ beside
the variable you want to add. For more details on variables, refer to the section
Configuring Custom Variables.

Account Usemame TextField | the yser name of the CardDav user. Click the 'Variables' button

and click © beside '%u.login%' from the 'User Variables' list. The Usernames
of the users to whom the profile is associated will be automatically filled. For
more details on variables, refer to the section Configuring Custom Variables.

Account Password Text Field | The password for the CardDav account. Leave the field blank. The user will be
prompted to enter the password while configuring the account for the first time.
After it is validated, the users can access the account without entering the
password.

Use SSL Checkbox | If enabled, SSL connection will be established with the CardDav server.

Principal URL Text Field | Enter the Principal URL of the CardDav account.

+ Click the 'Save' button after entering or selecting the parameters.

The saved 'Contacts Settings' screen will be displayed with options to edit the settings or delete the section. Refer to the section
'Editing Configuration Profiles' for more details.

To configure Exchange ActiveSync settings
+  Click 'Exchange ActiveSync' from the 'Add Section' drop-down

The 'Exchange’ settings screen will be displayed.
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Exchange ActiveSync Settings - Table of Parameters

Form Element Type Description
Account Name Text Field | Enter the Exchange ActiveSync account name. You can also add variables by
clicking the 'Variables' button and clicking * beside the variable

you want to add. For more details on variables, refer to the section Configuring
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Exchange ActiveSync Settings - Table of Parameters

Custom Variables.

Exchange ActiveSync host Text Field | Enter the Exchange host name (Microsoft Exchange Server). You can also add

variables by clicking the 'Variables' button and clicking * beside
the variable you want to add. For more details on variables, refer to the section
Configuring Custom Variables.

Allow move Checkbox | If enabled, the user can move sent or received mails to another account.

Disable Mail Recent Syncing | Checkbox | If enabled, recently used emailed addresses are not synced with other devices

via iCloud.

Prevent App Sheet Checkbox | If enabled, mails cannot be sent using third-party applications.

Use SSL Checkbox | If enabled, communication between Exchange server and devices will be
encrypted using SSL.

S/MIME Enabled Checkbox | If enabled, users can sign and encrypt email messages from their devices.

Please note that certificates have to be installed in users' devices before this
feature can be used.

Domain TextField | Aqdress of the account. Click the 'Variables' button and click

beside '%u.mail' from the 'User Variables' list. The email address of the users to
whom the profile is associated will be automatically filled. For more details on
variables, refer to the section Configuring Custom Variables.

User Name TextField | yser name for the account. Click the 'Variables' button and click

beside '%u.login%' from the 'User Variables' list. The Usernames of the
users to whom the profile is associated will be automatically filled. For more
details on variables, refer to the section Configuring Custom Variables.

Email Address TextField | Address of the account. Click the 'Variables' button and click

beside '%u.mail' from the 'User Variables' list. The email address of the users to
whom the profile is associated will be automatically filled. For more details on
variables, refer to the section Configuring Custom Variables.

Password Text Field | Leave the field blank. The user will be prompted to enter the password while
configuring the email account for the first time. After it is validated, the users can
access the email account without entering the password.

Past days of mail to sync Drop-down | Choose the period for which the emails are to be kept synchronized between the
device and the exchange server from the recent past, from the drop-down.

User Certificate Drop-down | Select the user client authentication certificate from the drop-down or upload it
using the 'Add New' button.

¢ Click the 'Save' button.

The saved 'Exchange' settings screen will be displayed with options to edit the settings or delete the section. Refer to the section
'Editing Configuration Profiles' for more details.

To configure Global HTTP proxy settings

»  Click 'Global Proxy HTTP" from the 'Add Section' drop-down
The 'Global Proxy HTTP' settings screen will be displayed.
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Global Proxy Hitp | Concel || _save |

Name *

Praxy Type *
Manual

Praxy Server

Praxy Server Port

Proxy Usemame

Praxy Password

Global HTTP Proxy Settings - Table of Parameters

Form Element Type Description

Name Text Field | Enter the name of the that will be displayed to the users for the i)olicy. YYou can
also add variables by clicking the 'Variables' button and clicking

" beside the variable you want to add. For more details on variables, refer to
the section Configuring Custom Variables.

Proxy Drop-down | Select the proxy type from the drop-down. The options available are:
e None
*  Manual
* Auto

If you select 'Manual', enter the details for IP address of the proxy server, proxy
server port, proxy username and proxy password in the respective fields. You

can also add variables by clicking the 'Variables' button and
clicking ™ beside the variable you want to add.
If you select 'Auto’, enter the URL of the Proxr Pac. You can also add variables

by clicking the "Variables' button and clicking ™ beside the
variable you want to add. For more details on variables, refer to the section
Configuring Custom Variables.
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e (Click the 'Save' button.

The saved 'Global Proxy HTTP' settings screen will be displayed with options to edit the settings or delete the section. Refer to
the section 'Editing Configuration Profiles' for more details.

To configure LDAP settings

e Click 'LDAP' from the 'Add Section' drop-down
The 'LDAP" settings screen will be displayed.

& i0S Profile for Purchase Department

Linp

Account Description

Account Hostmame ®

Account Username

Account Password
""" Use S5L

Search Settings

Description

Scope

Base -

Search Base

LDAP Settings - Table of Parameters

Form Element Description

Account Description Text Field | Enter the display name of the LDAP account. You can also add variables by

clicking the 'Variables' button m and clicking ™ beside the variable
you want to add. For more details on variables, refer to the section Configuring
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LDAP Settings - Table of Parameters

Custom Variables.

Account Hostname Text Field | Enter the LDAP hostname or IP address. You can also add variables by clicking

the 'Variables' button and clicking beside the variable you want
to add. For more details on variables, refer to the section Configuring Custom
Variables.

Account Username Text Field | The username for the LDAP account. You can also add variables by clicking the

‘Variables' button and clicking beside the variable you want to
add. For more details on variables, refer to the section Configuring Custom
Variables.

Account Password Text Field | The password for the LDAP account. You can also add variables by clicking the

‘Variables' button and clicking beside the variable you want to
add. For more details on variables, refer to the section Configuring Custom
Variables.

Use SSL Checkbox | If enabled, the communication will be encrypted.

Search Settings Configure the settings for searching email contacts from the LDAP server. Refer
to the section 'Searching the LDAP directory' below for more details.

Searching the LDAP directory

Admins can search for email contacts in the domain using the search feature.

Search Settings

Description

Scope

Base w

Search Base

LDAP Search Settings - Table of Parameters

Form Element Type Description
Description Text Field | Enter the name of the search
Scope Drop-down | Select from the drop-down to what level in the LDAP tree structure the search
should run.

»  Base - Searches only the defined search base.
*  One level - Searches the base and the first level below it.

e Subtree - Searches the base and all the levels below it.

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 206



Creating Trust Online®

Comodo Device Manager - Administrator-Guide coMoDo

LDAP Search Seftings - Table of Parameters

Search base Text Field | Enter the search base for which the search will be restricted. For example, you
might want to allow users to search only for other email users via LDAP.

*  You can add more 'Search Settings' by clicking the button below.

¢ Toremove a search item, click the x button.
¢ Click the 'Save' button.

The saved 'LDAP' settings screen will be displayed with options to edit the settings or delete the section. You can add multiple
LDAP sections for a profile and will be listed under the LDAP link in the profile.

& i0s Profile for Purchase Department

% @ o 2

-

Add Section Export Profile Clone Praofile Delete Profile

Genaeral Ajr F'|u:~l AirPrint .l"l.pr: Calandar Certificate LDAP
56y Add Ldap
test com Purehase Deparirnent LDA..

e Toadd another LDAP section, click 'Add Ldap' above the 'Host Name' column

«  Click on a link under 'Host Name' to edit the setting or delete the section. Refer to the section 'Editing Configuration
Profiles' for more details.

To configure Mail settings

e Click 'Mail' from the 'Add Section' drop-down
The 'Mail' settings screen will be displayed.
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Path Prefix

Email Account Mame

Mail Account Settings - Table of Parameters

Form Element Type Description

Email Account Description | Text Field | Enter a description for the email account. You can also add variables by clicking
the 'Variables' button and clicking  beside the variable you want
to add. For more details on variables, refer to the section Configuring Custom
Variables.

Allowed values for Email Drop-down | Select IMAP or POP from the email type for the profile.

Type

Path prefix Text Field | This will be visible if IMAP is chosen as Email Type in the previous step. Enter the
path of the inbox in the field. You can also add variables by clicking the 'Variables'
button and clicking * beside the variable you want to add. For
more details on variables, refer to the section Configuring Custom Variables.

Email Account Name TextField | gjick the 'Variables' button and click ™ beside '%u.login%' from the
'User Variables' list. The Usernames of the users to whom the profile is
associated will be automatically filled. For more details on variables, refer to the
section Configuring Custom Variables.

Email Address TextField | gjick the 'Variables' button and click ™ beside '%u.mail' from the
'User Variables' list. The email address of the users to whom the profile is
associated will be automatically filled. For more details on variables, refer to the
section Configuring Custom Variables.

Allow move Checkbox | If enabled, the user can move sent or received mails to another account.

Designates the incoming mail | Text Field | Enter the host name of the incoming mail server or its IP address. You can also

server host name (or IP add variables by clicking the 'Variables' button and clicking
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beside the variable you want to add. For more details on variables, refer to the
section Configuring Custom Variables.

Authentication

Designates the incoming mail | Text Field | Enter the server port number used for incoming mail service. For POP3, it is
server port number usually 110 and if SSL is enabled it is 995. For IMAP, it is usually 143 and if SSL
is enabled it is 993. You can also add variables by clicking the "Variables' button
and clicking * beside the variable you want to add. For more
details on variables, refer to the section Configuring Custom Variables.
Incoming Mail Server TextField | gjick the 'Variables' button and click © beside '%u.login%' from the
Usemame 'User Variables' list. The Usernames of the users to whom the profile is
associated will be automatically filled. For more details on variables, refer to the
section Configuring Custom Variables.
The Authentication Method | Drop-down | Select the type of authentication method for the mail account from the drop-down.
for the Incoming Mail Server The options available are:
*  None
*  Password
 CRAMMD5
* NTLM
e HTTP MD5
Incoming Password Text Field | Leave the field blank. If authentication is chosen in the previous step, then user
will be prompted to enter the password while configuring the email account for the
first time. After it is validated, the users can access the email account without
entering the password.
Incoming Mail Server Use Checkbox | If enabled, communication between incoming mail server and devices is
SSL encrypted using SSL.
Outgoing Mails Server Host | Text Field | Enter the host name or IP address for the outgoing mail server. You can also add
Name variables by clicking the 'Variables' button and clicking ™ beside
the variable you want to add. For more details on variables, refer to the section
Configuring Custom Variables.
Designates the outgoing mail | Text Field | Enter the server port number used for outgoing mail service. If no port number is
server port number specified then ports 25, 587 and 465 are used in the given order. You can also
add variables by clicking the 'Variables' button and clicking
beside the variable you want to add. For more details on variables, refer to the
section Configuring Custom Variables.
Outgoing Mail Server TextField | gjick the 'Variables' button and click ™ beside '%u.login%' from the
Usemame 'User Variables' list. The Usernames of the users to whom the profile is
associated will be automatically filled. For more details on variables, refer to the
section Configuring Custom Variables.
Outgoing Mail Server Drop-down | Select the type of authentication method for outgoing mail server from the drop-

down. The options available are:

e None

»  Password

» CRAM MD5
« NTLM

e HTTP MD5
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Mail Account Settings - Table of Parameters

Outgoing Password Text Field | Leave the field blank. If authentication is chosen in the previous step, then user
will be prompted to enter the password while configuring the email account for the
first time. After it is validated, the users can access the email account without
entering the password.

Outgoing Password Same as | Checkbox | If enabled, the password for incoming will be used for outgoing also.
Incoming Password

Disable Mail Recents Checkbox | If enabled, recently used emailed addresses are not synced with other devices via
Syncing iCloud.
Prevent App Sheet Checkbox | If enabled, outgoing mails can be sent from this account only via mail app.

Outgoing Mail Server Use Checkbox | If enabled, communication between outgoing mail server and devices is

SSL encrypted using SSL.

SMIME Enabled Checkbox | If enabled, users can sign and encrypt email messages from their devices. Please
note that certificates have to be installed in users' devices before this feature can
be used.

e (Click the 'Save' button.

The saved 'Mail' settings screen will be displayed with options to edit the settings or delete the section. You can add multiple
Mail sections for a profile and will be listed under the E-mail link in the profile.

& i0S Profile for Purchase Department

' 5’ o

E:;
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Add Secton Expon Profile Clone Profile Delete Profie

General fl.ll-_"|-'-:|.' AlrPrint Apn Calendar Cartificate E-rmail

SEy Add Mall

1 Bail 1 IMAP

¢ To add another Mail section, click 'Add Mail' above the 'ID' column

«  Click on a link under 'Name' to edit the setting or delete the section. Refer to the section 'Editing Configuration Profiles'
for more details.

To configure Passcode settings
+  Click 'Passcode' from the 'Add Section' drop-down

The 'Passcode Settings' screen will be displayed.
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[1 Allow simple value
[ Require alphanumerc value

Minimum passcode length
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Minimum number of complex characters

Default H

Maximum passcode age
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Default IEI

Passcode history

Maximum grace period for device hock

Deatault

Maximum number of failed attempis

Default ﬂ
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Passcode Settings - Table of Parameters

Form Element Type Description

Allow Simple Value Checkbox | Selecting this will allow the users to configure repeated or sequential characters
in their passwords. For example, '9999' or ABCD.

Require Alphanumeric Value | Checkbox | Selecting this will compel the user to configure at least one number or letter in
their passwords.

Minimum Passcode Length Drop-down | The minimum number of characters that a password should contain. The option
is available to set from 1 to 16.

Minimum Number of Complex | Drop-down | The minimum number of symbols (non alphanumeric characters such as *, %,
Characters @) that a password should contain. The option is available to set from 1 to 4.

Maximum Passcode Age Text Field | Enter the maximum number of days that a password can be valid. The option is
available from 1 day to 730 days. You can also add variables by clicking the

"Variables' button and clicking * beside the variable you want to
add. For more details on variables, refer to the section Configuring Custom
Variables.

Maximum Idle Time Drop-down | Select the period of time in minutes that a device can be idle before it's screen
is automatically locked.

Passcode History Text Field | New passwords should not match previously used passwords. Specify the
number of last used passwords that should be stored for comparison. You can

also add variables by clicking the 'Variables' button and clicking

beside the variable you want to add. For more details on variables, refer to
the section Configuring Custom Variables.

Maximum Grace Period for Drop-down | Select the period from the drop-down how soon the device can be unlocked
Device Lock since last used without prompting the user to enter the password. The option is
available from 'Immediately’ to '4 Hours' If 'Immediately’ is selected, the user has
to enter the password each time the device is unlocked.

Maximum Number of Failed Drop-down | Select the number of unsuccessful login attempts that can be tried by a user
Attempts before the device is wiped clean of all its data and settings. The option is
available to set from 4 to 10. After 6 unsuccessful login attempts, there will be a
time delay before a password can be entered again and the time delay period
increases with each failed login attempt. This time delay begins only after the
sixth attempt, so if you select the period as 6 or lower, there will be no time
delay and data will be erased after the final attempt.

e (Click the 'Save' button.

The saved 'Passcode Settings' screen will be displayed with options to edit the settings or delete the section. Refer to the
section 'Editing Configuration Profiles' for more details.

To configure Proxy settings

e Click 'Proxy' from the 'Add Section' drop-down
The 'Proxy' settings screen will be displayed.
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Proxy Settings - Table of Parameters

Form Element Description
Name Text Field | Enter the name of the that will be displayed to the users for the policy. You can
also add variables by clicking the 'Variables' button and clicking

" beside the variable you want to add. For more details on variables, refer to
the section Configuring Custom Variables.

Proxy Drop-down | Select the proxy type from the drop-down. The options available are:
*  None
*  Manual
* Auto

If you select 'Manual', enter the details for IP address of the proxy server, proxy
server port, proxy username and proxy password in the respective fields. You

can also add variables by clicking the 'Variables' button m and
clicking ™ beside the variable you want to add.
If you select 'Auto’, enter the URL of the Proxr Pac. You can also add variables

by clicking the 'Variables' button and clicking ™ beside the
variable you want to add. For more details on variables, refer to the section
Configuring Custom Variables.

e (Click the 'Save' button.

The saved 'Proxy' settings screen will be displayed with options to edit the settings or delete the section. You can add multiple
Proxy sections for a profile and will be listed under the Proxy link in the profile.
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e To add another Proxy section, click 'Add Proxy" above the ‘Name' column

«  Click on a link under 'Name' to edit the setting or delete the section. Refer to the section 'Editing Configuration Profiles'
for more details.

To configure Restrictions settings
+  Click 'Restrictions' from the 'Add Section' drop-down

The 'Restrictions Settings' screen will be displayed.

& i0s Profile for Purchase Department

Restrictions Settings

[E] Allow App Installation

[E] Allow Camera

[E Allow Face Time

[=] Allow Screen Shot

[=] Allow Global Background Fetch When Roaming
[E Allow assiatant

[ Allow assistant while locked

[E] Allow voice dialing

[=] Allow passhook while locked

Alloed i app '.|l.:|(|'|:|"_¥|'-_‘;
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Device Functionality

Description

Allow App Installation Checkbox | Select this to allow the user to access App Store, iTunes and install or update
apps. If left unchecked, the App Store icon is removed from the device's home
screen and the user cannot access it.

Allow Camera Checkbox | Select this to allow the user to take photos, videos or use FaceTime (if
enabled). If left unchecked, the camera icon is removed from the device and
camera is disabled.

Allow Face Time Checkbox | Select this to allow the user to use FaceTime. Please note the 'Allow Camera'
feature should be enabled.

Allow Screen Shot Checkbox | Select this to allow the user to take screenshots.

Allow Global Background Checkbox | Select this to allow the device when roaming to sync even when an account is

Fetch When Roaming not accessed by a user.

Allow assistant Checkbox | If enabled, users can use Siri, voice commands and dictation.

Allow assistant while Locked | Checkbox | If enabled, users can use Siri even when the device is locked. The checkbox will
be active only when 'Allow Assistant' is enabled.

Allow voice dialing Checkbox | Select this to allow the user to dial their phone using voice commands.

Allow passbook while locked | Checkbox | If enabled, Passbook notifications will be displayed even when the device is
locked.

Allow in app purchases Checkbox | Select this to allow the user to make in-app purchases

Force iTunes store password | Checkbox | If enabled, users have to enter their Apple ID password for making any

entry purchase.

Allow multiplayer gaming Checkbox | Select this to allow the user to play multiplayer game in Game Center.

Allow adding game center Checkbox | If enabled, users can add friends in Game Center.

friends

Allow You Tube Checkbox | If enabled, users can access You Tube. If left unchecked, You Tube app is
disabled and its icon removed from the home screen.

Allow i Tunes Checkbox | If enabled, users can access iTune store. If left unchecked, iTune store is
disabled and its icon removed from the home screen.

Allow Safari Checkbox | Select this to allow the user to browse the Internet using Safari. If left
unchecked, the Safari browser app is disabled and its icon removed from the
home screen.

Safari allow auto fill Checkbox | If enabled, users can use the feature to automatically fill details in a web form
such as user name, password, credit card details and so on.

Safari allow java script Checkbox | If enabled, java script features will be supported in Safari.

Safari allow popups Checkbox | If enabled, popups will be allowed.

Safari force fraud warning Checkbox | If enabled, Safari alerts users when visiting websites that are identified as
compromised or fraudulent.

Safari accept cookies Drop-down | Select from the drop-down when to accept all cookies. The options available

are:
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*  Always

e Never

e From visited site

Allow cloud backup Checkbox | If enabled, users can backup their device data to iCloud.

Allow cloud document sync Checkbox | If enabled, users can synchronize documents between iCloud and their device.

Allow photo stream Checkbox | Users can use Photo Stream if this checkbox is enabled. If a profile with this
restriction is applied to a device, Photo Stream photos will be removed from the
device and no photos from Camera Roll will be uploaded to Photo Stream.

Allow shared stream Checkbox | If enabled, users can share and view photos in Photo Stream.

Allow diagnostic submission | Checkbox | If enabled, iOS diagnostic information will be sent to Apple.

Allow untrusted TLS prompt | Checkbox | If enabled, users will be prompted if they want to trust unverified certificates.
This settings applies to Calendar accounts, Contacts, Safari and to Mail.

Force encrypted backup Checkbox | If left unchecked, in iTunes users have the option to encrypt or not encrypt
backups from the device to a local computer. If this checkbox is enabled, in
iTunes users are forced to encrypt the backup.

Allow explicit content Checkbox | If enabled, explicit content include music and video will be displayed in iTunes
store instead being hidden. Content providers flag explicit content for easy
identification.

Allow iBookstore Checkbox | If enabled, users can access iBookstore, an online bookstore from Apple. Note:

This option is available for supervised devices only.

Allow iBookstore erotica If enabled, users can access explicit or adult content materials from iBookstore.
Note: This option is available for supervised devices only.

Allow account modification Checkbox | Select this to allow account modification on devices.
Note: This feature is available for iOS 7 and later versions and supervised
devices only.

Allow air drop Checkbox | Select this to allow Air Drop on devices.
Note: This feature is available for iOS 7 and later versions and supervised
devices only.

Allow app cellular data Checkbox | If enabled, users can make changes to cellular data usage for apps on devices.

modification Note: This feature is available for iOS 7 and later versions and supervised

devices only.

Allow assistant user generated | Checkbox | Select this to enable Siri to query user generated content from the Internet on

content devices.
Note: This feature is available for iOS 7 and later versions and supervised
devices only.

Allow cloud keychain sync Checkbox | If enabled, users can sync Apple Keychain on iCloud on devices.

Note: This feature is available for iOS 7 and later versions.

Allow find my friends Checkbox | Select this to enable Find My Friends on devices.

modification Note: This feature is available for iOS 7 and later versions and supervised
devices only.

Allow fingerprint for unlock Checkbox | Select this to enable Touch ID to unlock devices.
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Note: This feature is available for iOS 7 and later versions.

et

¢ Click the 'Save' button.

Allow game center Checkbox | If enable, users can access Game Center, an online multiplayer social gaming
network. Note: This option is available for supervised devices only.
Allow host pairing Checkbox | Select this to allow host pairing on devices.
Note: This feature is available for iOS 7 and later versions and supervised
devices only.
Allow lock screen control Checkbox | Select this option to allow Control Center to be displayed in the lock screen.
center Note: This feature is available for iOS 7 and later versions.
Allow lock screen notifications | Checkbox | Select this option to allow Notification Center to be displayed in the lock screen.
view Note: This feature is available for iOS 7 and later versions.
Allow lock screen today view | Checkbox | Select this option to allow the Today View in Notification Center to be displayed
in the lock screen.
Note: This feature is available for iOS 7 and later versions.
Allow open from Managed to | Checkbox | If enabled, users can send data from managed apps to unmanaged apps.
Unmanaged Note: This feature is available for iOS 7 and later versions.
Allow open from Unmanaged | Checkbox | If enabled, users can send data from unmanaged apps to managed apps.
to Managed Note: This feature is available for iOS 7 and later versions.
Allow OTAPKI updates Checkbox | Select this option to allow over-the-air public key infrastructure (OTAPKI)
updates on devices.
Note: This feature is available for iOS 7 and later versions.
Allow Ul configuration profile | Checkbox | Select this option to allow users to install Ul configuration profile.
installation Note: This option is available for supervised devices only.
Force limit ad tracking Checkbox | Select this to limit ad tracking on devices.
Note: This feature is available for iOS 7 and later versions.
Autonomous single app mode | Text Field | Enter the app identifier in the field. The user will able to see only the app
permitted app IDs entered in this field. You can also add variables by clicking the 'Variables' button
and clicking * beside the variable you want to add. For more
details on variables, refer to the section Configuring Custom Variables.
*  Toadd Autonomous single app mode permitted app IDs, click +
button.
*  Toremove the field, click the == heside it.
Note: This feature is available for iOS 7 and later versions and supervised
devices only.
Rating region Drop-down | Select the region whose ratings are to be followed, from the drop-down.
Rating movies Drop-down | Choose the rating to allow watching the movies with the chosen rating.
Rating TV Shows Drop-down | Choose the rating to allow watching the TV shows with the chosen rating.
Rating apps Drop-down | Choose the rating to allow using apps with the chosen rating.
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The saved 'Restrictions Settings' screen will be displayed with options to edit the settings or delete the section. Refer to the
section 'Editing Configuration Profiles' for more details.

To configure Single Sign-On settings

This settings is used to configure Kerberos authentication process and is available in iOS 7 or later versions only.
e Click 'Single Sign-On' from the 'Add Section' drop-down

The 'Single Sign On' settings screen will be displayed.

& i0s Profile for Purchase Department
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Realm *
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Single Sign-On Settings - Table of Parameters

Form Element Type Description

Name Text Field | Enter the name for the account. You can also add variables by clicking the

"Variables' button m and clicking ™ beside the variable you want to
add. For more details on variables, refer to the section Configuring Custom

Variables.
Principal Name Text Field | Enter the Kerberos Erinciial name. You can also add variables by clicking the
"Variables' button and clicking ™ beside the variable you want to

add. For more details on variables, refer to the section Configuring Custom

Variables.
Realm Text Field | Enter the Kerberos realm name in proper capitals. You can also add variables
by clicking the 'Variables' button E and clicking ™ beside the

variable you want to add. For more details on variables, refer to the section
Configuring Custom Variables.

URL prefix matches Text Field | Enter the URL prefix, which must be matched in order to use this account for
Kerberos authentication over HTTP. You can also add variables by clicking the
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"Variables' button m and clickihg ™ beside the variable you want to
add. For more details on variables, refer to the section Configuring Custom
Variables.

Comodo Device Manager - Administrator-Guide coMoDo

Click + button to add more 'URL prefix matches' fields. To remove a URL
prefix, click the minus === bytton beside it.

App identifier matches Text Field | Enter the bundle ID of apps that are allowed to use for this login. If this field is
left blank, this login matches all app IDs. You can also add variables by clicking

the 'Variables' button and clickihng ™ beside the variable you want
to add. For more details on variables, refer to the section Configuring Custom
Variables.

Click + button to add more 'App identifier matches' fields. To remove an
App identifier match, click the minus === bytton beside it.

e (Click the 'Save' button.

The saved 'Single Sign-On' settings screen will be displayed with options to edit the settings or delete the section. You can add
multiple Single Sign-On sections for a profile and will be listed under the Single Sign-On link in the profile.

@& i0S Profile for Purchase Department

=3 £ g G

Add Section Export Profile Clone Profile Delete Profile

General AirPlay AirPrint Apn Calendar Certificate Proxy Single Sign-On

S8y Add Single Sign On

1 Acme S50 BCITHE_S30, COM ACME

*  Toadd another SSO section, click 'Add Single Sign-On' above the 'ID' column

»  Click on a link under 'Name' to edit the setting or delete the section. Refer to the section 'Editing Configuration Profiles'
for more details.

To configure Subscribed Calendar settings

»  Click 'Subscribed Calendars' from the 'Add Section' drop-down

The 'Subscribed Calendar' settings screen will be displayed.
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Subscribed Calendars Settings - Table of Parameters

Form Element Type Description

Description Text Field | Enter the description of the calendar subscription. You can also add variables

by clicking the 'Variables' button and clicking * beside the
variable you want to add. For more details on variables, refer to the section
Configuring Custom Variables.

URL Text Field | Enter the URL of the subscribed calendar file. You can also add variables by
clicking the 'Variables' button and clicking * beside the variable
you want to add. For more details on variables, refer to the section Configuring
Custom Variables.

Username Text Field

The user name for the subscription. Click the 'Variables' button

and click = beside '%u.login%' from the 'User Variables' list. The Usernames
of the users to whom the profile is associated will be automatically filled. For
more details on variables, refer to the section Configuring Custom Variables.

Password Text Field | The password for the subscription. Leave the field blank. The user will be
prompted to enter the password while configuring the account for the first time.
After it is validated, the users can access the account without entering the
credentials.

Use SSL Checkbox | If enabled, SSL connection will be established with the server.

¢ Click the 'Save' button.

The saved 'Subscribed Calendar' settings screen will be displayed with options to edit the settings or delete the section. You can
add multiple Subscribed Calendar sections for a profile and will be listed under the Subscribed Calendar link in the profile.
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HOST NAME USER NAME DESCRIPTION |

192.168.1.1 Purchase_sub_calendar

e To add another Subscribed Calendar section, click 'Add Subscribed Calendar' above the 'Host Name' column

«  Click on a link under 'Host Name' to edit the setting or delete the section. Refer to the section 'Editing Configuration
Profiles' for more details.

To configure VPN settings
+  Click 'VPN' from the 'Add Section' drop-down
The settings screen for VPN will be displayed.

& i0S Profile for Purchase Department
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Connection type *
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Form Element Description
User name Text Field | Enter the name of the connection, which will be displayed on the device. You
can also add variables by clicking the 'Variables' button and

clicking " beside the variable you want to add. For more details on variables,
refer to the section Configuring Custom Variables.

Connection type Drop-down | Choose the VPN connection type from drop-down. The options available are:

L2TP, PPTP, IPSec, Cisco Any Connection, Juniper SSL, F5 SSL and Open
VPN. The settings for each type is explained in the next table, VPN connection
type seftings.

Proxy Drop-down | Select the proxy settings for the VPN from the drop-down. You can create a
new proxy by clicking the 'Add New' button beside it. The options available are:

¢« None
e Manual
e Auto

If you select 'Manual', enter the IP address of the proxy server, proxy server
port, proxy username and proxy password in the respective fields.

If you select 'Auto’, enter the URL of the Proxy Pac.

VPN Connection Type settings

VPN Connection Type Settings - Table of Parameters

Connection Type Description

L2TP = Override Primary - Enable this to override the primary server.

e Comm Remote Address - Enter IP address or host name of the VPN server. You
can also add variables by clicking the 'Variables' button and clicking
beside the variable you want to add.

*  Auth Name - Enter the VPN account user name. You can also add variables by

clicking the 'Variables' button and clicking " beside the variable you
want to add.

¢ Auth Protocol - Select the authentication method whether 'Password' or 'RSA
SecurlD'

e Auth Password - This is enabled only if 'Password' is selected in 'Auth Protocol'.
The user must enter the password or include a variable by clicking the 'Variables'

button and clicking beside the variable you want to add.

e Token Card - Select this if you have chosen 'RSA SecurlD' in 'Auth Protocol'.

e Auth EAP Plugins - Applicable only if RSA SecurID is being used. Enter the 'EAP-
RSA' value or add a variable by clicking the 'Variables' button and
clicking ™ beside the variable you want to add.

e Shared secret - Applicable only if RSA SecurlD is being used. The user must enter
the shared secret or add a variable by clicking the 'Variables' button
and clicking * beside the variable.
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For more details on variables, refer to the section Configuring Custom Variables.

PPTP *  Override Primary - Enable this to override the primary server.

e Comm Remote Address - Enter IP address or host name of the VPN server. You
can also add variables by clicking the 'Variables' button and clicking
beside the variable you want to add.

e Auth Name - Enter the VPN account user name. You can also add variables by

clicking the 'Variables' button and clicking beside the variable you
want to add.

¢ Auth Protocol - Select the authentication method whether 'Password' or 'RSA
SecurlD'

e Auth Password - This is enabled only if 'Password' is selected in 'Auth Protocol'.
The user must enter the password or add a variable by clicking the 'Variables'

button and clicking * beside the variable.

*  Token Card - Select this if you have chosen 'RSA SecurlD' in 'Auth Protocol'.

e Auth EAP Plugins - Applicable only if RSA SecurlD is being used. Enter the 'EAP-
RSA' value or add a variable by clicking the 'Variables' button and
clicking " beside the variable.

*  Encryption Level - Select the encryption level from the drop-down. The options
available are, None, Automatic and Maximum (128 bit).

*  Shared secret - Applicable only if RSA SecurlD is being used. The user must enter
the shared secret or add a variable by clicking the 'Variables' button
and clicking " beside the variable.

For more details on variables, refer to the section Configuring Custom Variables.

IP SEC e Override Primary - Enable this to override the primary server.

¢ Server - Enter IP address or host name of the VPN server. You can also add

variables by clicking the 'Variables' button and clicking * beside the
variable you want to add.

e Account - Enter the VPN account name. You can also add variables by clicking the
'Variables' button and clicking * beside the variable you want to add.

e Password - The user should enter the password for the account or add a variable
by clicking the "Variables' button and clicking " beside the variable.

e Authentication Method - Select the authentication method from the drop-down either
Shared secret / Group name or Certificate.

»  Shared secret / Group name - If this is selected, then the user should
enter the shared secret and group name in the 'Shared secret' and 'Local
identifier' fields. If 'Hybrid authentication' is selected, then the
authentication should end with the hybrid in the 'Local identifier' field.

»  Certificate - If this is selected, the following options are available:
»  Password encryption - The password will be encrypted

*  Prompt for VPN PIN - If selected, the user will be prompted to
enter the VPN Pin while connecting.

*  Ondemand enabled - If selected, the VPN connection is
determined depending on the domains added in the Domain
field and type selected.
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»  Choose Certificate - Select the certificate from the drop-down or
upload it using the 'Add New' button.

*  Domain - This is enabled only if 'On demand enabled' is
selected. Enter the domain names which when the users visit
will initiate a VPN connection depending on the type selected.

*  Type - Determines whether the VPN connection should be
established or not.

e Always establish - Initiates a VPN connection for the
specified domains.

e Never establish - The specified domains should never
trigger a VPN connection attempt.

e Establish if needed - The specified domains should
trigger a VPN connection attempt if domain name
resolution fails.

o Click the IS

To remove a domain section, click the x button beside it.

button to include more domain sections.

For more details on variables, refer to the section Configuring Custom Variables.

Cisco AnyConnection, F5 SSL Override Primary - Enable this to override the primary server.

and Open VPN . , . .
*  Certificate - Select the required certificate from the drop-down or click the 'Add New'

button to upload the certificate.

¢ Remote Address - Enter IP address or host name of the VPN server. You can also

add variables by clicking the "Variables' button and clicking * beside
the variable you want to add.

e Auth Name - Enter the VPN account user name. You can also add variables by

clicking the 'Variables' button and clicking beside the variable you
want to add.

*  Auth Password - The password for the VPN connection. The user must enter the
password or add a variable by clicking the 'Variables' button and
clicking = beside the variable.

*  Authentication Method - Select the authentication method from the drop-down either
Shared secret / Group name or Certificate.

e Shared secret / Group name - If this is selected, then the user should enter the
shared secret in the 'Group' field.

«  Certificate - If this is selected, the following options are available:
e Group - Enter the shared secret

« |D Certificate - Select the authentication certificate or click the 'Add New' button and
upload the certificate.

e Ondemand enabled - If selected, the VPN connection is determined depending on
the domains added in the Domain field and type selected.

e Domain - This is enabled only if 'On demand enabled' is selected. Enter the domain
names which when the users visit will initiate a VPN connection depending on the
type selected.

e Type - Determines whether the VPN connection should be established or not.

e Always establish - Initiates a VPN connection for the specified domains.

e Never establish - The specified domains should never trigger a VPN connection
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VPN Connection Type Settings - Table of Parameters

attempt.

e Establish if needed - The specified domains should
trigger a VPN connection attempt if domain name
resolution fails.

o Click the IS

To remove a domain section, click the x button beside it.

button to include more domain sections.

For more details on variables, refer to the section Configuring Custom Variables.

Juniper SSL e Override Primary - Enable this to override the primary server.

*  Certificate - Select the required certificate from the drop-down or click the 'Add New'
button to upload the certificate.

¢ Remote Address - Enter IP address or host name of the VPN server. You can also

add variables by clicking the 'Variables' button and clicking * beside
the variable you want to add.

e Auth Name - Enter the VPN account user name. You can also add variables by

clicking the 'Variables' button and clicking beside the variable you
want to add.

e Realm - Enter the name of the authentication server. You can also add variables by

clicking the 'Variables' button and clicking " beside the variable you
want to add.

*  Role - Enter the role of the user. You can also add variables by clicking the
‘Variables' button and clicking beside the variable you want to add.

*  Authentication Method - Select the authentication method from the drop-down either
Shared secret / Group name or Certificate.

»  Shared secret / Group name - If this is selected, then the user should
enter the shared secret in the 'Group' field.

»  Certificate - If this is selected, the following options are available:
*  Group - Enter the shared secret

e |D Certificate - Select the authentication certificate or click the
'Add New' button and upload the certificate.

*  Ondemand enabled - If selected, the VPN connection is
determined depending on the domains added in the Domain
field and type selected.

*  Domain - This is enabled only if 'On demand enabled' is
selected. Enter the domain names which when the users visit
will initiate a VPN connection depending on the type selected.

*  Type - Determines whether the VPN connection should be
established or not.

*  Always establish - Initiates a VPN connection for the
specified domains.

e Never establish - The specified domains should never
trigger a VPN connection attempt.

«  Establish if needed - The specified domains should
trigger a VPN connection attempt if domain name
resolution falils.

Add

e Click the button to include more domain

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 225



cCOMODO

Creating Trust Online®

Comodo Device Manager - Administra

VPN Connection Type Settings - Table of Parameters

sections. To remove a domain section, click the x
button beside it.

For more details on variables, refer to the section Configuring Custom Variables.

¢ Click the 'Save' button.

The saved 'VPN' settings screen will be displayed with options to edit the settings or delete the section. You can add multiple
VPN sections for a profile and will be listed under the name link in the profile.

& i0s Profile for Purchase Department

® @ o £

-

Add Section Export Prodile Clone Profile Delete Profie

General AirPlay AlrPrint Apn Calendar Certificate VPN
Sy Add VPN
HAME CONNECTION TYPE
Vpni 1 LZTP

¢ To add another VPN section, click 'Add VPN' above the 'Name' column

Click on a link under 'Name' to edit the setting or delete the section. Refer to the section 'Editing Configuration Profiles'
for more details.

To configure Per-App VPN settings

If you would like to connect only certain apps to VPN, then this feature allows you to configure the settings. This feature is
available for iOS 7 and later versions.

+  Click 'VPN Per App' from the 'Add Section' drop-down
The settings screen for VPN will be displayed.
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‘ i0S Profile for Purchase

Department

VP P AP

On Demand Match App Enabled

Safari Domains

Ueer mame

Connection type *

LZTP -

e OnDemand Match App Enabled - Select this checkbox to enable per-app VPN connection.

»  Safari domains - Enter the domain that will trigger this VPN connection in Safari. You can also add variables by
clicking the 'Variables' button FSiieil and clicking ™ beside the variable you want to add. For more details on

variables, refer to the section Configuring Custom Variables. Click the +
you want to remove a domain from the list, click the === button beside it.

button to add more domains in the field. If

For details on other settings please refer to the section 'To configure VPN settings'.
»  Click the 'Save' button.

The saved 'VPN Per App' settings screen will be displayed with options to edit the settings or delete the section. You can add
multiple VPN Per App sections for a profile and will be listed under the name link in the profile.

® i0S Profile for Purchase Department

= @ s

Add Section Export Prodile Clone Profile Delete Profile

General Mir F‘|u'_||l AirPrint Apn Calendar Certificate pm-.l"l.pp VPN

S8y Add VPN Per App

Vpn 1 LZTP
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e Toadd another VPN Per App section, click '‘Add VPN Per App' above the 'Name' column

»  Click on a link under 'Name' to edit the setting or delete the section. Refer to the section 'Editing Configuration Profiles'
for more details.

To configure Web Clip settings

e Click 'Web Clip' from the 'Add Section' drop-down
The 'Web Clip Settings' screen will be displayed.

‘ i0S Profile for Purchase Department

p— [ ] e ]

Label

Url

] 1s Removable
[ Pre Composed
[0 Full Screen

leon

Web Clip Settings - Table of Parameters

Form Element Type Description
Label Text Field | Enter the display name of the Web Clip. You can also add variables by clicking
the 'Variables' button and clicking * beside the variable you want
to add. For more details on variables, refer to the section Configuring Custom
Variables.
URL Text Field | Enter the URL to be displayed when Web Clip is opened. You can also add
variables by clicking the 'Variables' button and clicking ™ beside

the variable you want to add. For more details on variables, refer to the section
Configuring Custom Variables.

Is Removable Checkbox | If enabled, users can remove the Web Clip from their devices.

Pre Composed Checkbox | If enabled, the Web Clip icon will be displayed with no added visual effects.
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Web Clip Settings - Table of Parameters

Full Screen Checkbox | If enabled, the Web Clip will be displayed as a full screen application.

Icon Button Upload the image to be used as icon for the Web Clip.

e (Click the 'Save' button.

The saved 'Web Clip' settings screen will be displayed with options to edit the settings or delete the section. You can add
multiple Web Clip sections for a profile and will be listed under the Web Clip link in the profile.

@ i0S Profile for Purchase Department

2 (E7 o’ o
Add Section Expost Profile Clone Profile Dedete Profiie
General AirPlay AirPrint Apn Calendar Certificate Web Clip

S5y Add Web Clip

1 Web |:'|||:| 1

*  To add another Web Clip section, click '"Add Web Clip' above the 'ID' column

»  Click on a link under 'Name' to edit the setting or delete the section. Refer to the section 'Editing Configuration Profiles'
for more details.

To configure Wi-Fi settings

e Click 'Wi-Fi' from the 'Add Section' drop-down

The '"Wi-Fi' settings screen will be displayed.
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Department

S5ID*

|:| Aurto join

[0 Hidden netwark

Encryption type

None

Proxy
Choose Proxy

[0 1= hotspot

Damain name

Desplayed operator name

Roaming consortium ois

MAI realm names

‘ i0S Profile for Purchase

D Si_'l i l_l"l v LI 2 PogEm |r1g & Fia D ;I

b Add New

== +

| veieies Yl

Form Element

Wi-Fi Settings - Table of Parameters

Description

SSID Text Field | Enter a unique identifier (Service Set Identifier) of a wireless network that a device
should connect to.
Note: IniOS 7 and later versions, this is optional if Domain Name value is
provided.

Auto Join Checkbox | If enabled, devices will automatically connect to the configured wireless network.
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Hidden Network Checkbox | Specify whether the wireless network is hidden or not.
Encryption Type Drop-down | Select the type of encryption used by the wireless network from the drop-down.
The options available are:
e None
o WEP
«  WPA/WPA2
* Any

e WEP Enterprise
*  WPA/WPA2 Enterprise
*  Any (Enterprise)

The Password field will appear if any of the options, WEP, WPA / WPA2 and Any
(Personal) are chosen.

If any of the Enterprise is chosen, then select the supported protocols and
configure authentication. The options available are: TLS, LEAP, TTLS, PEAP,
EAP-FAST, EAP-SIM, Use Pac and Provision Pac Anonymously.

Password Text Field | Leave the field blank. The user will be prompted to enter the password while
accessing the Wi-Fi network.

Proxy Drop-down | Select the proxy settings for the wireless network from the drop-down. To include
more proxies, click the 'Add New' beside the field. The 'Create New Proxy' dialog
will be displayed. Enter the proxy name in the 'Name' field. 'The options available
for proxy type are:

¢ None
e Manual
e Auto

If you select 'Manual', enter the IP address of the proxy server, proxy server port,
proxy username and proxy password in the respective fields and click the 'Create
button.

If you select 'Auto’, enter the URL of the Proxy Pac and click the 'Create' button.

Is Hotspot Checkbox | If enabled, the network is treated as a hotspot.

Service Provider Roaming | Checkbox | If enabled, devices can connect to roaming service providers.
Enabled

Domain Name Text Field | Enter the domain name used for Wi-Fi hotspot 2.0 which the devices will connect
to. This is optional and can be provided instead of Service Set Identifier. You can

also add variables by clicking the 'Variables' button and clicking
beside the variable you want to add. For more details on variables, refer to the
section Configuring Custom Variables.

Note: This feature is available for iOS 7 and later versions.

Displayed Operator Name | Text Field | Enter the network operator name that will be displayed in the devices. You can

also add variables by clicking the 'Variables' button and clicking
beside the variable you want to add. For more details on variables, refer to the
section Configuring Custom Variables.

Note: This feature is available for iOS 7 and later versions.

Roaming Consortium Ols | Text Field | Enter the Roaming Consortium Organization Identifier of the service provider to
which the devices will connect to. You can also add variables by clicking the

"Variables' button and clicking beside the variable you want to
add. For more details on variables, refer to the section Configuring Custom
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Variables.
To removed the field, click the == hytton beside it.

Click the +

button to add Roaming Consortium Ols fields.

Note: This feature is available for iOS 7 and later versions.

NAI Realm Names Text Field | Enter the Network Access Identifier (NAI) realm names used for Wi-Fi hotspot 2.0.
You can also add variables by clicking the 'Variables' button m and

clicking ™ beside the variable you want to add. For more details on variables,
refer to the section Configuring Custom Variables.

To remove the field, click the == beside it.

Click the +

Note: This feature is available for iOS 7 and later versions.

button to add more NAI Realm Names.

e (Click the 'Save' button.

The saved 'Wi-Fi' settings screen will be displayed with options to edit the settings or delete the section. You can add multiple
Wi-Fi sections for a profile and will be listed under the Wi-Fi link in the profile.

® i0S Profile for Purchase Department

m & B

-
Add Section Expodt Prafile Clane Prafile Dedete Prafile

General AirPlay AirPrint Apn Calendar Certificate Proxy Wi-Fi
S Add WiFi
(= vemem
Purchasze Depl. WiFi MNane

¢ To add another Wi-Fi section, click 'Add Wi-Fi' above the 'SSID' column

»  Click on a link under 'SSID' to edit the setting or delete the section. Refer to the section 'Editing Configuration Profiles'
for more details.

6.1.3. Profiles for Windows Devices
Windows profiles allow you to specify security settings for CES installed at the managed Windows devices.
Security profiles to be applied to Windows endpoints can be added to CDM in two ways:

»  Creating the profile by defining the parameters and settings for security components from the CDM interface. Refer to
Creating Windows Profiles for more details.

* Importing a CES profile from a remotely managed PC or from from a stored configuration profile (.cfg file) into CDM.
Refer to the section Importing Windows Profiles for more details.
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6.1.3.1. Creating Windows Profile

To create a new Windows profile

Click 'Profiles' from the left then choose 'Profiles List'
Click 'Create' then select 'Create Windows Profile'

Specify a name and description for your profile then click the 'Create' button. This profile will now appear in the 'Profile
List'.

New profiles have only one tab - 'General'. You can configure permissions and settings for various areas by clicking
the 'Add Section' button. Each section you add will appear as a new tab.

Once you have fully configured your profile you can apply it to devices and device groups.
You can make any profile a 'Default’ profile by selecting the 'General' tab then clicking the 'Edit' button.

This part of the guide explains the processes above in more detail, and includes in-depth descriptions of the settings
available for each profile section.

To create a new profile, click 'Profiles > Profile List > Create":

= Profiles List

®) ®

- -

Create Imnpor

Create Android Profile

Create Windows Profile

The 'Create Windows Profile' screen will be displayed.
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Create Windows Profile

MName *

Finance Dept Computers

Description

CES Security profile for computers in Finance dept.

e Enter a name and description for the profile
e Click the 'Create’ button

The Windows profile will be created and the 'General Settings' section will be displayed with its default profile status as disabled.
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Profiles List / Finance Dept Computers & Logout (John Smith)

== Finance Dept Computers

® & & &

Add Section Export Profile Clone Profile Delete Profile

General

General Settings

Mame

Finance Dept Computers
Iz Default

Disabled

Description

CES Security profile for computers in Finance dept.

S 5
Edit
*  If you want this profile to be a default profile, click on the 'Edit' button 4 at the top right of the 'General’
settings screen and select the 'Is Default' option.
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General Settings

MName
Finance Dept Computers

Is Default

General

—

Mame

Finance Dept Computers
O IsDefault

Description

CES Security profile for computers in Finance dept.

*  Click the 'Save' button.
The next step is to add the components for the profile.

»  Click the 'Add Section' drop-down button and select the component from the list that you want to include for the profile.
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&R Finance Dept Computers

& & ®

Export Profile  ¢one profile  Delete Profile

Antivirus

File Rating
Firewall
Sandbox
Viruscope

HIPS

Valkyrie

CES Update Rule

If the changes in the configuration of the component requires the restart of the endpoint to which the profile is applied, an alert
dialog will be displayed.

End-Point Restart Alert Close

Please be aware that "Adding Antivirus" will require system restart for the endpoints with
this profile. Would you like to continue?

¢ Click 'Confirm' to continue.

The settings screen for the selected component will be displayed and after saving the settings, it will be available as links at the
top.
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Finance Dept Computer: Antivirus

== Finance Dept Computers

® & & &

-

Add Section Bxport Profile Clone Profile Delete Profile

e @

Realtime Scan Scans Exclusions

Enable Realtime Scan (Recommended)

Following sections explain more about each of the settings:

*  Antivirus

*  File Rating
*  Firewall

+  Sandbox

»  Viruscope
+ HIPS

«  Valkyrie

*  CES Update Rule

6.1.3.1.1. Antivirus Settings

The Antivirus setting screen has sub-sections that allow you to configure Real Time Scans (a.k.a 'On-Access' scanning),
Custom Scans, and Exclusions (a list of the files you consider safe) for the profile.

To configure Antivirus settings
e Choose 'Antivirus' from the 'Add' drop-down
The settings screen for Antivirus will be displayed.

* Real Time Scan - To set the parameters for on-access scanning

e Scans - To create scan profiles and run custom scans, schedule custom scans and set the parameters for
custom scans

*  Exclusions - To add items to be skipped on Antivirus scans at the devices, to which the profile is applied.

Realtime Scan Settings
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General Antivirus

Realtime Scan Scans Exclusions

Enable Realtime Scan (Recommended)

Run cache builder when computer is idle
Scan computer memory after the computer starts

Show antivirus alerts

Quarantine Threats -
Decompress and scan archive files of extension(s):

Extensions: *exe *rar *zip

Set new on-screen alert timeout to (sec.):

120

Set new maximum file size limit to (mb):

40

Set new maximum script size limit to (mb):

Use heuristic scanning

Low -

Realtime Scan Settings - Table of Parameters

Form Element Description

Enable Realtime Scan The Real time Scanning (aka 'On-Access Scanning') is always ON protection for checking files
in real time when they are created, opened or copied. (as soon as a user interacts with a file,
CES checks it). This instant detection of viruses assures the user, that the system is
perpetually monitored for malware and enjoys the highest level of protection.

*  Choose whether of not to enable real time scanning.

Enable Scanning CES will employ various optimization techniques like running the scan in the background in
Optimizations
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order to reduce consumption of system resources and speed-up the scanning process.

e Choose whether of not to enable scanning optimizations.

Run cache builder when
computer is idle

The CES installation at the device runs the Antivirus Cache Builder whenever the computer is
idle to boost real-time scanning

Scan computer memory after
the computer start

Select this option to run the antivirus scan on the system memory during system start-up of the
endpoint

Show antivirus alerts

Allows you to configure whether or not to show antivirus alerts at the endpoints, when malware
is encountered. Deselecting 'Show antivirus alerts' will minimize disturbances but at some loss
of user awareness. If you choose not to show alerts then you have a choice of default
responses that CES should automatically take - either 'Block Threats' or '‘Quarantine Threats'.

*  Quarantine threats - Moves the detected threat(s) to quarantine for your later
assessment and action.

»  Block threats - Stops the application or file from execution, if a threat is detected in it.

Decompress and scan
archive files of extensions

CES can scan all types of archive files such as .jar, RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ
and CAB if this option is selected. CES generates an alert even on the presence of viruses in
compressed files before the end-user opens them.

On selecting the option, you can add the archive file types that should be decompressed and
scanned by clicking file types that are displayed below it and adding the new file types from the
'Extensions' dialog.

Set new on-screen alert
timeout to (secs)

Select the option to set the time period (in seconds) for which the alert message should stay on
the screen at the endpoint. (Default = 120 seconds)

Set new maximum file size to
(MB)

Select the option to set a maximum size (in MB) for the individual files to be scanned during on-
access scanning. Files larger than the size specified here, will not be not scanned. (Default =
40 MB)

Set new maximum script size
limit to (MB)

Select the option to set a maximum size (in MB) for the script files to be scanned during on-
access scanning. Files larger than the size specified here, are not scanned. (Default = 4 MB)

Use heuristics scanning

Allows you to enable or disable Heuristics scanning and define scanning level.

If enabled, you can select the level of Heuristic scanning from the drop-down:

e Low - 'Lowest' sensitivity to detecting unknown threats but will also generate the
fewest false positives. This setting combines an extremely high level of security and
protection with a low rate of false positives. Comodo recommends this setting for
most users. (Default)

e Medium - Detects unknown threats with greater sensitivity than the 'Low' setting but
with a corresponding rise in the possibility of false positives.

*  High- Highest sensitivity to detecting unknown threats but this also raises the
possibility of more false positives too.

Background Note: Heuristic techniques identify previously unknown viruses and Trojans.
'Heuristics' describes the method of analyzing the code of a file to ascertain whether it contains
code typical of a virus. If it is found to do so then the application deletes the file or recommends
it for quarantine. Heuristics is about detecting virus-like behavior or attributes rather than
looking for a precise virus signature that matches a signature on the virus blacklist.

This is a quantum leap in the battle against malicious scripts and programs as it allows the
engine to 'predict' the existence of new viruses - even if it is not contained in the current virus
database.

¢ Click the 'Save' button at the bottom.

Custom Scans
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The 'Scans' pane allows you to view, edit, create and run custom virus scans. Each profile is a collection of scanner settings that
tell CES:

*  Where to scan (which files, folders or drives should be covered by the scan)
*  When to scan (you have the option to specify a schedule)

*  How to scan (options that let you specify the behavior of the scan engine when running this profile)
To create a custom scan profile

e (Click the 'Add' button in the Scans screen

General Antivirus

Realtime Scan Scans Exclusions

This page allow you to add, remove and edit scan profiles and scheduled tasks.

Add

Add Scan Profile

Define items to be scanned, scanning options and running schedule.

Scan name

Scan name

ltems

Q AddFile  €) AddFolder € AddRegion

Options

Schedule

The 'Add Scan Profile' dialog will be displayed.
e Enter the name of the custom scan in the 'Scan name' field

By default, the 'ltems' section will be displayed allowing you to specify the file name, folder and region to be included in the
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custom scan profile.

e Add File - Allows you to add a specific file or you can also choose to add files with the same extension using the
wildcard character

e Add Folder - Allows you to add a folder name

*  Add Region - Allows you to add predefined regions to the profile. For example, 'Entire Computer’, '‘Commonly Infected
Areas' and 'Memory'.

The entered/selected items will be displayed.

Add Scan Profile

Define items to be scanned, scanning options and running schedule.

Scan name

Finance Department Custom Scans

ltems

€ AddFile € AddFolder € Add Region

O Commonly Infected Areas

O bank statements

m 50 100

Options

Schedule

e Toremove an item from the list, select it and click 'Remove'.
The next step is to define how the selected items should be scanned.

e Click 'Options'
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Add Scan Profile

Define items to be scanned, scanning options and running schedule.

Scan name

Finance Department Custom Scans

Items
Options .
' [5] Enable Scanning optimizations
This option increases the scanning speed significantly.
' [E] Decompress and scan compressed files
i files e.g. .zip, .rar, etc. during

This option allows scanner to decompress archive

Update virus database before running
This option makes sure the database is updated before running the scan.
[5] Detect potentially unwanted applications
Potentially unwanted applications are programs that are unwanted despite the

possibility that users consented to download it.

Schedule
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Options Configuration - Table of Parameters
Description

On selecting this option, the antivirus will employ various optimization techniques like
running the scan in the background in order to speed-up the scanning process ( Default
= Enabled) .

Decompress and scan compressed
files

When this option is selected, the Antivirus scans archive files such as .ZIP and .RAR
files. Supported formats include RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ and CAB
archives (Defaulf = Enabled).

Use cloud while scanning

Selecting this option enables the Antivirus to detect the very latest viruses more
accurately because the local scan is augmented with a real-time look-up of Comodo's
online signature database. With Cloud Scanning enabled your system is capable of
detecting zero-day malware even if your local anitvirus database is out-dated. ( Defaulf =
Disabled).

Automatically clean threats

On selecting this option, CES will automatically take action against the threats detected
at the end of the scan, instead of showing the results screen with a list of threats
identified. You can choose the action to be taken from the drop-down. The available
options are:

*  Disinfect
e Quarantine
(Default = Enabled with Disinfect Threats option)

Use heuristics scanning

Enables you to select whether or not Heuristic techniques should be applied on scans in
this profile. You are also given the opportunity to define the heuristics scan level.
(Default = Disabled).

Background Info: Comodo Endpoint Security employs various heuristic techniques to
identify previously unknown viruses and Trojans. 'Heuristics' describes the method of
analyzing the code of a file to ascertain whether it contains code patterns similar to
those in known viruses. If it is found to do so then the application deletes the file or
recommends it for quarantine. Heuristics is about detecting 'virus-like' traits or attributes
rather than looking for a precise virus signature that matches a signature on the virus
blacklist.

This allows CES to 'predict' the existence of new viruses - even if it is not contained in
the current virus database.

Low - Lowest' sensitivity to detecting unknown threats but will also generate the fewest
false positives. This setting combines an extremely high level of security and protection
with a low rate of false positives. Comodo recommends this setting for most users.

Medium - Detects unknown threats with greater sensitivity than the 'Low' setting but with
a corresponding rise in the possibility of false positives.

High - Highest sensitivity to detecting unknown threats but this also raises the possibility
of more false positives too.

Limit maximum file size to

Select this option if you want to impose size restrictions on files being scanned. Files of
size larger than that specified here, are not scanned, if this option is selected (Default =
40 MB).

Run this scan with

Enables you to set the priority of the scanning from High to Low and to run at
background. (Default = Enabled)

Update virus database before
running

Selecting this option makes CES to check for virus database updates and if available,
update the database before commencing the scan. (Default = Enabled).

Detect potentially unwanted
applications

When this check box is selected, Antivirus scans also scans for applications that (i) a
user may or may not be aware is installed on their computer and (ii) may functionality
and objectives that are not clear to the user. Example PUA's include adware and
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Options Configuration - Table of Parameters

browser toolbars. PUA's are often installed as an additional extra when the user is
installing an unrelated piece of software. Unlike malware, many PUA's are 'legitimate’
pieces of software with their own EULA agreements. However, the 'true’ functionality of
the software might not have been made clear to the end-user at the time of installation.
For example, a browser toolbar may also contain code that tracks a user's activity on the
Internet (Default = Disabled).

The next step is to schedule when the custom scan should be run.
e Click 'Schedule'

Schedule Settings - Table of Parameters

Form Element Description

Frequency * Do not schedule this task - The scan profile will be created but will not be run
automatically. The profile will be available for manual on-demand scanning

*  Every Day - Runs the scan every day at the time specified

*  Every Week - Scans the areas defined in the scan profile on the day(s) of the
week specified in 'Days of the Week' field and the time specified in the 'Start
Time' field. You can select the days of the week by directly clicking on them.

*  Every Month - Scans the areas defined in the scan profile on the day(s) of the
month specified in 'Days of the month' field and the time specified in the 'Start
Time' field. You can select the days of the month by directly clicking on them.

Run only when computer is not | This option is useful when you are using a laptop or any other battery driven portable
running on battery computer. Selecting this option runs the scan only if the computer runs with the adopter
connected to mains supply and not on battery.

Run only when computer is IDLE | Select this option if you do not want to disturbed when involved in computer related
activities. The scheduled can will run only if the computer is in idle state

Turn off computer if no threats Selecting this option turns your computer off, if no threats are found during the scan. This is
are found at the end of the scan | useful when you are scheduling the scans to run at nights.

*  Click 'OK" to save the custom scan settings

General Antivirus

Realtime Scan Scans Exclusions

This page allow you to add, remove and edit scan profiles and scheduled tasks.

| NAME STATUS
O Finance Department Custom Scans &

Save
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The added will be listed in the screen.
»  Click the toggle switch under the 'Status' column beside the respective profile row to toggle between on and off status.
The scan will be run only if it is enabled for the profile.
N
*  To change the settings for the custom scan, click the edit button & , edit the parameters and click 'OK'’

¢ To remove a custom scan from the list, select it and click 'Remove'

Exclusions

The 'Exclusions' screen under the Antivirus setting has three sub sections that allow you to add a list of paths, list of
applications/files and 'File Groups' which should be excluded from the antivirus scan.

e Click 'Exclusions'
To add excluded paths
By default the 'Excluded Paths' screen will be displayed:

General Antivirus

Realtime Scan Scans Exclusions

Excluded Paths Excluded Applications Excluded Groups

Add

Save

e Click 'Add'
The 'Add' dialog will be displayed:

«  Enter the full path that should be excluded from scanning and click 'OK'".
The added excluded path will be added to the list.
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General Antivirus

Realtime Scan Scans Exclusions

Excluded Paths Excluded Applications Excluded Groups

° Remove

m] PATH

E C:\Program Files\Paint. NET

m 50 100

e Repeat the process to include more paths

N
To change the path, click the edit button & , edit the parameters and click 'OK'’

To remove a path from the list, select it and click 'Remove’

To add excluded applications
e Click 'Excluded Applications'

General Antivirus

Realtime Scan Scans Exclusions

Excluded Paths Excluded Applications Excluded Groups

O PATH

e Click 'Add'
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»  Enter the full path including the application that should be excluded from scanning and click 'OK'

e Repeat the process to include more applications

General Antivirus

Realtime Scan Scans Exclusions

Excluded Paths Excluded Applications Excluded Groups

O C:\Program Files\OpenOffice 4\program\soffice.exe &

m 50 100

N
*  To change the application path, click the edit button & , edit the parameters and click 'OK'
*  Toremove an application from the list, select it and click 'Remove'

To add Excluded Groups

File Groups are handy, predefined groupings of one or more file types which make it easy to add an entire class of file types to
Exclusions. CDM ships with a set of predefined 'File Groups' and, if required users, can add new File Groups and edit existing
groups. Refer to the portion explaining 'File Groups' under Seftings > Global Variables.

e Click 'Excluded Groups'
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General Antivirus

Realtime Scan Secans Exclusions

Excluded Paths Excluded Applications Excluded Groups

Add

O GROUPS

Save

e Click Add.
The 'Add Group' dialog will appear.
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Add Group

Group

Executables -

N

All Applications

Important Files/Folders

Windows Updater Applications

| Windows System Applications
Temporary Files

COMODO Files/Folders
COMODO Endpoint Security

m

Startup Folders
Windows Management

3rd Party Protocol Drivers

Metro Apps

Management and Productivity Applications
Web Browsers

Email Clients

Suspicious Locations

Shared Spaces

File Downloaders

Pseudo File Downloaders

File Archivers

e Choose the group from the 'Group' drop-down and click 'OK'".

The group will be added to the exclusions.
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General Antivirus

Realtime Scan Scans Exclusions

Excluded Paths Excluded Applications Excluded Groups

| GROUPS

O COMODO Files/Folders

Save

*  Repeat the process to add more file groups
»  Click the 'Save' button at the bottom to save the antivirus settings.

»  Click 'Delete’ to remove the antivirus settings section. Refer to the section 'Editing Configuration Profiles' for more
details about editing the parameters.

6.1.3.1.2. File Rating Settings

The CES rating system is a cloud-based file lookup service (FLS) that ascertains the reputation of files on the computer.
Whenever a file is first accessed, CES will check the file against Comodo's master whitelist and blacklists and will award it
trusted status if:

e The application is from a vendor included in the Trusted Software Vendors list;
*  The application is included in the extensive and constantly updated Comodo safelist;

e The application/file is awarded 'Trusted' status in the local File List.

Note: CES uses Ports 4446 and 4447 of the endpoint computers for TCP and UDP connections to the cloud. Comodo advises
to maintain these ports free and not assigned to other applications, if this option is enabled.

The File Rating setting interface allows you to configure the overall behavior of 'File Rating' of CES installation at the Windows
devices to which the profile is applied.

To configure File rating settings
»  Click 'File Ratings' from the 'Add" drop-down

The settings screen for File Ratings will be displayed.
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= Profile / Finance Dept Computers / File Rating & Logout (John Smith)

@R Finance Dept Computers

O Enable Cloud Lockup

Analyze unknown files in the cloud by uploading them for instant analysis
Show Cloud Alert
This opticn,when disabled automatically applies "Block and Terminate” action to malware detected by cloud scanning.
[ Trust applications signed by trusted vendors
[0 Trust applications signed by trusted installers
[0 Detect potentially unwanted applications
[0 AutoRescan lsEnabled
O

Auto Purge Is Enabled

Auto Purge Period

Set Auto Purge Period in Hours =

imeecut to aute purge in hours.
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File Rating Configuration - Table of Parameters

Description

Allows you to enable or disable cloud based File Rating.

Analyze unknown files in the cloud by
uploading them for instant analysis

When this option is enabled CES instructs to upload files whose trustworthiness could
not be assessed by cloud lookup to Comodo for analysis immediately. The experts at
Comodo will analyze the file and add to the the whitelist or blacklist according to the
analysis.

Show Cloud Alert

This option allows you to configure whether or not to show alerts when malware is
encountered. If this option is not selected, then CES will automatically apply 'Block
and Terminate' action to malware detected by cloud scanning.

Trust applications signed by trusted
vendors

When this option is enabled, CES will award trusted status to the executables and
files that are digitally signed by vendors in the Trusted Vendors list using their code
signing certificates.

CDM ships with a pre-defined Trusted Software Vendors list that is applied in
common to all Windows profiles. If required, the administrators can view and edit the
Trusted Vendor List. Refer to the section Viewing and Managing Trusted Software
Vendors List for more details.

Trust applications signed by trusted
installers

When this option is enabled, CES will trust executables and files signed by trusted
Installers or Updaters.

Detect potentially unwanted
applications

When this option is selected, CES identifies the applications that:

e Auser may or may not be aware is installed on their computer, and/or
e May have functionality and objectives that are not clear to the user.

Example: Potentially Unwanted Applications (PUAs) include adware and
browser toolbars. PUAs are often installed as an additional extra when the
user is installing an unrelated piece of software. Unlike malware, many
PUA's are 'legitimate' pieces of software with their own EULA agreements.
However, the 'true’ functionality of the software might not have been made
clear to the end-user at the time of installation. For example, a browser
toolbar may also contain code that tracks a user's activity on the Internet.

On detecting a PUA, the CES installation at the endpoint raises an alert for the user
to decide whether or not to run it and add it to the logs.

Auto Rescan is enabled

On selecting this option, a schedule is created at the endpoint for CES to periodically
scan the
endpoint for unrecognized files and update the file list.

Auto Purge is enabled

When this option is selected, CES refreshes the file list and removes invalid and
obsolete entries in the file list corresponding to the endpoint, at the time interval
specified in the 'Auto Purge' Period field.

Auto Purge Period

The time interval at which the auto purge operations are performed. Enter the time
interval in hours.

e (Click the 'Save' button

The saved 'File Rating' settings screen will be displayed with options to edit the settings or delete the section. Refer to the
section 'Editing Configuration Profiles' for more details.

6.1.3.1.3. Firewall Settings

The Firewall Settings interface allows you to configure the overall behavior of Firewall component of CES installed at the
endpoints to which the profile is applied. You can also configure network zones and portsets and to configure and deploy traffic
filtering rules on an application specific and global basis.

To configure Firewall Settings and Traffic Filtering Rules
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e Click 'Firewall' from the 'Add' drop-down
The Firewall settings screen will be displayed. It contains six tabs:
»  Firewall Settings - Allows you to configure the general firewall behavior

*  Application Rules - Allows you to define rules that determine the network access privileges of individual applications or
specific types of applications at the endpoint

*  Global Rules - Allows you to define rules that apply to all traffic flowing in and out of the endpoint

*  Rulesets - Allows you create predefined collections of firewall rules that can be applied, out-of-the-box, to Internet
capable applications such as browsers, email clients and FTP clients.

*  Network Zones - Allows you to create named grouping of one or more IP addresses. Once created, you can specify a
zone as the target of firewall rule.

»  Portsets - Allows you to define groups of regularly used ports that can used and reused when creating traffic filtering
rules.

Firewall Settings
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General File Rating Firewall

Firewall Settings Application Rules Global Rules Rulesets Metwork Zones Portsets

Enable Traffic Filtering (Recommended)

Safe Mode w

Show popup alerts
Auto action:

Allow Requests v
Turn traffic animation effects on
Create rules for safe applications
Set alert frequency level

Low w

Set new on-screen alert timeout to (sec.):

! 120

Filter IPv6 traffic

Filter loopback traffic (e.g. 127 .x.x.x, 1)
Block fragmented IP traffic

Do Protocol Analysis

Enable anti-ARP spoofing

Save Delete i

Firewall Configuration - Table of Parameters

Form Element Description

Enable Traffic Filtering Allows you to enable or disable Firewall protection at the endpoint. If enabled the following
options are available:

»  Block All Mode - The firewall blocks all traffic in and out of endpoints regardless of
any user-defined configuration and rules. The firewall does not attempt to learn
the behavior of any application and does not automatically create traffic rules for
any applications. Choosing this option effectively prevents endpoints from
accessing any networks, including the Internet.

*  Custom Ruleset Mode - The firewall applies ONLY the custom security
configurations and network traffic policies specified by the administrator. New
users may want to think of this as the 'Do Not Learn' setting because the firewall
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Firewall Configuration - Table of Parameters

does not attempt to learn the behavior of any applications. Nor does it
automatically create network traffic rules for those applications. The user will
receive alerts every time there is a connection attempt by an application - even
for applications on the Comodo Safe list (unless, of course, the administrator has
specified rules and policies that instruct the firewall to trust the application's
connection attempt).

If any application tries to make a connection to the outside, the firewall audits all
the loaded components and checks each against the list of components already
allowed or blocked. If a component is found to be blocked, the entire application
is denied Internet access and an alert is generated. This setting is advised for
experienced firewall users that wish to maximize the visibility and control over
traffic in and out of their computer.

»  Safe Mode - While filtering network traffic, the firewall automatically creates rules
that allow all traffic for the components of applications certified as 'Safe' by
Comodo, if the checkbox Create rules for safe applications is selected. For non-
certified new applications, the user will receive an alert whenever that application
attempts to access the network. The administrator can choose to grant that
application Internet access by selecting ‘Treat this application as a Trusted
Application' at the alert. This deploys the predefined firewall policy Trusted
Application' onto the application.

'Safe Mode' is the recommended setting for most users - combining the highest
levels of security with an easy-to-manage number of connection alerts.

*  Training Mode - The firewall monitors network traffic and create automatic allow
rules for all new applications until the security level is adjusted. The user will not
receive any alerts in ‘Training Mode' mode. If you choose the 'Training Mode'
setting, we advise that you are 100% sure that all applications installed on
endpoints are assigned the correct network access rights.

For more details on the Firewall Settings, see the of CES - Firewall Settings online help
page at http://help.comodo.com/topic-84-1-604-7471-Firewall-Settings.html.

Show popup alerts You can enable the alerts to be displayed at the endpoint whenever the firewall encounters
a request for network access, for the user to respond. If you choose not to show the alerts,
you can select the default responses from the 'Auto Action' drop-down. The available
options are:

*  Block Requests

*  Allow Requests

Turn traffic animation effects on | The CES tray icon can display a small animation whenever traffic moves to or from your
computer.

You can enable or disable the animation to be displayed at the endpoint.

Create rules for safe applications | Comodo Firewall trusts the applications if:
»  The applicationffile is included in the Trusted Files list under File Rating Settings;
»  The application is from a vendor included in the Trusted Software Vendors list

»  The application is included in the extensive and constantly updated Comodo
safelist.

By default, CES does not automatically create "allow' rules for safe applications. This helps
saving the resource usage, simplifies the rules interface by reducing the number of
‘Allowed' rules in it, reduces the number of pop-up alerts and is beneficial to beginners who
find difficulties in setting up the rules.

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 256


http://help.comodo.com/topic-84-1-604-7471-Firewall-Settings.html

Creating Trust Online®

Comodo Device Manager - Adminigft___r_gtor—-@ﬂid’éﬁ coM0oDO

et

Firewall Configuration - Table of Parameters

Enabling this option instructs CES at endpoints to begin learning the behavior of safe
applications so that it can automatically generate the 'Allow' rules. These rules are listed in
the 'Advanced Settings' > 'Firewall Settings' > 'Application Rules' interface of the local CES
installation. Advanced users can edit/modify the rules as they wish. (Default = Disabled)

Set alert frequency level Enabling this option allows you to configure the amount of alerts that Comodo Firewall
generates, from the drop-down at the endpoint. It should be noted that this does not affect
your security, which is determined by the rules you have configured (for example, in
'Application Rules' and 'Global Rules'). For the majority of users, the default setting of 'Low'
is the perfect level - ensuring you are kept informed of connection attempts and suspicious
behaviors whilst not overwhelming you with alert messages. (Default=Disabled)

The options available are:

»  Very High: The firewall shows separate alerts for outgoing and incoming
connection requests for both TCP and UDP protocols on specific ports and for
specific IP addresses, for an application. This setting provides the highest degree
of visibility to inbound and outbound connection attempts but leads to a
proliferation of firewall alerts. For example, using a browser to connect to your
Internet home-page may generate as many as 5 separate alerts for an outgoing
TCP connection alone.

»  High: The firewall shows separate alerts for outgoing and incoming connection
requests for both TCP and UDP protocols on specific ports for an application.

*  Medium: The firewall shows alerts for outgoing and incoming connection requests
for both TCP and UDP protocols for an application.

*  Low: The firewall shows alerts for outgoing and incoming connection requests for
an application. This is the setting recommended by Comodo and is suitable for
the majority of users.

»  Very Low: The firewall shows only one alert for an application.

The Alert Frequency settings refer only to connection attempts by applications or from IP
addresses that you have not (yet) decided to trust.

Set new on-screen alert timeout | Determines how long the Firewall shows an alert for, without any user intervention at the

to: endpoint. By default, the timeout is set at 120 seconds. You may adjust this setting to your
own preference by selecting this option and choosing the period from the drop-down
combo-box.

Filter IPv6 traffic If enabled, the firewall component of CES at the endpoint will filter IPv6 network traffic in

addition to IPv4 traffic.

Background Note: IPv6 stands for Internet Protocol Version 6 and is intended to replace
Internet Protocol Version 4 (IPv4). The move is primarily driven by the anticipated
exhaustion of available IP addresses. IPv4 was developed in 1981 and is still the most
widely deployed version - accounting for almost all of today's Internet traffic. However,
because IPv4 uses 32 bits for IP addresses, there is a physical upper limit of around 4.3
billion possible IP addresses - a figure widely viewed as inadequate to cope with the further
expansion of the Internet. In simple terms, the number of devices requiring IP addresses is
in danger of exceeding the number of IP addresses that are available. This hard limit has
already led to the development of 'work-around' solutions such as Network Address
Translation (NAT), which enable multiple hosts on private networks to access the Internet
using a single IP address.

IPv6 on the other hand, uses 128 bits per address (delivering 3.4x1038 unique addresses)
and is viewed as the only realistic, long term solution to IP address exhaustion. IPv6 also
implements numerous enhancements that are not present in IPv4 - including greater
security, improved support for mobile devices and more efficient routing of data packets.

Filter loopback traffic Loopback connections refer to the internal communications within your PC. Any data
transmitted by your computer through a loopback connection is immediately received by it.
This involves no connection outside your computer to the Internet or a local network. The
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IP address of the loopback network is 127.0.0.1, which you might have heard referred to,
under its domain name of 'http://localhost’, i.e. the address of your computer.

Loopback channel attacks can be used to flood your computer with TCP and/or UDP
requests which can smash your IP stack or crash your computer. Leaving this option
enabled means the firewall will filter traffic sent through this channel at the endpoints.
(Default = Enabled).

Block fragmented IP traffic When a connection is opened between two computers, they must agree on a Maximum
Transmission Unit (MTU). IP Datagram fragmentation occurs when data passes through a
router with an MTU less than the MTU you are using i.e when a datagram is larger than the
MTU of the network over which it must be sent, it is divided into smaller ‘fragments’ which
are each sent separately.

Fragmented IP packets can create threats similar to a DOS attack. Moreover, these
fragmentations can double the amount of time it takes to send a single packet and slow
down your download time.

If you want the firewall component of CES at the endpoint to block the fragmented
datagrams, enable this option. (Defaulf = Disabled).

Do Protocol Analysis Protocol Analysis is key to the detection of fake packets used in denial of service (DOS)
attacks.

If you want firewall at the endpoint to check whether every packet conforms to that
protocols standards, select this option. If not, then the packets are blocked ( Defaulf =
Disabled).

Enable anti-ARP spoofing A gratuitous Address Resolution Protocol (ARP) frame is an ARP Reply that is broadcast to
all machines in a network and is not in response to any ARP Request. When an ARP Reply
is broadcast, all hosts are required to update their local ARP caches, whether or not the
ARP Reply was in response to an ARP Request they had issued. Gratuitous ARP frames
are important as they update the machine's ARP cache whenever there is a change to
another machine on the network (for example, if a network card is replaced in another
machine on the network, then a gratuitous ARP frame informs your machine of this change
and requests to update its ARP cache so that data can be correctly routed). However, while
ARP calls might be relevant to an ever shifting office network comprising many machines
that need to keep each other updated , it is of far less relevance to, say, a single computer
in a small network. Enabling this setting helps to block such requests at the endpoints to
which the profile is applied - protecting the ARP cache from potentially malicious updates
(Default = Disabled).
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Application Rules

Whenever an application makes a request for Internet or network access, Comodo Firewall allows or denies this request based
upon the Firewall Ruleset that has been specified for that application. Firewall Rulesets are, in turn, made up from one or more
individual network access rules. Each individual network access rule contains instructions that determine whether the application
should be allowed or blocked; which protocals it is allowed to use; which ports it is allowed to use and so forth.

General File Rating Firewall HIPS

Firewall Settings Application Rules Global Rules Rulesets Network Zones Portsets

COMODO Endpaint Securi Outgaing Onl P
p ty geing Lnly
Windows Updater Applications Custom f
O p PP
indows System ications ustom
Wind Appl C ra
(M| Metro Apps Qutgoing Only f

The Application Rules interface allows you to create and manage application rules for regulating network access to individual
applications at the endpoints to which the profile is applied.
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Firewall
Firewall Settings Application Rules Global Rules Rulesets MNetwork Zones Portsets
O APPLICATION TREAT AS
[ Windows System Applications Custom &
Name of the :
Metro A Qutgoing Only
- il application to which H19Ine Y | Name of 4
the Firewall ruleset is the pre-defined
[:] Mozilla Firefox j- applied Custem ruleset

Clicking the 'Edit’' icon opens the list of rules in the ruleset and
allows you to addiremove and edit individual rules

Application Rule

Name

Mozilla Firefox Mozilla Firefox q
Use Ruleset

@  Use a Custom Ruleset Copy from |ZI

d

its network access rights

+ Allew Outgaing DNS Requests

O o Allow Access to Loopback Zone f

O o Allow Outgoing HTTP Requests " " f
Each ruleset is derived from at least one,

[1 -+ Allow Dutgoing FTF Requests but usually a combination of individually p
configurable rules.

[1 -+ Allew Dutgoing FTP-PASY Requests Each rule applied to an application determines &

O #

O &

@ Block and L og All Unmatching Requests

Although each ruleset can be defined from the ground up by individually configuring its constituent rules, this practice would be
time consuming if it had to be performed for every single program on your system. For this reason, Comodo Firewall contains a
selection of predefined rulesets according to broad application category. For example, you may choose to apply the ruleset "Web
Browser' to the applications like 'Internet Explorer’, 'Firefox' and 'Opera’. Each predefined ruleset has been specifically designed
by Comodo Firewall to optimize the security level of a certain type of application. Administrators can, of course, modify these
predefined rulesets to suit their environment and requirements. For more details, see Predefined Rule Sets.

»  See Application Rule interface for an introduction to the rule setting interface

*  See Creating and Modifying Firewall Rulesets to learn how to create and edit Firewall rulesets

»  See Understanding Firewall Rules for an overview of the meaning, construction and importance of individual rules
*  See Adding and Editing a Firewall Rule for an explanation of individual rule configuration

Application Rule interface
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The rules in a Firewall ruleset can be added/modified/removed and re-ordered through the Application Rule interface. Any rules
created using Adding and Editing a Firewall Rule is displayed in this list.

+ Add
The Application Rule interface is displayed when you click the 'Add' button - or 'Edit' icon & beside a ruleset, from
the options in 'Application Rules' interface.

Application Rule

Name

Mozilla Firefox Mozilla Firefox B

Use Ruleset 5

Copy from ... EI

Add | @ Remove | @ MoveUp | @ Move Down

@ Use a Custom Ruleset

O RuLes

[0  « Allow Access to Loopback Zone f
[  « Allow Cutgoing HTTP Requests &
O «" Allow Outgoing FTP Requests J‘
[0  + Allow Outgeing FTP-PASY Requests f
[8]  « Allow Cutgeing DNS Requests rd
[[1  @Block and Log All Unmatching Requests &

m 50 100

Comodo Firewall applies rules on a per packet basis and applies the first rule that matches that packet type to be filtered (see
Understanding Firewall Rules for more information). If there are a number of rules in the list relating to a packet type then one
nearer the top of the list is applied. Administrators can re-prioritize rules by uisng the 'Move Up' or 'Move Down' buttons.

Creating and Modifying Firewall Rulesets

To begin defining an application's Firewall ruleset, you need take two basic steps.
»  Step 1 - Select the application that you wish the ruleset is to be applied.
»  Step2 - Configure the rules for this application's ruleset.

Step 1 - Select the application that you wish the ruleset is to be applied

+ Add
*  To define a ruleset for a new application ( i.e. one that is not already listed), click the 'Add' button - atthe
top of the list in the 'Application Rules' interface.

The 'Application Rule' interface will open as shown below:
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Application Rule

Name

My Rule My Rule |Z|
@) Use Ruleset

@ Use a Custom Ruleset Copy from __ EI

Add

= RuLES

Because this is a new application, the 'Name' field is pre-entered with "My Rule". (If you are modifying an existing ruleset, then
this interface shows the individual rules for that application's ruleset).

You can enter the application(s) to which the rule set is to be applied in two ways:

»  Enter the installation path of the application with the application file name in the Name field (For example, 'C:\Program
Files\Mozilla Firefox\firefox.exe').

Or

*  Open the drop-down beside the 'Name' field and choose the Application Group to which the ruleset is to be applied.
Choosing a 'File Group' allows you to create firewall ruleset for a category of pre-set files or folders. For example,
selecting 'Executables' would enable you to create a Firewall Ruleset for any file that attempts to connect to the
Internet with the extensions .exe .dll .sys .ocx .bat .pif .scr .cpl . Other such categories available include 'Windows
System Applications' , 'Windows Updater Applications', 'Start Up Folders' etc - each of which provide a fast and
convenient way to apply a generic ruleset to important files and folders.

CDM ships with a set of predefined 'File Groups' and, if required users, can add new File Groups and edit existing
groups. Refer to the portion explaining 'File Groups' under Settings > Global Variables.
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‘My Rule

File Groups
Executables
All Applications
Impaortant Files/Folders
Windows Updater Applications
Windows System Applications
Temporary Files
COMODO Files/Folders
COMODO Endpoint Security
Startup Folders
Windows Management |5
3rd Party Protocol Drivers
Metro Apps
Management and Productivity Applications
Email Clients
Suspicious Locations
Shared Spaces
File Downloaders
Pseudo File Downloaders -

m

Step 2 - Configure the rules for this application's ruleset

There are two broad options available for creating a ruleset that applies to an application - Use a Predefined Ruleset or Use a
Custom Ruleset.

»  Use a Predefined Ruleset - Allows you to quickly deploy an existing ruleset on to the target application. Choose
the ruleset you wish to use from the drop-down menu. In the example below, we have chosen "Web Browser'
because we are creating a ruleset for the 'Firefox' browser. The name of the predefined ruleset you choose is
displayed in the "Treat As ' column for that application in the 'Application Rules' interface (Defaulf = Disabled).

Application Rule

Name
C:\Program Files\Mozilla Firefox\firefox.exe CA\Program Files\Mogzill B
‘Web Browser

Email Client

Fip Client

Allowed Application
Blocked Application
Outgoing Only

Note: Predefined Rulesets, once chosen, cannot be modified directly from this interface - they can only be modified and
defined using the Application Rule interface. If you require the ability to add or modify rules for an application then you are

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 263



cCOMODO

Creating Trust Online®

effectively creating a new, custom ruleset and should choose the more flexible Use Custom Ruleset option instead.

»  Use a Custom Ruleset - Designed for more experienced administrators, the Custom Ruleset option enables full control
over the configuration of Firewall Ruleset and the parameters of each rule within that ruleset ( Defaulf = Enabled).

@ Usea Custom Ruleset

Copy from -
[
Ruleset B ‘Please, select .. e

Web Browser
mai Chen
Ftp Client
Allowed Application
Blocked Application
Outgoing Only

@  Usea Custom Ruleset

Copy from E]

Add | @ Remove | @ Movelp | @ MoveDown

[E RuLEs

IT o Allow Access to Loopback fone !
Choosing 'Use Custom Ruleset’, then

[B] -« Allow Dutgoing HTTP Requests 'Copy from’ > 'Ruleset’ > selecting a pre-defined ruleset, | #
will populate the rules window with the constituent rules

[®]  « Allow Qutgoing FTP Requests of the pre-defined ruleset. In the example shown, the &

'{ individual rules from the "Web Browser' ruleset are

[8] « Allow Outgoing FTP-PASV Requests included in the ruleset to be created. Using this as a s
starting point, administrators can add, re-order, modify

[8] « Allow Outgoing ONS Requests and remove rules to suit to their applications. &

[E] @ Biock and Log All Unmatching Requests '

You can create an entirely new ruleset or use a predefined ruleset as a starting point by:

e Clicking 'Add' from the top to add individual Firewall rules. See 'Adding and Editing a Firewall Rule' for an
overview of the process.

»  Use the 'Copy From' button to populate the list with the Firewall rules of a Predefined Firewall Rule.
*  Use the 'Copy From' button to populate the list with the Firewall rules of another application's ruleset.

General Tips:
*  If you wish to create a reusable ruleset for deployment on multiple applications, we advise you add a new

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 264



Creating Trust Online®

Comodo Device Manager - Administrator-Guide cOMODO

/ ’

Predefined Firewall Rules (or modify one of the existing ones to suit your needs) - then come back to this
section and use the 'Ruleset' option to roll it out.

*  If you want to build a bespoke ruleset for maybe one or two specific applications, then we advise you choose
the 'Use a Custom Ruleset' option and create your ruleset either from scratch by adding individual rules or by
using one of the built-in rulesets as a starting point.

Understanding Firewall Rules

At their core, each Firewall rule can be thought of as a simple IF THEN trigger - a set of conditions (or attributes) pertaining to a
packet of data from a particular application and an action it that is enforced if those conditions are met.

As a packet filtering firewall, Comodo Firewall analyzes the attributes of every single packet of data that attempts to enter or
leave the computer. Attributes of a packet include the application that is sending or receiving the packet, the protocol it is using,
the direction in which it is traveling, the source and destination IP addresses and the ports it is attempting to traverse. The
firewall then tries to find a Firewall rule that matches all the conditional attributes of this packet in order to determine whether or
not it should be allowed to proceed. If there is no corresponding Firewall rule, then the connection is automatically blocked until
arule is created.

The actual conditions (attributes) you see * on a particular Firewall Rule are determined by the protocol chosen in Adding and
Editing a Firewall Rule

If you chose 'TCP", 'UDP" or 'TCP and 'UDP", then the rule has the form: Action |Protocol | Direction |Source Address |
Destination Address | Source Port | Destination Port

If you chose 'ICMP", then the rule has the form: Action |Protocol | Direction | Source Address | Destination Address | ICMP Details
If you chose 'IP', then the rule has the form: Action | Protocol | Direction | Source Address | Destination Address | IP Details

e Action: The action the firewall takes when the conditions of the rule are met. The rule shows 'Allow', 'Block’ or 'Ask’.**

»  Protocal: States the protocol that the target application must be attempting to use when sending or receiving packets
of data. The rule shows 'TCP', 'UDP', TCP or UDP', 'ICMP' or 'IP'

»  Direction: States the direction of traffic that the data packet must be attempting to negotiate. The rule shows 'In", 'Out'
or 'In/Out’

«  Source Address: States the source address of the connection attempt. The rule shows 'From' followed by one of the
following: IP , IP range, IP Mask , Network Zone, Host Name or Mac Address

*  Destination Address: States the address of the connection attempt. The rule shows 'To' followed by one of the
following: IP, IP range, IP Mask, Network Zone, Host Name or Mac Address

»  Source Port: States the port(s) that the application must be attempting to send packets of data through. Shows 'Where
Source Port Is' followed by one of the following: 'Any', 'Port #, 'Port Range' or 'Port Sef'

»  Destination Port: States the port(s) on the remote entity that the application must be attempting to send to. Shows
'Where Source Port Is' followed by one of the following: 'Any', 'Port #, 'Port Range' or 'Port Set'

*  ICMP Detalils: States the ICMP message that must be detected to trigger the action. See Adding and Editing a Firewall
Rule for details of available messages that can be displayed.

»  |P Details: States the type of IP protocol that must be detected to trigger the action: See Adding and Editing a Firewall
Rule to see the list of available IP protocols that can be displayed here.

Once a rule is applied, Comodo Firewall monitors all network traffic relating to the chosen application and take the specified
action if the conditions are met. Users should also see the section 'Global Rules' to understand the interaction between
Application Rules and Global Rules.

* If you chose to add a descriptive name when creating the rule then this name is displayed here rather than it's full parameters.
See the next section, ‘Adding and Editing a Firewall Rule’, for more details.

** If you selected 'Log as a firewall event if this rule is fired" then the action is postfixed with ‘Log'. (e.g. Block & Log)

Adding and Editing a Firewall Rule

The Firewall Rule Interface is used to configure the actions and conditions of an individual Firewall rule. If you are not an
experienced firewall user or are unsure about the settings in this area, we advise you first gain some background knowledge by
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reading the sections 'Understanding Firewall Rules', 'Overview of Rules and Policies' and 'Creating and Modifying Firewall
Rulesets'.

Firewall Rule

Acti
fon Allow EI Log as firewall event if this rule is fired
Protocol TCP or UDP H
Direction Inor Qut EI
Description
Source Address Destination Address Source Port Destination Port

Exclude (i.e. NOT the choice below)

Type IPv4 Single Address |Z|

L 10.100.100.10

General Settings

»  Action: Define the action the firewall takes when the conditions of the rule are met. Options available via the drop down
menu are 'Allow' (Default), 'Block’ or 'Ask'.

*  Protocol; Allows the user to specify which protocol the data packet should be using. Options available via the drop
down menu are 'TCP', 'UDP', 'TCP or UDP' (Defaulf), '\CMP' or 'IP" .

Note: Your choice here alters the choices available to you in the tab structure on the lower half of the interface.

»  Direction: Allows the user to define which direction the packets should be traveling. Options available via the drop
down menu are 'In', "Out’ or 'In/Out' (Default).

*  Log as a firewall event if this rule is fired: Checking this option creates an entry in the firewall event log viewer
whenever this rule is called into operation. (i.e. when ALL conditions have been met) (Defaulf = Disabled).

«  Description: Allows you to type a friendly name for the rule. Some users find it more intuitive to name a rule by it's
intended purpose. ('Allow Outgoing HTTP requests'). If you create a friendly name, then this is displayed to represent
instead of the full actions/conditions in the main Application Rules interface and the Application Rule interface.

Protocol
i. TCP','UPD' or 'TCP or UDP'

If you select 'TCP', 'UPD' or "TCP or UDP" as the Protocol for your network, then you have to define the source and
destination IP addresses and ports receiving and sending the information.
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Firewall Rule

Acti
fon Allow EI Log as firewall event if this rule is fired
Protocol TCP or UDP H
Direction In or Out B
Description
Source Address Destination Address Source Port Destination Port

Exclude (i.e. NOT the choice below)

Type ‘IPvd4 Single Address -
Any Address

P Host Name
IPv4 Address Range

IPv4 Single Address
IPv4 Subnet Mask

IPvE Single Address
IPv6 Subnet Mask
MAC Address
Network Zone

Source Address and Destination Address:

1. You can choose any IP Address by selecting Any Address in the Type drop-down box. This menu defaults to
an IP range of 0.0.0.0- 255.255.255.255 to allow connection from all IP addresses.

2. You can choose a named host by selecting a Host Name which denotes your IP address.

3. You can choose an IPv4 Range by selecting IPv4 Address Range - for example the range in your private
network and entering the IP addresses in the Start Range and End Range text boxes.

4. You can choose a Single IPv4 address by selecting IPv4 Single Address and entering the IP address in the
IP address text box, e.g., 192.168.200.113.

5. You can choose IPv4 Mask by selecting IPv4 Subnet Mask. IP networks can be divided into smaller
networks called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and
mask of the network. Enter the IP address and Mask of the network.

6. You can choose a Single IPv6 address by selecting IPv6 Single Address and entering the IP address in the
IP address text box, e.g., 3ffe:1900:4545:3:200:f8ff:fe21:67cf.

7. You can choose IPv6 Mask by selecting IPv6 Subnet Mask. IP networks can be divided into smaller
networks called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and
mask of the network. Enter the IP address and Mask of the network.

8. You can choose a MAC Address by selecting MAC Address and entering the address in the address text
box.

9. You can choose an entire network zone by selecting Zone .This menu defaults to Local Area Network. But
you can also define your own zone by first creating a Zone through the ‘Network Zones' area.

*  Exclude (i.e. NOT the choice below): The opposite of what you specify is applicable. For example, if you are
creating an Allow rule and you check the Exclude box in the Source IP tab and enter values for the IP range,
then that IP range is excluded. You have to create a separate Allow rule for the range of IP addresses that
you DO want to use.

Source Port and Destination Port:

Enter the source and destination Port in the text box.
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Source Address Destination Address Source Port Destination Port

Exclude (i.e. NOT the choice below)

Type

Any

A Port Range
A Set of Ports
A Single Port

q

1. You can choose any port number by selecting Any - set by default , 0- 65535.

2. You can choose a Single Port number by selecting Single Port and selecting the single port numbers from
the list.

3. You can choose a Port Range by selecting Port Range and selecting the port numbers from the From and
To list.

4. You can choose a predefined Port Set by choosing A Set of Ports. If you wish to create a custom port set
then please see the section 'Port Sets'.

i. ICMP

When you select ICMP as the protocol in General Seftings, you are shown a list of ICMP message types in the 'ICMP
Details' tab alongside the Destination Address tabs. The last two tabs are configured identically to the explanation
above. You cannot see the source and destination port tabs.

*  ICMP Details

ICMP (Internet Control Message Protocol) packets contain error and control information which is used to announce
network errors, network congestion, timeouts, and to assist in troubleshooting. It is used mainly for performing traces
and pings. Pinging is frequently used to perform a quick test before attempting to initiate communications. If you are
using or have used a peer-to-peer file-sharing program, you might find yourself being pinged a lot. So you can create
rules to allow / block specific types of ping requests. With Comodo Firewall you can create rules to allow/ deny
inbound ICMP packets that provide you with information and minimize security risk.

1. Type in the source/ destination IP address. Source IP is the IP address from which the traffic originated and
destination IP is the IP address of the computer that is receiving packets of information.
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Source Address Destination Address ICMP Details

Type

ICMPv4 |Z|

Message

Any |Z|

2. Under the 'ICMP Details' tab, choose the ICMP version from the 'Type' drop-down.

3. Specify ICMP Message, Types and Codes. An ICMP message includes a Message that specifies the type,
that is, the format of the ICMP message.

Source Address Destination Address ICMP Details
Type fiEMPvd B
Message Any .
Custom

ICMP Echo Request

ICMP Echo Reply

ICMP Net Unreachable

ICMP Host Unreachable
ICMP Protocol Unreachable
ICMP Port Unreachable
ICMP Time Exceeded

ICMP Source Quench

ICMP Fragmentation Needed

When you select a particular ICMP message , the menu defaults to set its code and type as well. If you select the ICMP
message type 'Custom' then you are asked to specify the code and type.

iii. 1P

When you select IP as the protocol in General Settings, you are shown a list of IP message type in the 'IP Details' tab
alongside the Source Address and Destination Address tabs. The last two tabs are configured identically to the
explanation above. You cannot see the source and destination port tabs.
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Source Address Destination Address IP Details

[]  Exclude (i.e. NOT the choice below)

Type

i
IPv4 Single Address [ —

Any Address e
Host Name

IPv4 Address Range
IPv4 Single Address
IPv4 Subnet Mask
IPv6 Single Address
IPv6 Subnet Mask
MAC Address
Metwork Zone

e |P Details
Select the types of IP protocol that you wish to allow, from the ones that are listed.

Source Address Destination Address IP Details

IP Protocol

-

 Any

Custom -
TCP
UDP
ICMPv4
IGMP
Raw IP
PUP
GGP
GRE
RSVP
ICMPvE

¢ Click 'OK' to save the firewall rule.

Global Rules

Unlike Application rules, which are applied to and triggered by traffic relating to a specific application, Global Rules are applied
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to all traffic traveling in and out of the computers applied with this profile.

Comodo Firewall analyzes every packet of data in and out of the computer using combination of Application and Global Rules.

*  For Outgoing connection attempts, the application rules are consulted first and then the global rules second.
*  For Incoming connection attempts, the global rules are consulted first and then the application rules second.

Outgoing traffic My Computer

Traffic that is ‘

travelling from

your computer to Comodo Firewall

the outside is Application Rules Incoming Traffic

filtered by the Traffic that is

application rules travelling from the

first and then by Comode Firewall outside into your

the global rules Glebal Rules computer is fittered

by the global rules

' Other Computers/ ﬁmﬂ?:;::;:z:ﬁ::s

Internet wehsites atc

Therefore, outgoing traffic has to 'pass' both the application rule then any global rules before it is allowed out of your system.
Similarly, incoming traffic has to 'pass' any global rules first then application specific rules that may apply to the packet.

Global Rules are mainly, but not exclusively, used to filter incoming traffic for protocols other than TCP or UDP.

The 'Global Rules' panel in the under 'Firewall' tab allows you to view create and manage the global firewall rules.

General File Rating Firewall HIPS
Firewall Settings Application Rules Global Rules Rulesets Network Zones Portsets

[0 « AllowlIP Out &
[0 + AllowICMPv4 In &
[0 + AllowICMPv4 In &
[0 @BlackPin &

100 25 50 100

The configuration of Global Rules is identical to that for application rules. To add a global rule, click the '‘Add" button
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+ Add
on the top. To edit an existing global rule, click the edit icon & beside it.

*  See Application Rules for an introduction to the rule setting interface.
«  See Understanding Firewall Rules for an overview of the meaning, construction and importance of individual rules.

*  See Adding and Editing a Firewall Rule for an explanation of individual rule configuration.

Rulesets

As the name suggests, a firewall Ruleset is a set of one or more individual Firewall rules that have been saved and which can be
re-deployed on multiple applications. CDM ships with six predefined rulesets and allows you to create and manage custom
rulesets as required. This section contains advice on the following:

*  Predefined Rulesets
»  Creating a new ruleset

The 'Rulesets' panel under the 'Firewall tab allows you to view, create and manage the firewall rulesets.

General File Rating Firewall HIPS

Firewall Settings Application Rules Global Rules Rulesets Network Zones Portsets

Add Ruleset
[l WebBrowser

Email Client

Ftp Client

Allowed Application

Blocked Application

O O O o O
LY N RN

Outgoing Only

m 50 100

The Rulesets panel displays a list of pre-defined and custom Firewall Rulesets.

Although each application's firewall ruleset could be defined from the ground up by individually configuring its constituent rules,
this practice may prove time consuming if it had to be performed for every single program on your system. For this reason,
Comodo Firewall contains a selection of predefined rulesets according to broad application category. For example, you may
choose to apply the ruleset "Web Browser' to the applications 'Internet Explorer', 'Firefox' and 'Opera’. Each predefined ruleset
has been specifically designed by Comodo to optimize the security level of a certain type of application. Users can, of course,
modify these predefined policies to suit their environment and requirements. (for example, you may wish to keep the 'Web
Browsers' name but wish to redefine the parameters of it rules).

CIS ships with six predefined firewall rulesets for different categories of applications:
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Web Browser
Email Client

FTP Client

Allowed Application
Blocked Application
Outgoing Only

These rulesets can be edited by adding new rules or reconfiguring the existing rules. For more details refer to the explanation of
Adding and Editing Firewall Rules in the section 'Application Rules'.

Creating a new ruleset

You can create new rulesets with network access control rules customized as per your requirements and can roll out them to
required applications while creating Firewall ruleset for the applications individually.

To add a new Ruleset

Add Ruleset
Click the 'Add Ruleset' button from the top of the list of rulesets in the 'Rulesets' panel

The 'Firewall Ruleset' interface will open.
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Name

My Ruleset

Rulesat @ Please, selact EI
.

My Huleset
Ruleset EI pleﬂ T @ e |
m Please, select ...

| Web Browser
Email Client

Ftp Cliant

Allowed Application
Blocked Application
Outgoing Only

Add | @ Remove | © Movellp © Move Down

[E " Allow Access to Loopback Zone F
[B] " Allow Outgoing HTTP Requests #
[E " Allew Outgeing FTP Requests ra
[=] " Allow Outgeing FTP-PASY Requests r 4
[®] o Allow Outgoing NS Requests F 4
[=] @ Block and Log All Unmatching Requests F 4

OK Cancel

*  Asthis is a new ruleset, you need to name it in the 'Name' field at the top. It is advised that you choose a name
that accurately describes the category/type of application you wish to define the ruleset for. Next you should add
and configure the individual rules for this ruleset. See 'Adding and Editing a Firewall Rule' for more advice on this.

Once created, this ruleset can be quickly called from 'Use Ruleset' when creating or modifying a Firewall ruleset.
To view or edit an existing predefined Ruleset
« Click on the 'Edit icon #" beside Ruleset Name in the list.

*  Details of the process from this point on can be found under 'Use Custom Rule Set.".
Network Zones

The 'Network Zones' panel under the 'Firewall' tab allows you to:
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»  Configure to detect any new network (wired or wireless) that the computer applied with this profile is trying to connect
and provide alerts for the same

»  Define network zones that are trusted, and to specify access privileges to them

«  Define network zones that are untrusted, and to block access to them

General File Rating Firewall HIPS
Firewall Settings Application Rules Global Rules Rulesets Network Zones Portsets

[E] Enable automatic detection of private netwarks

[E] Show popup alerts

Location treatment:

Work ~
Network Zones Blocked Zones
Add

O Loopback fone f

10 25 30 100

The 'Network Zones' panel contains options for configuring the general network monitoring settings and lists of 'Allowed Network
Zones' and 'Blocked Network Zones' under respective tabs. You can add and manage network zones to be allowed and blocked
from this interface.

Network Monitoring Seftings:

*  Enable automatic detection of private networks - Instructs Comodo Firewall to keep monitoring whether the computer
applied with this security profile is connected to any new wired or wireless network (Defaulf = Enabled). Deselect this
option if you do not want the new connection attempts is to be detected and/or wish to manually set-up their own
trusted networks (this can be done in 'Network Zones'.

»  Show popup alerts and treat location as - By default, an alert will be displayed at the computer, if the computer
attempts to connect to a new network, for the end-user to select the type of network. CES will optimize its firewall
settings for the new network, based on the selection. An example is shown below.
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COMODO network Detected

Join a New Network

Flease select your location:

| am at Home

Choose if you are at home and have just connected your computer to a local
network

| am atWork

Choose if you are at work place and have just connected your computer to a
local networlk

| am at a Public Place

Choose this option if you are at public place such as a coffee shop, hotel or
school, ete,

PED

[ Do not detect new networks again

If you do not want the alert to be displayed to the end-user and wish the CES at the computer to decide on the type of
network by default, de-select this option and choose the network type from the drop-down under Location Treatment.
The available options are:

¢ Home
e Work
e Public

[0 Show popup alerts
Location treatment:

Waork

Home

i Public

The panel has two tabs:

»  Network Zones - Allows you to define network zones and to allow access to them for applications, with the access
privileges specified through Application Rule interface. Refer to 'Creating or Modifying Firewall Rules' for more details.

»  Blocked Zones - Allows you to define trusted networks that are not trustworthy and to block access to them.

Network Zones

A 'Network Zone' can consist of an individual machine (including a single home computer connected to Internet) or a network of
thousands of machines to which access can be granted or denied.

The 'Network Zones' tab in the 'Network Zones' panel displays a list of defined network zones and allows you to define network
zones, to which the computer applied with this profile can connect, with access rights as defined by the firewall rules or blocked

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 276



Creating Trust Online®

Comodo Device Manager - Administrator-Guide coMoDo

access to.

To define a new Network Zone

e Click the 'Add' button m at the top of the list.

The 'Network Zone' dialog will open.

Network Zone

Name

| Sales Dept Network ‘

[l Public Network

Add

["] ADDRESS

e Enter a name for the new network zone in the 'Name' field.

»  Select the checkbox 'Public Network' if you are defining a network zone for a network in a public place, for example,
when you are connecting to a Wi-Fi network at an airport, restaurant etc., so that Comodo Firewall will optimize the
configuration accordingly.

*  Click Add to add the computers in the new network zone

] Public Network

Exclude (i.e. NOT the choice below)

Type ‘Any Address I

Any Address
Host Name

IPv4 Address Range
IPv4 Single Address
IPv4 Subnet Mask
IPv6 Single Address
IPv6 Subnet Mask
MAC Address

The 'Address' dialog allows you to select an address from the Type' drop-down box shown below (Defaulf = Any Address). The
'Exclude’ check box will be enabled only if any other choice is selected from the drop-down box.

Address Types:
i. Any Address - Adds all the IP addresses (0.0.0.0- 255.255.255.255) to the zone.
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ii. Host Name- Enter a named host which denotes an address on your network.

iii. IPv4 Range - Will include all the IPv4 addresses between the values you specify in the 'Start Range' and 'End
Range' text boxes.

iv. 1Pv4 Single Address - Enter a single IP address to be added to the zone - e.g. 192.168.200.113.

v. IPv4 Subnet Mask - A subnet mask allows administrators to divide a network into two or more networks by splitting
the host part of an IP address into subnet and host numbers. Enter the IP address and Mask of the network you
wish to add to the defined zone.

vi. IPv6 Single Address -Enter a single address to be added to the zone - e.g. 3ffe:1900:4545:3:200:f8ff:fe21:67cf.

vii. IPv6 Subnet Mask. Ipv6 networks can be divided into smaller networks called sub-networks (or subnets). An IP
address/ Mask is a subnet defined by IP address and mask of the network. Enter the IP address and Mask of the
network.

viii. MAC Address - Enter a specific MAC address to be added to the zone.
Select/enter the Addresses to be included in the new network zone

If you want to select all the other addresses to be included in the network zone, excluding those selected under the
Type drop-down, select the 'Exclude’ option.

Click OK in the 'Address' dialog.
Click OK in the 'Network Zone' dialog

The network zone will be added under Network Zones list and will be available to be quickly called as 'Zone' when creating or
modifying a Firewall Ruleset. Or when defining a Blocked Zone.
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Firewall Rule

Action|
Allow |Z|

Log as firewall event if this rule is fired

Protocol

LDP E|

Direction

Out |Z|

Description

Allow Outgoing DNS Requests

Source Address Destination Address Source Port Destination Port

Exclude (i.e. NOT the choice below)
Type

Metworlk Zone -

Network Zone

[oelebe =T

4 Sales Dept.

Computers

To edit a network zone, click the 'Edit" icon 4 beside the network zone name. The 'Network Zone' dialog will appear populated
with the name and the addresses of the network zone. Edit the details as required. The process is similar to defining a new
network zone as explained above.

Blocked Zones

A computer network enables users to share information and devices between computers and other users within the network.
There are certain networks that you'll want to 'trust' and grant access to - for example your work network. Conversely, there may
be other networks that you do not trust and want to restrict communication with - or even block entirely.

The 'Blocked Zones' section allows you to configure restrictions on network zones that you do not wish to trust and the
computers applied with this profile will be blocked access to them.

The 'Blocked Zones' tab allows you to view the list of blocked network zones and add new blocked zones.
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General File Rating Firewall

Firewall

Firewall Settings Application Rules Global Rules Rulesets Network Zones Portsets

[E] Enable automatic detection of private networks

[El Show popup alerts

Location treatment:

Work ~

Metwork Zones Blocked Zones

Add Add from Network Zone

The 'Blocked Zones' tab displays a list of zones that are currently blocked and allows you to:

»  Deny access to an existing network zone
*  Deny access to a network by manually defining a new blocked zone

Note 1: You must create a zone before you can block it. There are two ways to do this;
1. Using 'Network Zones' to name and specify the network you want to block.

2. Directly from this interface using 'New blocked address..."

Note 2: You cannot reconfigure existing zones from this interface (e.g. to add or modify IP addresses). You need to use
'Network Zones' if you want to change the settings of existing zones.

To deny access to an existing network zone
e Click 'Add from Network Zone' button from the top

*  Choose the particular zone you wish to block from the 'Network Zone' drop-down.
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Firewall

Firewall Settings Application Rules Global Rules Rulesets Network Zones Portsets

[E] Enable automatic detection of private networks

[E] Show popup alerts
Location treatment:

Worle ~

Metwork Zones Blocked Zones

Add | Add from Network Zone )

Metwork Jones Blocked Zones

4
Network Zone:| | Loopback Zone [ - 'x Can Add
L4
Loopback Zone =

Sales Dept. Computers
] ONI EVOUS g 20

*  Click 'Add'

*  Repeat the process to add more blocked network zones for the profile
To deny access to a network by manually defining a new blocked zone

e Click the 'Add' button from the top.

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 281



Creating Trust Online®

Comodo Device Manager - Administ _ coMoDO

Firewall Settings Application Rules Global Rules Rulesets Network Zones Portsets

[E] Enable automatic detection of private networks

[E] Show popup alerts

Location treatment:

Work ~

Metwork Zones Blocked Zones

‘ Add I Add from Network Zone

Address

Exclude (I.e. NOT the choice below)

Any Address
| Host Name

| IPv4 Address Range
| IPvd Single Address
Ell’w-'l Subnet Mask

| IPv6 Single Address
| IPv6 Subnet Mask
EMA‘C Address

*  Select the address type you wish to block from the Type' drop-down. Select 'Exclude’ if you want to block all IP
addresses except for the ones you specify using the drop-down.

Address Types:

i. Any Address - Will block connections from all IP addresses (0.0.0.0- 255.255.255.255)

ii. Host Name- Enter a named host which denotes an address on your network.

iii. 1Pv4 Range - Will block access to the IPv4 addresses you specify in the 'Start Range' and 'End Range' text boxes.
iv. IPv4 Single Address - Block access to a single address - e.g. 192.168.200.113.

v. IPv4 Subnet Mask - A subnet mask allows administrators to divide a network into two or more networks by splitting
the host part of an IP address into subnet and host numbers. Enter the IP address and Mask of the network you
wish to block.

vi. IPv6 Single Address -Block access to a single address - e.g. 3ffe:1900:4545:3:200:8ff:fe21:67cf.

vii. IPv6 Subnet Mask. Ipv6 networks can be divided into smaller networks called sub-networks (or subnets). An IP
address/ Mask is a subnet defined by IP address and mask of the network. Enter the IP address and Mask of the
network.

viii. MAC Address - Block access to a specific MAC address.
2. Select the address to be blocked and click OK

The address(es) you block will appear in the 'Blocked Zones' tab. You can modify these addresses at any time by
selecting the entry and clicking 'Edit'.
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3. Click 'OK"in 'Network Zones' interface to confirm your choice. All traffic intended for and originating from computer or
devices in this zone are now blocked.

Portsets
Port Sets are handy, predefined groupings of one or more ports that can be re-used and deployed across multiple Application

Rules and Global Rules. The 'Port Sets' panel under the 'Firewall' tab allows you to view and manage pre-defined port sets and
to add new port sets for the profile. The name of the port set is listed above the actual port numbers that belong to that set.

General File Rating Firewall
Firewall Settings Application Rules Global Rules Rulesets Network Zones Portsets

[0 HTTPPors &
[0 POP3/SMTP Ports &
O Privileged Ports f

m 50 100

The panel lists all portsets that are defined for the profile. Clicking the 'Edit' icon # beside a name reveals the ports included in
the set.

Name

HTTFP Ports

O =0 4
[0 44 rd
] =080 &

0K Cancel

CDM ships with three default portsets:
e HTTP Ports: 80, 443 and 8080. These are the default ports for http traffic. Your internet browser uses these ports
to connect to the internet and other networks.
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*  POP3/SMTP Ports: 110, 25, 143, 995, 465 and 587. These ports are typically used for email communication by
mail clients like Outlook and Thunderbird.

*  Privileged Ports: 0-1023. This set can be deployed if you wish to create a rule that allows or blocks access to the
privileged port range of 0-1023. Privileged ports are so called because it is usually desirable to prevent users
from running services on these ports. Network admins usually reserve or prohibit the use of these ports.

Defining a new Port Set

You can create new portsets and allow access to them for applications, with the access privileges specified through Application
Rule interface. Refer to 'Creating or Modifying Firewall Rules' for more details.

To add a new portset
e Click the 'Add' button from the top.

The 'Portset' dialog will open.

Firewall

oo

Firewall Settings Application Rules Global Rules Rulesets Metwork Zones Portsets

Portset

Parts to be guarded

Exclude (i.e. NOT the choice below)

- lﬂy
A Single Port 0
APort Range i} - .- o
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*  Enter a name for the new portset in the 'Name' field.
e Toadd ports to the new portset, click the 'Add' button above the list of ports.
»  Specify the ports to be included in the new portset:

*  Any - to choose all ports;
»  Asingle port - Define the port number in the combo box beside;
*  Aport range - Enter the start and end port numbers in the respective combo boxes.

*  Exclude (i.e. NOT the choice below): The opposite of what you specify is applicable.
e Click 'OK"in the 'Port' dialog. The ports will be added to the new portset in the 'Edit Portset' interface.

e Click 'OK"in the 'Portset' dialog to create the new portset.
Once created, a Portset can be:

*  Quickly called as 'A Set of Ports' when creating or modifying a Firewall Ruleset
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Firewall Rule

Action

Block |z|

Log as firewall event if this rule is fired

Protocol

TCP |Z|
Direction

Out |E|
Description

Allow QOutgoing HTTP Requests

Source Address Destination Address Source Port Destination Port

Exclude (i.e. NOT the choice below)

Type
‘ A Set of Ports |E|
Port Set
HTTP Ports
POP3/SMTP Ports
Priyvilocyeseerte

o Ports to be guarded

To edit an existing port set

«  Click the 'Edit icon #" beside the name of the portset. The 'Portset' dialog will appear with a list of port numbers
in the port set.

*  The editing procedure is similar to adding the portset explained above.
»  Click the 'Save' button at the top of 'Firewall' interface to sane your settings for the profile.

The saved 'Firewall' settings screen will be displayed with options to edit the settings or delete the section. Refer to the section
'Editing Configuration Profiles' for more details.
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6.1.3.1.4. Sandbox Settings

The CES installation at the managed computers can be configured to automatically run files that have a trust status of 'Unknown'’
in the sandbox. Files running in the sandbox are isolated from the rest of the computer and the data stored in it, to prevent them
causing damage.

The Sandbox Settings interface allows you to configure the overall behavior of Sandbox component of CES installed at the
endpoints and to create and manage auto-sandbox rules that define which types of files are to be auto-sandboxed and their
restriction levels.

*  Run with restricted access to operating system resources
*  Run completely isolated from your operating system and files on your computer
e Completely block from running
»  Allow to run outside the sandbox environment without restriction
For more information about defining rules, refer to the section Auto-Sandbox Rules.

The Sandbox creates a new folder called 'Shared Space' at 'C:/Program Data/Shared Space' to share files between sandboxed
applications the real file system in the computer. Applications running inside the sandbox will be allowed to store their data in the
shared space for future sessions. This data can also be accessed by non-sandboxed applications.

To configure Sandbox settings
e Choose 'Sandbox' from the 'Add' drop-down

The settings screen for Sandbox will be displayed.

=@ Finance Dept Computers

—

Settings Rules

[0 Enable Auto-Sandbox

This opticn protects your computer against unknown malware by
autc-sandboxing and blocking the actions of unknown applications
in such a way that these applications can not harm your computer.

Virtualize access to the specified files/folders Exclusions

Virtualize access to the specified registry keys/values Exclusions

Enable automatic startup for services installed in the Sandbox

Show highlight frame for virtualized programs

OO0 00

Detect programs witch require elevated privileges e g. installers or updates

Show privilege elevations alerts Run Isclated v

It contains two tabs.

«  Sandbox Settings

*  Auto-Sandbox Rules
Sandbox Settings

The 'Settings' pane under the 'Sandbox' tab allows you to configure the parameters that determine how proactive the Sandbox
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should be and which types of files it should check.

Sandbox

Settings Rules

O Enable Auto-Sandbox

This opticn protects your computer against unknown malware by
autc-sandboxing and blocking the actions of unknown applications
in such a way that these applications can not harm your computer.

Virtualize access to the specified files/folders Exclusions

Virtualize access to the specified registry keys/values Exclusions

Enable automatic startup for services installed in the Sandbox

Show highlight frame for virtualized programs

OoOoOo oOao0

Detect programs witch require elevated privileges e.g. installers or updates

Show privilege elevations alerts Run Isolated v

Sandbox Settings - Table of Parameters

Form Element Description

Enable Auto-Sandbox Allows you to enable or disable Auto-Sandbox at the endpoint. If enabled, the
CES at the endpoint will automatically run applications inside the sandbox, as
per the rules defined. For more details on creating the rules, refer to the section
'Configuring Rules for Auto-Sandbox'.

Shared Space Settings

‘Shared Space' is a dedicated area at each endpoint that sandboxed applications are permitted to write to and which can also
be accessed by non-sandboxed applications (hence the term 'Shared Space'). For example, any files or programs you
download via a sandboxed browser that you wish to be able to access from your real system should be downloaded to the
shared space. This is located by default at 'C:/Program Data/Shared Space'.

Virtualize access to the specified Sandboxed applications can access folders and files on the 'real' system but
files/folders cannot save any changes to them. However, you can define exclusions to this
rule.

On selecting this option, sandboxed applications cannot save any data to any of
the files/folders in the real computer system. If you want to add files and folders
in the real computer system as exclusions, that could be accessed by
sandboxed applications leave this option unselected and add the files/folders to
be excluded.

Refer to the explanation of defining exclusions for Files/Folders, below this table.

Virtualize access to the specified registry Sandboxed applications can access Windows Registry Keys and Values on the
keys/values 'real' system but cannot save any changes to them. However, you can define
exclusions to this rule.

On selecting this option, sandboxed applications cannot save any data to any of
the Registry Keys and Values in the real computer system. If you want to add
Keys and Values as exclusions, that could be accessed by sandboxed
applications, leave this option unselected and add the Keys/Values to be

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 288



Creating Trust Online®

Comodo Device Manager - Administrator-Guide coMoDo

Sandbox Settings - Table of Parameters

excluded.
Refer to the explanation of defining exclusions for registry keys/values, below
this table.
Other Seftings
Enable automatic startup for services By default, CES installation at the endpoint does not permit sandboxed services
installed in the Sandbox to run at Windows startup. Select this check-box to allow them to do so at the
endpoints applied with the profile.
Show highlight frame for virtualized If enabled, CES will display a green border around the windows of programs
programs that are running inside the sandbox at the endpoint.
Detect programs which require elevated If enabled, the Sandbox displays alerts when an installer or updater requires
privileges e.g. installers or updates administrator or elevated privileges to run at the endpoint. An installer that is
allowed to run with elevated privileges is permitted to make changes to
important areas of the endpoint, such as the registry.
Show privilege elevation alerts If enabled, CES displays alerts when a new or unrecognized program,

application or executable requires administrator or elevated privileges to run at
the endpoint for the end-user to respond. (Default=Disabled)

If you do not want the alerts to be displayed at the endpoint, leave this option
un-selected and choose the action to be taken on those unrecognized programs
from the drop-down beside it.

[0 show privilege elevations alerts Run Isolated

Run Isolated
Run Unlimited
Run Unlimited and Trust

| Block

To define exclusions for files and folders

«  Disable the 'Virtualize access to the specified files/folders' option and then click on the link 'Exclusions'.

File / Folders

Exclusion Paths Exclusion Groups

PATH ACTIONS

You can add/edit File Groups here oK

*  The 'Files/Folders' dialog will appear with a list of defined exclusions under two tabs:
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*  Exclusion Paths - The individual files that are added to the list, with their installation path

*  Exclusion Groups - The file groups that are added to the list. A file group is a group of executable files of
certain category. CDM ships with a set of file groups. The administrator can create custom file groups from
the Settings > 'Global Variables' interface. Refer to the portion explaining 'File Groups' under Settings >
Global Variables.

e Toadd afile path, choose File Path from the 'Add' Drop-down

File / Folders

File Path

Path

CAProgram Files\OpenOffice 4\program\swriter.exe

»  Enter the storage/installation path of the file to be added to the exclusions list
e Toadd a File Group to exclusions, choose File Groups from the Add drop-down and choose the File Group.
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File / Folders Close

File Path
‘aths Exclusion Groups

File Groups E Executables :

All Applications

Windows System Applications

COMODO Endpoint Security

Windows Management

3rd Party Protocol Drivers

Metro Apps

Management and Productivity Applications
Email Clients

Suspicious Locations

Shared Spaces

*  Click 'OK' to save your settings.
*  You can edit or remove the exclusions using the respective buttons in the 'Action' column in the File/Folders interface.
To define exclusions for specific Registry keys and values

«  Disable the 'Virtualize access to the specified registry keys/values' then click on the link 'Exclusions'".
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Virtualize access to the specified files/folders Exclusions

[0 Virtualize access to the specified registry keys/values m

Registry Keys / Values

Exclusion Paths Exclusion Groups

PATH ACTIONS

You can add/edit File Groups here “

The 'Registry Keys / Values' dialog will appear with a list of defined exclusions under two tabs:
*  Exclusion Paths - The Registry Keys /Values that are added to the list

»  Exclusion Groups - The Registry Groups that are added to the list. A Registry Group is a collection of Windows registry
keys and values of certain category. CDM ships with a set of registry groups. The administrator can create custom
registry groups from the Settings > 'Global Variables' interface. Refer to the portion explaining 'Registry Groups' under
Settings > Global Variables.

* Toadd a registry key or value, choose 'File Path' from the 'Add" drop-down.
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Registry Keys / Values

I ( =
‘ File Gr%ma ‘

File Path

Path

HKEY_LOCAL_MACHINE\SOFTWARE\OpenOffice\OpenOffice\4.1. 2|

»  Enter the registry key to be added to the list in the File Path dialog an click 'OK'’

e Toadd a pre-defined 'Registry Group' to exclusions, choose 'Registry Groups' from the 'Add' drop-down and choose
the Group.

Registry Keys / Values Close

File Path
‘aths Exclusion Groups

File Graupsy Automatic Startup ACTIONS

COMODO Keys

Internet Explorer Keys
Important Keys
Temporary Keys

123

*  Click 'OK' to save your settings.

You can edit or remove the exclusions using the respective buttons in the 'Action’ column in the Registry Keys / Values interface.
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e Click the 'Save' button.
Configuring Rules for Auto-Sandbox

The Sandbox rules determine whether a program should be allowed to run with full privileges, ignored, run restricted or run in
fully virtualized environment. For easy identification, CES will show a green border around programs that are running in the
sandbox at the endpoints.

The table in the Rules screen displays the list of rules configured for the profile. Rules at the top of the table have a higher
priority than those at the bottom and are applied first. In the event of a conflict between rules, the setting in the rule nearer to the
top of the table will be applied.

General File Rating Firewall Sandbox

_—

Settings Rules

ACTION TARGET REPUTATION ACTIONS

Run virtually c\Program Files\Beauty Images\beautyimageviewer.exe Any

Sandbox Rules - Column Descriptions

Column Heading Description
Action Displays the operation that the sandbox should perform on the target files if the rule is triggered.
Target The files, file groups or specified locations on which the rule will be executed.
Reputation The trust status of the files to which the rule should apply. The possible values are:
e 'Any
*  'Malware'
e 'Trusted'

*  'Unrecognized".

Actions Displays whether the rule is enabled or disabled. Click on 'Enable/Disabled' to toggle between the two
states. The drop-down allows you to edit the rule or delete it.

# Edit

m Delete

Sorting and filtering options

»  Clicking on 'Action’, 'Target' and 'Reputation’ column headers will sort the rules in ascending/descending order

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 294



Creating Trust Online®

Comodo Device Manager - Administrator-Guide coMoDo

You can add new rules for automatically running specified programs inside the sandbox at the endpoints to which the profile is
applied.
An Auto-sandbox rule can be created for:

* Anindividual target application at a specific endpoint by specifying the file path of the executable file;

* Anindividual target application at several endpoints by specifying its common file path or the Hash value of the
executable file;

e All applications in a File Group.

The target(s) can be filtered by specifying 'Source', 'Reputation and 'Options'. They are, however, optional, so the administrator
can create a very simple rule to run an application in the sandbox just by specifying the action and the target application.

To add a new rule

e (Click the 'Add Rule' button from the 'Sandbox' interface.

Settings Rules

Add Rule

General Sources Reputation Options

[s] Enabled
Action

Run virtually v

Type

File groups v

Target

You can add/edit File Groups here
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The 'Add Rule' dialog will displayed.
e Click the 'General' tab in the 'Add Rule' dialog

'Add Rule' dialog - General tab - Table of Parameters

Form Element Description
Enabled Allows you to enable or disable the rule.
Action The 'Action' drop-down allows you to choose whether or not the sandbox has to allow the application to

run and the restriction level to be the applied. The restriction level determines the privileges to be
assigned to the auto-sandboxed application to access the other software and hardware resources of
the endpoint computer. The options available are:

*  Run Restricted - The application is allowed to run and access the Operating System files and
resources as per the Restriction Level set under the 'Restriction Level' drop-down.

*  Run Virtually - The application will be run in a virtual environment completely isolated from
your operating system and files on the rest of your computer.

»  Block - The application is not allowed to run at all.

» Ignore - The application will not be sandboxed and allowed to run with all privileges.

Type Allows you to select the target type from the drop-down. The options available are:
»  File Groups

*  File Path

»  File Hash

Depending on the option selected here, the next field, 'Target' will allow you to select/enter the target
details.

Target Select the target application to which the auto-sandbox rule is to be applied.

» If'File Groups'is selected in ‘Type', the predefined file group will be available for selection
from the 'Target' drop-down.

File Groups - File groups are handy, predefined groupings of one or more file types. Choosing File
Groups allows the administrator to add a category of pre-set files or folders. For example, selecting
'Executables' would include all files with the extensions .exe .dll .sys .ocx .bat .pif .scr .cpl . Other such
predefined categories available include 'Windows System Applications' , 'Windows Updater
Applications' , 'Start Up Folders' etc. CDM ships with a set of File Groups. The Administrator can also
create custom File Groups from the 'Settings' > 'Global Variables' interface. Refer to the portion
explaining 'File Groups' under Settings > Global Variables.

» If'File Path'is selected in "Type', enter the path of the file in the Target' field.
File Path - Allows you to add executable files as the target by entering the entire common path.
» If'File Hash'is selected in 'Type', enter the SHA1 hash value of the file in the "Target' field.

File Hash - Allows you to add a program as a target by specifying the SHA1 Hash value of the
executable file. CES monitors the files at the endpoint applied with the policy and if the executable file
with the same hash value attempts to execute, the rule will be triggered and the program will be auto-
sandboxed as per the rule.

The next step is to define the source for the rule.
»  Click the 'Sources' tab in the 'Add Rule' dialog
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Add Rule

General Sources Reputation Options

If you include a number of items for a rule but want the rule to be applied only for items from certain sources, you can specify the
sources by clicking the 'Add Source' button.

For example, if you include all executables in the "Target' but want the rule to be applied only to executables that were
downloaded from the Internet, then the filter can be applied in the 'Sources'. Another example is if you want to run unrecognized
files from a network share, you have to create an ignore rule with All Applications as target and source located on network

drives.
On clicking the 'Add Source' button, a new 'Add Source' dialog will be displayed.

Add Source

Type

File path v
Target
Location Zone

Any v Any w
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'Add Source' dialog - Table of Parameters

Form Element Description

Type Allows you to select the target type from the drop-down. The options available are:
»  File Groups

*  File Path
*  File Hash
Depending on the option selected here, the next field, Target' will allow you to select/enter the target
details.
Target Choose the source file that has created the application set as target in the Target field. The process of
adding the source file is similar to adding a file for target. Refer to the description above for more
details.

»  For example, if the file was downloaded from Internet using a web browser, you can choose
the File Group "Web Browsers'.

» Ifyou are unsure of the source, choose 'All Applications' file group.

Location Choose the Location in which the application is stored from the drop-down. The options available are:

* Any - The rule will apply to the target application located on the local drive or on a removable
drive of the endpoint or on a network drive.

»  Local Drive - The rule will apply only to the target application located on the local drive of the
endpoint.

*  Removable Drive - The rule will apply only to the target application located on the removable
drive connected to the endpoint.

»  Network Drive - The rule will apply only to the target application located on a network drive
but executed at the endpoint.

Zone Choose the origin of the executable. The available options are:

*  Any - The rule will apply to the target application downloaded, copied or moved from
anywhere.

* Internet - The rule will apply only to the target application downloaded from Internet.

* Intranet - The rule will apply only to the target application downloaded from Intranet.

« Click'OK'

*  Repeat the process to add more sources. The source list will be displayed:
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Add Rule

General Sources Reputation Options

TARGET LOCATION ORIGIN ACTIONS
Executables Any Internet # Edit T Delete
All Applications Local drive Internet & Edit W Delete

OK

»  Clicking on 'Target', 'Location’ and 'Origin' column headers will sort the rules in ascending/descending order
»  Click 'Edit' to change the source parameters
«  Click 'Delete’ to remove the source from the list

The next step is to define the reputation for the rule.

»  Click the 'Reputation’ tab in the 'Add Rule' dialog

Add Rule

General Sources Reputation Options

Reputation

Any w

Match files that are created

Every o Hour(s) ~
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Reputation

et

'Add Rule' dialog - Reputation tab - Table of Parameters

Description

Allows you to narrow down the scope of applications to which the rule needs to be applied by
choosing the File Rating from the 'Reputation' drop-down. The available options are:

e Any- Application of any file rating

»  Trusted - Applications that are signed by trusted vendors and files installed by trusted
installers are categorized as Trusted files as configured under File Rating
configuration of the profile. Refer to the section explaining File Rating configuration.

*  Unrecognized - Files that are scanned against the Comodo safe files database not
found in them are categorized as Unrecognized files.

e Malware - Files are scanned according to a set procedure and categorized as
malware if not satisfying the conditions.

Match files that are created

Allows you to narrow down the scope of applications to which the rule needs to be applied by
specifying the age of the target files. The available options are:

e Every - Includes all the files that match the conditions set from the Target and
Reputation fields.

e More than - Includes the files whose age is more than the specified time period.
Specify the time period using the next two drop-downs.

*  Less than - Includes the files whose age is less than the specified time period.
Specify the time period using the next two drop-downs

The next step is to define the options for the rule.

e Click the 'Options' tab in the 'Add Rule' dialog

Add Rule

General Sources Reputation Options

Log when this action is performed

Set restriction level to Partially limited v

Limit maximum memory consumption MEB
to (MB)
Limit program execution time to (sec) Secs

OK
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'Add Rule' dialog - Options tab - Table of Parameters

Form Element Description

Log when this actionis | Allows you choose whether or not to add the event to the CES logs at the endpoint, whenever this
performed rule is triggered.

Set Restriction Level to | You can choose whether or not the restriction level is to be applied to the programs run inside the
sandbox by selecting or deselecting this option.

This option is available only if you have chosen 'Run restricted' or 'Run virtually' as the 'Action’ for
the rule. For 'Run Restricted" action, the option is selected by default. If this option is selected, you
should choose the restriction level to be applied from the drop-down. The available options are:

e Partially Limited - The application is allowed to access all operating system files and
resources like the clipboard. Modification of protected files/registry keys is not allowed.
Privileged operations like loading drivers or debugging other applications are also not
allowed.

»  Limited - Only selected operating system resources can be accessed by the application.
The application is not allowed to execute more than 10 processes at a time and is run
without Administrator account privileges.

*  Restricted - The application is allowed to access very few operating system resources.
The application is not allowed to execute more than 10 processes at a time and is run
with very limited access rights. Some applications, like computer games, may not work
properly under this setting.

*  Untrusted - The application is not allowed to access any operating system resources. The
application is not allowed to execute more than 10 processes at a time and is run with
very limited access rights. Some applications that require user interaction may not work
properly under this setting.

Limit maximum memory | Allows you to choose whether or not you wish to set an upper limit for the size of system memory
consumption to (MB) that the processes run by the target application can use.

This option is available only if you have chosen 'Run restricted' or 'Run virtually' as the 'Action’ for
the rule.
» If selected, enter the upper limit of size of system memory (in MB) that the process(es)
can use.

Limit program execution | Allows you to choose whether or not you wish to specify an upper limit for the time for which the
time to (secs) target application can continuously be run.

This option is available only if you have chosen 'Run restricted' or ‘Run virtually' as the 'Action’ for
the rule.

e Enter the maximum time in seconds for which the program can be allowed to run. On
lapse of the time, the program will be automatically terminated.

¢ Click 'OK' to save the rule

The saved 'Sandbox' settings screen will be displayed with options to edit the settings or delete the section. Refer to the section
'Editing Configuration Profiles' for more details.

6.1.3.1.5. Viruscope Settings

The 'Viruscope' component of CES monitors the activities of processes running at the endpoints and generates alerts if they
take actions that could potentially threaten privacy and/or security of the enduser. Apart from forming yet another layer of
malware detection and prevention, the sub-system represents a valuable addition to the core process-monitoring functionality of
the CES by introducing the ability to reverse potentially undesirable actions of software without necessarily blocking the software
entirely. This feature can provide you with more granular control over otherwise legitimate software which requires certain
actions to be implemented in order to run correctly.
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Viruscope alerts give the end-user, the opportunity to quarantine the process & reverse its changes or to let the process go
ahead.

The Viruscope settings screen allows you to configure the behavior of Viruscope component of CES at the endpoint computer,
to which the profile is applied.

To configure Viruscope settings
»  Choose 'Viruscope' from the 'Add' drop-down

The Viruscope settings screen will be displayed.

2R Finance Dept Computers

J—

[0 Enable Viruscope

[ Show popup alerts

[0 Monitor Sandboxed applications only

Viruscope Configuration - Table of Parameters

Form Element Description

Enable Viruscope Allows you to enable or disable Viruscope. If enabled, the Viruscope monitors the activities of all
the running processes and generates alerts on suspicious activities

Show popup alerts Allows you to configure whether or not to show Viruscope alerts when a suspicious activity is
recognized at the endpoint. Choosing to disable 'Show popup alerts' will minimize disturbances but
at some loss of user awareness. If you choose not to show alerts then detected threats are
automatically quarantined and their activities are reversed.

Monitor sandboxed Viruscope can monitor all the processes running at the endpoint. If you want it only to monitor the
applications only processes pertaining to auto-sandboxed applications or applications manually added to run inside
the sandbox, select this option.

e (Click the 'Save' button.

The Viruscope component will be added to the Windows profile.
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General File Rating Firewall Viruscope

Enable Viruscope

Disabled

Show popup alerts
Disabled

This option, when disabled, automatically quarantines detected threats and reverses their activities.
Monitor Sandboxed applications only

Disabled

el

*  To edit or delete the component, click More Actions and choose the option.

Delete

The saved 'Viruscope' settings screen will be displayed with options to edit the settings or delete the section. Refer to the section
'Editing Configuration Profiles' for more details.

6.1.3.1.6. HIPS Settings

The Host Intrusion Prevention System (HIPS) constantly monitors system activity and only allows executables and processes to
run if they comply with security rules that have been enforced by the Windows profile applied to the managed computer.
Comodo Endpoint Security ships with a default HIPS ruleset that works 'out of the box' - providing extremely high levels of
protection without any user intervention. For example, HIPS automatically protects system-critical files, folders and registry keys
to prevent unauthorized modifications by malicious programs. Administrators looking to take a firmer grip on their security
posture can quickly create custom policies and rulesets using the powerful rules interface and roll it out through the Windows
profile.

To configure HIPS Settings and Rules
*  Click 'HIPS' from the 'Add" drop-down
The HIPS settings screen will be displayed. It contains six tabs:
«  HIPS Settings - Allows you to configure the settings that govern the overall behavior of the HIPS component.

«  HIPS Rules - Allows you to view, create and modify rules that determine how the applications in the managed
computer have to be protected

*  Rulesets - Allows you view predefined rulesets and create new rulesets that can be applied to the applications on the
managed computer.

*  Protected Objects - Allows you to view and edit predefined 'Registry Groups' and 'COM Groups', create new groups so
as to add them to Protected Objects.

HIPS Settings
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The HIPS settings panel under the HIPS tab allows you to enable/disable HIPS, set HIPS security level and configure HIPS'
general behavior.

2R Finance Dept Computers

=3 e g b

-

Add Section Export Profile CGlone Profile Delete Profile

General File Rating Firewall Viruscope HIPS

HIPS Settings HIPS Rules Rulesets Protected Objects

[E] Enable HIPS

Safe Mode v Monitoring Settings

This opticn enables the Host Intrusicn Protection System,
the component that monitors critical operating system
activities to protect the computer against malware acticons.

Do NOT show popup alerts Allow Requests  w

Set popup alerts to verbose mode

Create rules for safe applications

Set new on-screen alert timeout to: 60 Secs.

Enable adaptive mode under low system resources
Block unknown requests when the application is not running
Enable enhanced protection mode (Requires a system restart)

Do heuristic command-line analysis for certain applications

FE OO N K [

Detect shelleode injections Exclusions

HIPS Settings - Table of Parameters

Form Element Description

Enable HIPS Allows you to enable or disable HIPS protection for the managed computers to which the profile
is applied. (Default=Enabled)
If enabled, you can configure the HIPS security level and monitoring settings.

Hips Security Level If HIPS is enbled, you can choose the security level for the HIPS to provide at the managed
computer from the drop-down below 'Enable HIPS'.
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HIPS Settings - Table of Parameters

Enable HIFS

Safe Mode Monitoring Settings

Paranocid Mode

Safe Mode

Clean PC Mode

[
Training Mode

The available options are:

»  Paranoid Mode: This is the highest security level setting and means that HIPS
monitors and controls all executable files apart from those that you have deemed safe.
Comodo Endpoint Security does not attempt to learn the behavior of any applications -
even those applications on the Comodo safe list and only uses your configuration
settings to filter critical system activity. Similarly, the Comodo Endpoint Security does
automatically create 'Allow' rules for any executables - although the end user still has
the option to treat an application as 'Trusted' at the HIPS alert. Choosing this option
generates the most amount of HIPS alerts and is recommended for advanced users
that require complete awareness of activity on their system.

»  Safe Mode: While monitoring critical system activity, HIPS automatically learns the
activity of executables and applications certified as 'Safe' by Comodo. It also
automatically creates 'Allow' rules for these activities, if the option 'Create rules for safe
applications' is selected. For non-certified, unknown, applications, the end-user will
receive an alert whenever that application attempts to run. Should you choose, the
end-user can add that new application to the safe list by choosing 'Treat this
application as a Trusted Application' at the alert. This instructs the HIPS not to
generate an alert the next time it runs. If the endpoint is not new or known to be free of
malware and other threats as in 'Clean PC Mode' then 'Safe Mode' is recommended
setting for most users - combining the highest levels of security with an easy-to-
manage number of HIPS alerts.

«  Clean PC Mode: From the time you set the setting to 'Clean PC Mode', HIPS learns
the activities of the applications currently installed on the server while all new
executables introduced to the server are monitored and controlled. This patent-
pending mode of operation is the recommended option on a new server or one that
the user knows to be clean of malware and other threats. From this point onwards
HIPS alerts the user whenever a new, unrecognized application is being installed. In
this mode, the files with 'Unrecognized' rating in the 'File List ' are excluded from being
considered as clean and are monitored and controlled.

»  Training Mode: HIPS monitors and learn the activity of any and all executables and
create automatic 'Allow' rules until the security level is adjusted. The end-user will not
receive any HIPS alerts in 'Training Mode'". If you choose the "Training Mode' setting,
we advise that you are 100% sure that all applications and executables installed on
teh endpoints are safe to run.

Monitoring Settings If HIPS is enbled, you can configure the activities, entities and objects that should monitored by
it at the managed endpoint by clicking the 'Monitoring Settings' link.
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HIPS Settings - Table of Parameters

Enable HIPS
Safe Mode w Mtjrﬁituriir‘}jg7 Settings
This opticn enables the Host Intrusion Protection System

Monitor Settings

Interprocess Memory Access | Processes Execution
Windows/WinEvent Hooks | Win Messages
Device Driver Installations 1|  DNS/RPC Client Service

Processes' Terminations

Protected COM Interfaces 8] Protected Registry Keys
Protected Files/Folders

Physical Memary 5| Disks
Computer Memory 2]  Keyboard
Activities To Monitor:

*  Interprocess Memory Access - Malware programs use memory space modification to
inject malicious code for numerous types of attacks. These include recording your
keyboard strokes; modifying the behavior of applications and stealing data by sending
confidential information from one process to another. One of the most serious aspects
of memory-space breaches is the ability of the offending malware to take the identity
of a compromised process to 'impersonate’ the application under attack. This makes
life harder for traditional virus scanning software and intrusion-detection systems.
Leave this option selected, and HIPS generates alerts when an application attempts to
modify the memory space allocated to another application (Defaulf = Enabled).

*  Windows/WinEvent Hooks - In the Microsoft Windows® operating system, a hook is a
mechanism by which a function can intercept events before they reach an application.
Example intercepted events include messages, mouse actions and keystrokes. Hooks
can react to these events and, in some cases, modify or discard them. Originally
developed to allow legitimate software developers to develop more powerful and
useful applications, hooks have also been exploited by hackers to create more
powerful malware. Examples include malware that can record every stroke on your
keyboard; record your mouse movements; monitor and modify all messages on your
computer and take remote control of your computer. Leaving this option selected
means that an alert is generated every time a hook is executed by an untrusted
application (Default = Enabled).

»  Device Driver Installations - Device drivers are small programs that allow applications
and/or operating systems to interact with hardware devices on the managed
computer. Hardware devices include your disk drives, graphics card, wireless and
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LAN network cards, CPU, mouse, USB devices, monitor, DVD player etc.. Even the
installation of a perfectly well-intentioned device driver can lead to system instability if
it conflicts with other drivers on the system. The installation of a malicious driver could,
obviously, cause irreparable damage to the computer or even pass control of that
device to a hacker. Leaving this option selected means HIPS generates alerts every
time a device driver is installed on the computer by an untrusted application (Default =
Enabled).

*  Processes' Terminations - A process is a running instance of a program. Terminating a
process, obviously, terminates the program. Viruses and Trojan horses often try to
shut down the processes of any security software you have been running in order to
bypass it. With this setting enabled, HIPS monitors and generates alerts for all
attempts by an untrusted application to close down another application (Defauft =
Enabled).

*  Process Execution - Malware such as rootkits and key-loggers often execute as
background processes. With this setting enabled, HIPS monitors and generates alerts
whenever a process is invoked by an untrusted application. (Defaulf = Enabled).

*  Windows Messages - This setting means Comodo Endpoint Security monitors and
detects if one application attempts to send special Windows Messages to modify the
behavior of another application (e.g. by using the WM_PASTE command) (Defaulf =
Enabled).

*  DNS/RPC Client Service - This setting generates alerts if an application attempts to
access the "Windows DNS service' - possibly in order to launch a DNS recursion
attack. A DNS recursion attack is a type of Distributed Denial of Service attack
whereby a malicious entity sends several thousand spoofed requests to a DNS server.
The requests are spoofed in that they appear to come from the target or 'victim' server
but in fact come from different sources - often a network of 'zombie' computers which
send out the requests without the owners knowledge. The DNS servers are tricked
into sending all their replies to the victim server - overwhelming it with requests and
causing it to crash. Leaving this setting enabled prevents malware from using the DNS
Client Service to launch such an attack (Defaulf = Enabled).

Objects To Monitor Against Modifications:

*  Protected COM Interfaces enables monitoring of COM interfaces you specified
from the COM Protection pane. (Default = Enabled)

»  Protected Registry Keys enables monitoring of Registry keys you specified from
the Registry Protection pane. (Default = Enabled).

»  Protected Files/Folders enables monitoring of files and folders you specified from
the File Protection pane. (Defaulf = Enabled).

Objects To Monitor Against Direct Access:

Determines whether or not Comodo Endpoint Security should monitor access to system critical
objects on the managed computer. Using direct access methods, malicious applications can
obtain data from a storage devices, modify or infect other executable software, record
keystrokes and more. Comodo advises the average user to leave these settings enabled:

*  Physical Memory: Monitors your computer's memory for direct access by an
applications and processes. Malicious programs attempt to access physical memory
to run a wide range of exploits - the most famous being the 'Buffer Overflow' exploit.
Buffer overruns occur when an interface designed to store a certain amount of data at
a specific address in memory allows a malicious process to supply too much data to
that address. This overwrites its internal structures and can be used by malware to
force the system to execute its code (Default = Enabled).

»  Computer Monitor: Comodo Endpoint Security raises an alert every time a process
tries to directly access the computer monitor. Although legitimate applications
sometimes require this access, spyware can also use such access to take screen
shots of the current desktop, record browsing activities of the user and more (Defaulf
= Enabled).
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»  Disks: Monitors the local disk drives at the managed computer, for direct access by
running processes. This helps guard against malicious software that need this access
to, for example, obtain data stored on the drives, destroy files on a hard disk, format
the drive or corrupt the file system by writing junk data (Defaulf = Enabled).

et

»  Keyboard: Monitors the keyboard for access attempts. Malicious software, known as
'key loggers', can record every stroke made on keyboard and can be used to steal
passwords, credit card numbers and other personal data typed through the keyboard.
With this setting is enabled, Comodo Endpoint Security generates alerts every time an
application attempts to establish direct access to the keyboard (Default = Enabled).

Note: The settings you choose here are universally applied. If you disable monitoring of an
activity, entity or object using this interface it completely switches off monitoring of that activity
on a global basis - effectively creating a universal 'Allow' rule for that activity . This 'Allow' setting
over-rules any Ruleset specific 'Block' or 'Ask' setting for that activity that you may have selected
using the 'Access Rights' and 'Protection Settings' interface.

Do NOT show popup alerts

Configure whether or not the HIPS alerts are to be displayed at the managed computer for the
end-user to respond. Choosing 'Do NOT show popup alerts' will minimize disturbances but at
some loss of user awareness (Defaulf = Enabled).

If you choose not to show alerts then you have a choice of default responses that CES should
automatically take - either 'Block Requests' or 'Allow Requests'.

Do NOT show popup alerts Allow Requests  w

Allow Requests

| Block Requests

Set popup alerts to verbose
mode

Enabling this option instructs CES to display HIPS alerts in verbose mode, providing more more
informative alerts and more options for the user to allow or block the requests (Defaulf =
Enabled).

Create rules for safe
applications

Automatically creates rules for safe applications in HIPS Ruleset (Defaulf = Enabled)
Note: HIPS trusts the applications if:
»  The application/file is rated as Trusted' in the File List
»  The application is from a vendor included in the Trusted Software Vendors list

»  The application is included in the extensive and constantly updated Comodo
safelist.

Set new on-screen alert
timeout to

Determines how long the HIPS shows an alert for without any user intervention. By default, the
timeout is set at 60 seconds. You may adjust this setting to your own preference.

Advanced Settings

Enable adaptive mode
under low system resources

Very rarely (and only in a heavily loaded system), low memory conditions might cause certain
CES functions to fail. With this option enabled, CES will attempt to locate and utilize memory
using adaptive techniques so that it can complete its pending tasks. However, the cost of
enabling this option may be reduced performance in even lightly loaded systems (Defaulf =
Enabled).

Block unknown requests
when the application is not
running

Selecting this option blocks all unknown execution requests if Comodo Endpoint Security is not
running/has been shut down. This is option is very strict indeed and in most cases should only
be enabled on seriously infested or compromised machines while the user is working to resolve
these issues. If you know the managed computer machine is already 'clean’ and are looking just
to enable the highest CES security settings then it is OK to leave this option disabled. (Default =
Disabled)

Enable enhanced protection
mode (Requires a system
restart)

On 64 bit systems, enabling this mode will activate additional host intrusion prevention
techniques to counteract extremely sophisticated malware that tries to bypass regular HIPS
protection. Because of limitations in Windows 7/8 x64 systems, some HIPS functions in previous
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versions of CES could theoretically be bypassed by malware. Enhanced Protection Mode
implements several patent-pending ways to improve HIPS. CIS requires a system restart for
enabling enhanced protection mode. (Default = Disableq)

Do heuristic command-line | Selecting this option instructs Comodo Endpoint Security to perform heuristic analysis of
analysis for certain programs that are capable of executing code such as visual basic scripts and java applications.
applications Example programs that are affected by enabling this option are wscript.exe, cmd.exe, java.exe
and javaw.exe. For example, the program wscipt.exe can be made to execute visual basic
scripts (.vbs file extension) via a command similar to 'wscript.exe c:\tests\test.vbs'. If this option
is selected, CES detects c:\tests\test.vbs from the command-line and applies all security checks
based on this file. If test.vbs attempts to connect to the Internet, for example, the alert will state
'test.vbs' is attempting to connect to the Internet ( Defaulf = Enabled).

» |Ifthis option is disabled, the alert would only state ‘wscript.exe' is trying to connect to
the Internet'.

Background note: 'Heuristics' describes the method of analyzing a file to ascertain whether it
contains codes typical of a virus. Heuristics is about detecting virus-like behavior or attributes
rather than looking for a precise virus signature that matches a signature on the virus blacklist.
This helps to identify previously unknown (new) viruses.

Detect shellcode injections | Enabling this setting turns-on the Buffer over flow protection.

Background: A buffer overflow is an anomalous condition where a process/executable attempts
to store data beyond the boundaries of a fixed-length buffer. The result is that the extra data
overwrites adjacent memory locations. The overwritten data may include other buffers, variables
and program flow data and may cause a process to crash or produce incorrect results. They can
be triggered by inputs specifically designed to execute malicious code or to make the program
operate in an unintended way. As such, buffer overflows cause many software vulnerabilities
and form the basis of many exploits.

Turning-on buffer overflow protection instructs the Comodo Endpoint Security to raise pop-up
alerts in every event of a possible buffer overflow attack. The end-user can allow or deny the
requested activity raised by the process under execution depending on the reliability of the
software and its vendor.

Comodo recommends this setting is left enabled (Defaulf = Enabled).

You can also add files/folders and/or file groups to be excluded from Shellcode injections. To
add exclusions, click the 'Exclusions' link after enabling this option.

1=l Do heuristic command-line analysis for certain applications

[¥] Detect shellcode injections %

Exclusions

Exclusion Paths Exclusion Groups

You can add/edit File Groups here

The process of adding exclusions is similar to adding exclusions for virtualization in Sandbox
Settings. Refer to the explanation of adding files / folders to be excluded in the previous section
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Sandbox Seftings.

HIPS Rules

The 'HIPS Rules' screen allows you to view the list of active HIPS rulesets applied to different groups of or individual
applications and to create and manage rules for the profile. You can change the ruleset applied to a selected application or
application group.

Note: HIPS Rulesets are to be created before applying them to an individual application or an application group. Refer to the
next section Rulesets for details on creating new rulesets.

General File Rating Firewall Viruscope HIPS

HIPS Settings HIPS Rules Rulesets Protected Objects

APPLICATION TREAT AS ~ ACTIONS
COMODO Endpoint Security All Allowed Apps F i |
Web Browsers All Allowed Apps & m
beautyimageviewer.exe All Allowed Apps & m

| (8

HIPS Rules - Column Descriptions

Column Header Description
Application Name of the individual application or the application to which the ruleset is applied
Treat As The ruleset applied. For more details on the rulesets, refer to the next section Rulesets.
Actions Contains control buttons to edit or remove the rule

Creating and Modifying Hips Rules

To begin defining an application's HIPS rule, you need take two basic steps.
»  Step 1 - Select the application that you wish the ruleset is o be applied.
«  Step2 - Configure the rules for this application's ruleset.

Step 1 - Select the application that you wish the ruleset is to be applied
»  Todefine a ruleset for a new application (i.e. one that is not already listed), click the 'Add Rule' button at the top of the
list in the 'HIPS Rules' interface.

The 'HIPS Rule' interface will open as shown below:
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APP _ICATION

COMIODO Endpoint Security All Allowed Apps

HIPS Rule

Name

[ UseGroup Name

@ Use Ruleset Use Ruleset — [ vl

@ Use a Custom Ruleset Copy From~

Because this is a new application, the 'Name' field is blank. (If you are modifying an existing rule, then this interface shows the
individual rules for that application's ruleset).

*  To create a rule for a single application enter the file name of it in the 'Name' field

»  To create a rule for an application group, select 'Use Group' and choose the file group from the drop-down
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HIPS Rule

Group Name

Use Group Select File Group —

Select File Group —
Executables

All Applications

Windows System Applications
Windows Management

3rd Party Protocol Drivers

Metro Apps

Management and Productivity Applications

Email Clients

Suspicious Locations

Shared Spaces

File Downloaders

Web Browsers

Pseudo File Downloaders

File Archivers

Sandbox Folders

COMODO Endpoint Security Manager

Windows Updater Applications

COMODO Files/Folders -

Note: CDM ships with a set of predefined file groups containing collections of files under respective categories. Administrators
can also create custom file groups with required applications. All the pre-defined and the custom file groups will be available in
the drop-down. The custom file groups can be created under Settings > Global variables interface. Refer to the section File
Groups for more details.

(=

m

Step 2 - Configure the rules for this application's ruleset

There are two broad options available for creating a ruleset that applies to an application - Use a Predefined Ruleset or Use a
Custom Ruleset.

»  Use a Predefined Ruleset - Allows you to quickly deploy an existing HIPS ruleset on to the target application.
Choose the ruleset you wish to use from the drop-down menu. The name of the predefined ruleset you choose is
displayed in the Treat As ' column for that application in the 'HIPS Rules' interface.
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Group Name

[5] UseGroup

COMODO Endpoint Security

‘You can add/edit File Groups here
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@ Use Ruleset

All Allowed Apps

i

™ Use a Custom Ruleset

Access Rights

ACCESS NAME

Fun an executable

Interprocezs Memory Accesses

Disk

Keyboard

Selecting 'Ruleset' and choosing a pre-defined

ruleset from the drop-down, will populate the rules

from the rulset for the application/group.

l Protection Settings

ACTION EXCLUSIONS
Allow v Modify (0]0)
Allow - Modify (0]0)
Allow
Allow v

Note: Predefined Rulesets, once chosen, cannot be modified directly from this interface - they can only be modified and
defined using the Ruleset interface. If you require the ability to modify components of the rule set, then you are effectively
creating a new, custom ruleset and should choose the more flexible Use Custom Ruleset option instead.

*  Use a Custom Ruleset - Designed for more experienced administrators, the 'Custom Ruleset' option grants full control
over the configuration of each rule within that ruleset. The custom ruleset has two main configuration areas - Access
Rights and Protection Settings (Default = Enabled).
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HIPS Rule

Group Name

[5] UseGroup COMODO Endpoint Security |Z|

You can add/edit File Groups here

@ Use Ruleset Use Ruleset — [+

@ Usea Custom Ruleset

Choosing 'Use Custom Ruleset' then

selecting ‘Copy From' > 'Rulesets’ >

selecting a pre-defined ruleset will

populate the rules window with the

constituent rules. In the example shown,

the parameters of the ruleset are configured

as per the pre-defined ruleset 'All Allowed Apps’
Using this as a starting point, the administrator

Rulesets All Allowed Apps

indows %'stemdh:plicat'

can chnage the options for the 'Access Rights'
and 'Protection Settings'.
Access Rights Protection Settings

ACCESS NAME ACTION BEXCLUSIONS
Run an executable Allow - Modify (0]0)
Interprocess Memory Accesses Allow - Modify (0]0)
Windows/WinEvent Hooks Allow - Modify (0]0)
Computer Monitor Allow =
Disk Allow -
Keyboard Allow =

In simplistic terms 'Access Rights' determine what the application can do to other processes and objects whereas 'Protection
Settings' determine what the application can have done to it by other processes.

i.  Access Rights - The 'Process Access Rights' area allows you to determine what activities can be performed by the
applications in your custom ruleset.
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Interprocess Memory Accesses Allow ( - , Modify (0]0)
e S

Ask

Bloclk

Refer to the section HIPS Settings > Activities to Monitor to view a list of definitions of the Action Names listed above
and the implications of choosing the action from 'Ask', 'Allow' or 'Block' for each setting as shown below:

»  Exceptions to your choice of 'Ask', 'Allow' or 'Block' can be specified for the ruleset by clicking the 'Modify'
link on the right.

e Select the 'Allowed Files/Folders' or 'Blocked Files/Folders' tab depending on the type of exception you wish
to create.

Interprocess Memory Accesses

Allowed Files/Folders Blocked Files/Folders

GROUP/PATH/FOLDERS/RUNNING PROCESSES

You can add/edit File Groups here “

e Clicking the 'Add' button at the top allows you to choose which applications or file groups you wish this
exception to apply to. (click here for an explanation of available options).
ii. Protection Settings - Protection Settings determine how protected the application or file group in your ruleset is
against activities by other processes. These protections are called 'Protection Types'.
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Access Rights Protection Settings
PROTECTION STATE EXCLUSIONS
Interprocess Memory Accesses Active E Modify (0)
Windows/WinEvent Hooks Active Z Modify (0)
Processes’ Termination Active E Modify (0)
Window lMessages Active E Modify (0)

Ok

»  Select 'Active’ to enable monitoring and protect the application or file group against the process listed in the 'Protection
State' column. Select 'Inactive’ to disable such protection.

Click here to view a list of definitions of the 'Protection Types' listed above and the implications of activating each setting.

Exceptions to your choice of 'Active’ or 'Inactive’ can be specified in the application's Ruleset by clicking the "Modify" link on the
right.

7. Click 'OK' to confirm your settings.
Rulesets
A Pre-defined ruleset is a set of access rights and protection settings that has been saved and can be re-used and deployed on

multiple applications or groups. Each ruleset is comprised of a number of rules and each of these rules is defined by a set of
conditions/settings/parameters. Rulesets concern an application's access rights to memory, other programs, the registry etc.

The Rulesets screen under the the 'HIPS' tab displays the list of rulesets and allows you to add and manage new rulesets.

General File Rating Firewall Viruscope HIPS

HIPS Settings HIPS Rules Rulesets Protected Objects

Add Ruleset
RULESET NAME ACTIONS
All Allowed Apps P i |
Windows System Applications P i |
To add a new ruleset
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Add Ruleset

e Click the 'Add Ruleset' button
The 'HIPS Ruleset' dialog will appear.

above the list of rulesets.

HIPS Ruleset Close

Name

Mame
Access Rights Protection Settings

ACCESS NAME ACTION EXCLUSIONS
Run an executable Ask Z Modify (0]0)
Interprocess Memory Accesses Ask Z Modify (0]0)
Windows/WinEvent Hooks Ask Z Modify (0|0)
Computer Monitor Ask ;
Disk Ask E
Keyboard Asle E

¢ Enter a name for the ruleset

»  Configure the Actions, states and exclusions for ‘Access Rights' and 'Protection Seftings' as explained above. Any
changes you make here are automatically rolled out to all applications that are covered by the ruleset. The new ruleset
will be available for deployment to HIPS rule for applications/application groups from the HIPS Rules interface.

*  Toeditaruleset, click the Edit button under the Actions in the Rulesets interface. The Editing process is similar to the
Ruleset creation process explained above.

Protected Objects
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The 'Protected Objects' panel under 'HIPS' tab allows you to protect specific files and folders, system critical registry keys and
COM interfaces at the managed computers, against access or modification by unauthorized processes and services. You can
also add files in 'Protected Data Folders', so that 'Sandboxed' programs will be blocked from accessing them.

am Finance Dept Computers

% @ o )

-

Add Section Export Profile Clone Profile Delete Profile

General File Rating Firewall Viruscope HIPS

HIPS Settings HIPS Rules Rulesets Protected Objects

Show Protected Files v | By File List v
Add File Path
PATH ACTIONS
CA\Program Files\OpenOffice 4\program\soffice.exe &

A

The 'Show' drop-down allows you to choose the category of protected objects to be displayed in the list and add and manage
the protected objects of that category. You can add following categories of protected objects:

»  Protected Files - Allows you to view and specify programs, applications, files an file groups that are to be protected
from changes

*  Registry Keys - Allows you to view and specify registry keys that are to be protected from changes
*  COM Interfaces - Allows you to view and specify COM interfaces that are to be protected from changes

*  Protected Data Folders - Allows you to view and specify folders containing data files that are to be protected from
changes by Sandboxed programs

Protected Files

The 'Protected Files' list under 'Protected Objects' interface allows you to view and manage list of files and file groups that are to
be protected from access by other programs, especially malicious programs such as virus, Trojans and spyware at the managed
computer. Itis also useful for safeguarding very valuable files (spreadsheets, databases, documents) by denying anyone and
any program the ability to modify the file - avoiding the possibility of accidental or deliberate sabotage. If a file is 'Protected' it can
still be accessed and read by users, but not altered. A good example of a file that ought to be protected is your 'hosts' file
(c:\windows\system32\drivers\etc\hosts). Placing this in the 'Protected Files and Folders' area would allow web browsers to
access and read from the file as per normal. However, should any process attempt to modify it then Comodo Endpoint Security
blocks this attempt and produces a 'Protected File Access' pop-up alert.

If you add a file to 'Protected Files', but want to allow trusted application to access it, then rules can be defined in HIPS Rulesets.
Refer to the explanation of adding "Exceptions' at the end of this section for more details about how to allow access to files
placed in Protected Files.

*  Toview the list of Protected Files, choose 'Protected Files' from the 'Show' drop-down in the 'Protected Objects'
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interface

== Finance Dept Computers

% - £

-

Add Section Export Profile Clone Profile Delete Profile

General File Rating Firewall Viruscope HIPS

HIPS Settings HIPS Rules Rulesets Protected Objects

Show Protected Files v | By File List v
Add File Path
PATH ACTIONS
CA\Program Files\OpenOffice 4\program\soffice.exe &

A

The Protected File list is displayed under two categories, which can be selected from the drop-down at the right.

»  To view the list of individual files, programs, applications added to the

File List Protected Files list and manage them, choose 'File List'

[}

y

»  To view the File Groups added to the Protected File list, choose 'Group
List'

Group List

You can add individual files, programs, applications or file/groups to 'Protected Files'.
To add an individual file, program or an application
e Choose 'File List' from the drop-down at the right and click the 'Add File Path' button.
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Show Protected Files ~ || By File List v

Add Protected File Path Close

File Path

CAUsers\Public\Documents\statements.doc

»  Enter the installation/storage path with file name of the file to be protected, in the managed computers, in the 'Add
Protected File Path' dialog and click 'OK'.

*  Repeat the process to add more files.
*  To edit the path of an item in the list, click the Edit icon under the 'Actions' in the list.
*  Toremove an item from the list, click the thrash can icon under 'Actions' in the list
To add an application/file group to the Protected Files list
*  Choose 'Group List' from the drop-down at the right and click the 'Add Protected Group' button
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Show Protected Files w

Group List v

Add Protected Gro You can add/edit File Gr

Executables n .
All Applications

m

Windows System Applications

COMODO Endpoint Security

Windows Management

3rd Party Protocol Drivers

Metro Apps

Management and Productivity Applications
Email Clients

Suspicious Locations

Shared Spaces

-

e Choose the file group from the drop-down and click 'OK’,

Note: CDM ships with a set of predefined file groups containing collections of files under respective categories. Administrators
can also create custom file groups with required applications. All the pre-defined and the custom file groups will be available in
the drop-down. The custom file groups can be created under 'Settings' > 'Global variables' interface. Refer to the section File
Groups for more details.

*  Repeat the process to add more file groups.

e To edit the path of an item in the list, click the Edit icon under the 'Actions' in the list.

*  Toremove an item from the list, click the thrash can icon under 'Actions' in the list
Exceptions

You can choose to selectively allow another application (or file group) to modify a protected file by affording the appropriate
'Access Right' in 'HIPS Rules' interface. A simplistic example would be the imaginary file 'Accounts.ods'. You would want the
'Open Office Calc' program to be able to modify this file as you are working on it, but you would not want it to be accessed by a
potential malicious program. You would first add the spreadsheet to the 'Protected Files' area. Once added to 'Protected Files',
you would go into 'HIPS Rules' and create an exception for 'scalc' so that it alone could modify 'Accounts.ods'.

e First add Accounts.ods to 'Protected Files' area as explained above.
e Then go to 'HIPS Rules' interface and add it to the list of applications.

¢ Inthe 'HIPS Rule' interface, enter the file name as account.ods, choose 'Use a Custom Ruleset' and select a
ruleset from the 'Copy From' drop-down.

e Under 'Access Rights' tab, set all the rules to 'Ask'
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HIPS Rule

Name

[] UseGroup account.ods

@ Use Ruleset Use Ruleset — -

Use a Custom Ruleset Copy From =

Access Rights Protection Settings

ACCESS NAME T EXCLUSIONS

Run an executable Ask i Modify (0]0)

Protected Registry Keys Ask |j Modify (0|0
Protected File/Folders Ask |z|
DNSC 5 Ask IT'
0
Keyboard Ask |E|

e Click the 'Modify' beside 'Protected File/Folders'

»  Under the 'Access Rights' section, click the link 'Modify' beside the entry 'Protected Files/Folders'.
The 'Protected Files/Folders' interface will appear.

*  Under the 'Allowed Files/Folders' section, click '‘Add" > 'Files' and add scalc.exe as exceptions to the 'Ask' or
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'Block' rule in the 'Access Rights'.

Protected File/Folders

Allowed Files/Folders Blocked Files/Folders

GROUP/PATH/FOLDERS/RUNNING PROCESSES ACTIONS

CAProgram Files\OpenOffice £\program’scalc.exe i |

You can add/edit File Groups here “

Another example of where protected files should be given selective access is the Windows system directory at
'c:\windows\system32'. Files in this folder should be off-limits to modification by anything except certain, Trusted, applications
like Windows Updater Applications. In this case, you would add the directory c:\windows\system32\* to the 'Protected Files area
(* = all files in this directory). Next go to 'HIPS Rules', locate the file group 'Windows Updater Applications' in the list and follow
the same process outlined above to create an exception for that group of executables.

Registry Keys

The 'Registry Keys' list under 'Protected Objects' interface allows you to view and manage list of critical registry keys and
registry groups to be protected against modification. Irreversible damage can be caused to the managed endpoint if important
registry keys are corrupted or modified in any way. It is essential that the registry keys are protected against any type of attack.

To view the list of Protected Registry Keys, choose 'Registry Keys' from the 'Show' drop-down in the 'Protected Objects'
interface

General File Rating Firewall Viruscope HIPS

HIPS Settings HIPS Rules Rulesets Protected Objects

Show Registry Keys v By Key List v

KEYS ACTIONS

HKEY_LOCAL_MACHINE\SOF TWARE\OpenOffice\OpenOffice\d.1.2 PR

The Protected Registry Keys list is displayed under two categories, which can be selected from the drop-down at the right.
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»  To view the list of individual keys and values, and manage them,

By Key List - choose 'Key List'

Group List

You can add individual registry keys and Registry groups to Protected Registry Keys list.

»  To view the Registry Groups, choose 'Group List'

To add an individual key
*  Choose 'Key List' from the drop-down at the right and click the 'Add Registry Key' button.

Show Registry Keys v By Key List v

Add Registry Key
S N e
KEYS

Add Registry Key

Registry Key

HKEY_LOCAL_MACHINEVSOFTWARE\Paint.NET

»  Enter the key name to be protected in the 'Add Registry Key' dialog and click 'OK'.
*  Repeat the process to add more keys.
*  Toeditanitemin the list, click the 'Edit' icon under the 'Actions’ in the list.
*  Toremove an item from the list, click the thrash can icon under 'Actions' in the list
To add an Registry group to the Protected Registry Keys list
e Choose 'Group List' from the drop-down at the right and click the 'Add Protected Files' button
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Show Registry Keys W By Group List w

Add Registry Gro

Automatic Startup r
COMODO Keys

Internet Explorer Keys
Important Keys
Temporary Keys

123

e Choose the Registry group from the drop-down and click 'OK'.

Note: CDM ships with a set of predefined Registry groups containing collections of registry keys under respective categories.
Administrators can also create custom Registry groups with required key values. All the pre-defined and the custom Registry

groups will be available in the drop-down. The custom Registry groups can be created under 'Settings' > 'Global variables'
interface. Refer to the section Registry Groups for more details.

*  Repeat the process to add more Registry groups.
e To edit the an item in the list, click the Edit icon under the 'Actions' in the list.

¢ Toremove an item from the list, click the thrash can icon under 'Actions' in the list
COM Interfaces

Component Object Model (COM) is Microsoft's object-oriented programming model that defines how objects interact within a
single application or between applications - specifying how components work together and inter-operate. COM is used as the
basis for Active X and OLE - two favorite targets of hackers and malicious programs to launch attacks on a computer. Itis a

critical part of any security system to restrict processes from accessing the Component Object Model - in other words, to protect
the COM interfaces.

The 'COM Interfaces' list under 'Protected Objects' interface allows you to view and manage list of individual COM classes and
COM groups that are to be protected by the Comodo Endpoint Security at the managed computer against modification,
corruption and manipulation by malicious processes.

*  To view the list of Protected COM interfaces, choose 'COM Interfaces' from the 'Show' drop-down in the 'Protected
Objects' interface
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General File Rating Firewall Viruscope HIPS

HIPS

HIPS Settings HIPS Rules Rulesets Protected Objects

Show COM Interfaces w | By Classes List -
Add COM Class
COM CLASSES ACTIONS
Access Control List P i |

The Protected COM Interfaces list is displayed under two categories, which can be selected from the drop-down at the right.

e To view the list of individual COM Interfaces/Classes and manage
them, choose 'Classes List'

Classes List

DY

e To view the COM Groups and manage them, choose 'Group List'

Groups List

You can add individual COM Interfaces/Classes and/or pre-defined COM groups to 'Protected COM Objects' list.
To add an individual COM object
*  Choose 'Classes List' from the drop-down at the right and click the 'Add COM Class' button
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Add COM Class Name

Class Name

Access Control List

*  Enter the name of the COM object to be protected at the managed computer, in the 'Add COM Class Name' dialog
and click 'OK'".

*  Repeat the process to add more COM objects.
*  Toeditanitemin the list, click the Edit icon under the 'Actions' in the list.
*  Toremove an item from the list, click the thrash can icon under 'Actions' in the list
To add a predefine COM Group to the Protected COM objects list
e Choose 'Group List' from the drop-down at the right and click the 'Add COM Group' button

Show COM Interfaces ~ By Groups List b

Add COM Gr
Internet Explorer/Windows Shel | acros |

Windows Management

Miscellaneous Classes

Pseudo COM Interfaces - Privileges
Pseudo COM Interfaces - Important Ports
NMEW TEST COM group

123

test

e Choose the file group from the drop-down and click 'OK’,
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Note: CDM ships with a set of predefined COM groups containing collections of COM interfaces under respective categories.
Administrators can also create custom COM groups with required COM objects. All the pre-defined and the custom file groups
will be available in the drop-down. The custom COM groups can be created under 'Settings' > 'Global variables' interface.
Refer to the section COM Groups for more details.

*  Repeat the process to add more COM groups.

*  Toedit the an item in the list, click the Edit icon under the 'Actions' in the list.

*  Toremove an item from the list, click the thrash can icon under 'Actions' in the list
Protected Data Folders

The data files in the folders listed under the 'Protected Data Folders' area cannot be seen, accessed or modified by any known
or unknown application that is running inside the sandbox.

Tip: Files and folders that are added to 'Protected Files' interface are allowed read access by other programs but cannot be
modified, whereas the files/folders in 'Protected Data folders' are totally hidden to sandboxed programs. If you want a file to be
read by other programs but protected from modifications, then add it to 'Protected Files' list. If you want to totally conceal a
data file from all the sandboxed programs but allow read/write access by other known/trusted programs, then add it to
Protected Data Folders.

The Protected Data Folders list under Protected Objects allows you define protected data folders at the managed computers
and to manage them.

*  To open the Protected Data Folders list, choose 'Protected Data Folders' from the Show drop-down in the Protected
Objects interface.

General File Rating Firewall Viruscope HIPS

HIPS Settings HIPS Rules Rulesets Protected Objects

Show Protected Data Folders v
Add Folder
FOLDER ACTIONS
E\user backup P i |

You can add standard folders at the managed computers as Protected Data Folders. Data files to be protected from sandboxed
programs, can be saved inside the folders at the managed computers.

To add the path of protected data folder
e Click the 'Add Folder' button at the top of the list
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how Protected Data Folders w

Add Folder

Folder Name

CA\ProgramData\Comodo

oK

»  Enter the folder path in the Add Folder dialog and click 'OK'
*  Repeat the process to add more folders
e Toedit the an item in the list, click the Edit icon under the 'Actions' in the list.

¢ Toremove an item from the list, click the thrash can icon under 'Actions' in the list

6.1.3.1.7. Valkyrie Settings

Valkyrie is a cloud-based file verdicting service that tests unknown files with a range of static and behavioral checks in order to
identify those that are malicious. Comodo Endpoint Security on managed Windows computers can automatically submit
unknown files to Valkyrie for analysis. The results of these tests produce a trust verdict on the file which can be viewed in the
"Valkyrie Processed Files' tab in the 'Windows File List' interface. See Viewing list of Valkyrie Analyzed Files for more details.

A summary of Valkyries results is all displayed in the The Dashboard.

Note: The version of Valkyrie that comes with the free version of CDM is limited to the online testing service. The Premium
version of CDM also includes manual testing of files by Comodo research labs, helping enterprises quickly create definitive
whitelists of trusted files. Valkyrie is also available as a standalone service. Contact your Comodo Account manager for further
details.

You can configure general Valkyrie settings and create an analysis schedule in the Valkyrie component of a Windows profile.
To configure Valkyrie Seftings

e Click 'Valkyrie' from the 'Add' drop-down in the Windows Profile interface
The 'Valkyrie' settings screen will be displayed. It contains two tabs:

*  General - Allows you to enable/disable Valkyrie, choose the analysis services to be used and so on.

»  Valkyrie Analysis Schedule - Allows you to create a schedule for file submission

General
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The 'General' settings panel under the 'Valkyrie' tab allows you to enable/disable Valkyrie and choose the analysis services to
be used.

== Finance Dept Computers

% £ i £

-

Add Section Export Profile Clone Profile Delete Profile

General File Rating Firewall Viruscope HIPS CES Update Rule Valkyrie

o

General Valkyrie Analysis Schedule

Enable Vallyrie
File Lookup Service

Auto Whitelisting

E FE =

Submit Metadata

Submit for

Automatic Analysis v

Submit when

Immediately v

s

Valkyrie Settings - Table of Parameters

Form Element Description

Enable Valkyrie Allows you to enable or disable the Valkyrie in the profile.
If enabled, you can choose the services to which the unknown files are to be submitted from the
options below.

File Lookup Service Choose this option if you want the files to be submitted to the cloud file lookup service

Auto-Whitelisting Choose this option if you wish the files identified as harmless by Valkyrie to be added to your
local whitelist

Submit Metadata Choose this option if you wish the unknown file is to be submitted to Valkyrie, along with their
metadata. Metadata gives information about the file source, author, date of creation and so
forth.

Submit for Choose the type of Valkyrie analysis, €.g, automatic online analysis or manual analysis. The

options available depend on your type of subscription.

Submit when Choose when the unknown files are to be submitted. The options available are:

*  Immediately - CES uploads the file to Valkyrie as soon as it encounters an Unknown
file

»  Schedule Analysis - CES accumulates the unknown files and uploads them as per the
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Valkyrie Settings - Table of Parameters

schedule set under the Valkyrie Analysis Schedule tab.

Valkyrie Analysis Schedule

The Valkyrie Analysis Schedule tab allows you to create a schedule for CES to upload unknown files.

General File Rating Firewall Viruscope HIPS CES Update Rule Valkyrie

v

General Valkyrie Analysis Schedule

Schedule your Valkyrie analysis:

Every Month ~
Day of Month
2 3 - 5 6 Fi a
9 10 || 11 12 3 - 5 16
Fi 18 19 20 21 22 23 24
25 26 27 28 29 30 31
Time
Ll Ll
12 |z 00 PM
v v

To upload the unknown files daily choose 'Daily' from the drop-down at the top and set the time for upload in HH:MM
format in the combo boxes under 'Time'.

To upload the unknown files once per week, choose 'Every Week' from the drop-down at the top. Choose the day of

the week from the 'Day of Week' options and set the time for upload in HH:MM format in the combo boxes under
‘Time'.

To upload the unknown files monthly, choose 'Every Month' from the drop-down at the top, choose the day of the
month from the 'Day of month' options and set the time for upload in HH:MM format in the combo boxes under ‘Time'".

6.1.3.1.8. CES Update Rule Settings

The CES installations at the managed computers automatically download periodic virus signature database updates and

program updates on order to detect and identify even zero-day malware in order to ensure continuous protection from ever
emerging threats.

The CES Update Rule Settings component of Windows profile allows you to configure the schedule for the managed computers
to check for updates and download them from Comodo servers, if available.

To configure CES Update Settings
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*  Click 'CES Update Rule Settings' from the 'Add' drop-down in the Windows Profile interface

General File Rating Firewall Viruscope HIPS CES Update Rule

@ When IDLE @ Scheduled

e When Idle - The managed computer will check for updates from Comodo servers when they go idle and
download the updates, if available.

*  Scheduled - Allows you to create a daily/weekly schedule for the managed computer to check for updates
To create an update schedule

. Choose 'Scheduled'

*  To check for updates daily at a specified time, choose 'Every Day' and set the time in the Time combo
boxes, in HH:MM format

& When IDLE @ Scheduled

Select Day of Week
O EveryDay

Wednesday v

Time

*  To check for updates on a specified day of the week at a specified time, de-select 'Every Day', choose
the day from the drop-down and set the time in the 'Time' combo boxes, in HH:MM format

»  Click 'Save'in the title bar to save your update settings to the profile.

6.1.3.2. Importing Windows Profiles

In addition to creating a new Windows profile from the Comodo Device Manager interface, you can create new profiles for rolling
out to required endpoints or endpoint group(s) in the following ways:

*  Importing the current security configuration of the CES application from a remote managed endpoint and saving it as a
new profile

»  Export a profile from CDM as a configuration file in .cfg format and import it as a new profile
»  Clone an existing profile and edit it for minor changes to create a new profile
This section explains in detail on Importing CES configuration from a selected endpoint.

*  For more details on Importing configurtion from an exported profile, refer to the section Exporting and Importing
Configuration Profiles.
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»  For more details on creating a new profile by Cloning a profile, refer to the section Cloning a Profile.

Importing CES Configuration from a Managed Device

Importing the configuration from a CES application facilitates to add a profile with settings fine tuned as required for the
endpoints to which the profile is to be applied. For importing the configuration, you can choose a machine that can be
considered a template of sorts for other equivalently configured machines (i.e. having the same hardware/software - a computer
used to image other endpoints in the organization is ideal for this purpose).

Creating a Windows profile by importing from an endpoint involves the following steps:
»  Step 1 - Export the current configuration from the selected device as an .xml file
«  Step 2 - Import the .xml file as a profile for application to required endpoints or endpoint group(s).

Step 1 - Export the current configuration from the selected device as an .xml file

You can export the current CES configuration from a selected managed Windows device in two ways:
»  Exporting configuration of a selected device from CDM interface
«  Manually exporting the CES configuration from the selected device

Export Configuration from CDM interface

You can export the current configuration of CES as per profiles applied to a selected device and the manual configuration of the
security components of the CES installation, as a new configuration file and import it as a new profile.

To export the configuration from a device

e Open the 'Device List' interface from the CDM console by clicking 'Devices' > 'Devices List' from the left hand side
navigation

»  Click on the name of the device from which the configuration is to be imported to open its 'Device Details' interface

*  Click on the 'Export CES configuration' button at the top

coOMODO = Davices ! BOBSMITH-PC & Logout {John Smith)
Dievice Managemen S =
WBSFIHOARD
BOBSMITH-PC
DEVICES Ownaer Jaohn Smth
Devices List
& O E+! Lo .. 3
Diewices Groups -

Manage Redresh Export CES Deziete Device Change BYDD

Profées Infermation Configaation
USERS
PROFILES ~

Davice Mame Summary Metworks Associated Profiles File List Exported CES Configs ¥
APPLECATIONS

Comodo Endpoint

APP STORE Device Summary 08 Summary Network Summary
ANTIVERUS

Custom Dewice Name 05 Name ADNLDAP
BETTIMNGE

M X5 Madvi Drevivasien\W edbgr g

Versiom
Logged User
Dz Version Components
_ Wirus: [MB Viesrsion
Formifactar

Build Version

Wires: M Last Updste Time
M ik

The CES configuration will be exported as .xml file with date/time stamp suffix in the file name and saved at the CDM server.
You can view the list of exported configuration files from the device under 'Exported CES Configs' tab from the Device Details
interface.
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*  Open the Device Details interface of the device by clicking 'Device' > 'Device List' from the left an clicking the Device
name from the list.

»  Click the 'Exported CES Configs' tab
The list of configuration files exported from the device at different time points will be displayed with date/time stamp suffix in their
file names.

= Devices / BOBSMITH-PC / Policy exporting L & Logout (John Smith)

BOBSMITH-PC
Owner: John Smith
= -
& > 5 @ ]
Manage Refresh Export CES Delete Device Change BYOD
Profiles Information Configuration
Device Name Summary Networks Associated Profiles File List Exported CES Configs MSI Installatii »
ﬁ Delete
ces_config_2015_11_13_14_12_24.xml 2013/11/13 02:12:24 PM

)

-

Results per page: 20 Displaying 1-1 of 1 result.

»  Click on the file name that you want to import as a profile to download the file to the computer from which the CDM
console is accessed and save it at a safe location.

«  Then move on to Step 2 - Import the .xml file as a profile for application to required endpoints or endpoint group(s).
Manually exporting the CES configuration from the selected device

The 'Advanced Settings' interface of CES installation at the endpoint enables granular and precise configuration of various
settings, options and parameters of each of the security components like Antivirus, Firewall, Sandbox, host intrusion protection
system and Viruscope as per the requirements.

»  Configure the security settings of CES at an endpoint. Refer to the page explaining the Advanced Settings in the
online help guide of CES at https://help.comodo.com/topic-84-1-604-7334-Introduction-to-Comodo-Endpoint-
Security.html.

»  To export the current configuration as an xml file, run the command on the endpoint as given below:

C:\[installation folder of CES]\cfpconfg.exe --xcfgExport="C:\<filename>.xml" --filter=
For example, C:\Program Files\COMODO\COMODO Internet Security\cfpconfg.exe
--xcfgExport="C:\winconfigprofile.xml" --filter=""

e Transfer the .xml file from the endpoint to the computer from which the CDM console is accessed through any out-of-
band communication method like email or network file sharing.
*  Then move on to Step 2 - Import the .xml file as a profile for application to required endpoints or endpoint group(s).
Step 2 - Import the .xml file as a profile for application to required endpoints or endpoint group(s)
*  Open the 'Profiles List' interface in the CDM console by clicking 'Profiles' > 'Profiles List' from the left hand side
navigation

e Click 'Import' from the top of the list and choose 'Import from 'Comodo Endpoint Security Config file' from the drop-
down
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=

COMUDD Profiles List
Device Management
DASHEOARD
=1
DEVICES IT,"'
Create Export profile Delete Profile
USERS
Import from Comodo Endpoint Security Config file
PROFILES e %‘
Import from Exporté=/Profile
Profiles List
Default Profiles [imported] Sales Team PCs

The 'Import Windows Profile' dialog will be displayed:

Import Windows Profile

MName *

From Bob Computer

Comodo Endpoint Security configuration file *

Browse

Description

Configuration imported from Bob’s computer for deployment to computers in Stores
department|

»  Enter a name and description for the profile.

»  Click 'Browse', navigate to the location in your computer where the .xml file is saved, select the file and click 'Open'.
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Import Windows Profile

MName *

From Bob Computer

Comodo Endpoint Security configuration file *

ces_config_2015_11_13_14_12_24 xm

Description

Configuration imported from Bob’s computer for deployment to computers in Stores
department

The selected file will be displayed beside the 'Browse' button.
e Click the 'Import' button.

The Windows Profile interface will open, with the security components pre-configured as per the settings in the configuration file.

am From Bob Computer

% m =

Add Section Export Profile Clone Profile Delete Profile

General Sandbox HIPS Antivirus File Rating Firewall Viruscope

General Settings

Name

From Bob Computer
Is Default

Disabled

Description

Configuration imported from Bob's computer for deployment to computers in Stores department

*  The imported profile will not be in default status. To change the name of the profile and/or to enable it as a default
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profile, click on the 'Edit' button at the top right of the 'General’ settings screen, edit the settings and

click the 'Save' button.

*  You can add new profile components by clicking 'Add Section' button and/or edit the settings for any security
component by clicking the respective tab. For more details on the options available under each component, refer to
the explanation of the component settings in the previous section Creating Windows Profiles.

6.2.Viewing and Managing Profiles

Profiles that are available for Andriod, iOS and Windows devices are listed in the 'Profiles List' interface. The screen also allows
an administrator to create a new profile, export an existing profile, clone a profile, import a new profile from an exported file and
remove a profile.

To open the 'Profiles List' interface, click 'Profiles' from the left and choose 'Profiles List' from the options.

COMODO = Profiles List a & Logout (John Smith)

Device Management

DASHEOARD r_éll Iél IE- E_..é
- -

DEVICES Create Import Export profile Delete Profile T
USERS
FELELES Purchase Dept i0S devices Profile John Smith

Profiles List From Bob Computer John Smith

DEir il Android Profile for Purchase Deptartment John Smith
APPLICATIONS [imported] Sales Team PCs John Smith
APP STORE vovcharenko_firewall vovcharenio

Test Windows John Smith

ANTIVIRUS

Profiles List - Column Descriptions

Column Heading Description
OS Type Displays the OS type which the profile supports.
Profile Name The name assigned to the profile by the administrator. Clicking the name of a profile will open the

'Profile’ interface. Refer to the section Editing Configuration Profiles for more details.

Author Displays the name of the administrator who created the profile. Clicking the name of the
administrator will open the 'Personal’ pane, displaying the details of the Administrator. Refer to
the section Viewing the details of the User for more details.

Create Create Allows administrators to create a new Android profile. Refer to the section 'Profiles for Android
Android Devices' for more details.
profile

Create iOS | Allows administrators to create a new iOS profile. Refer tot he section 'Profiles for iOS Devices'
profile for more details.
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Create Allows administrators to create a new Windows profile. Refer tot he section 'Creating Windows
Windows Profiles' for more details.
profile
Import Import from | Allows administrators to import the security configuration from CES installation from a remote
Comodo endpoint as a Windows profile. Refer tot he section 'Importing Windows Profiles' for more details.
Endpoint
Security
Config file
Import from | Allows administrators to import a configuration profile from a previously exported and saved
Exported profile. Refer to the section Exporting and Importing Configuration Profiles for more details.
Profile
Export profile Allows administrators to export selected configuration as a .cfg file and save it for future
implementation. Refer to the section Exporting and Importing Configuration Profiles for more
details.
The control will appear only if a single profile is selected from the list.
Delete profile Allows administrators to delete profile(s).

The control will appear only if one or more profiles are selected.

Sorting, Search and Filter Options

*  Clicking on any of the column headers will sort the profiles in ascending/descending order of entries under it.

»  Clicking the funnel icon enables you to search for profiles based on the filter parameters

0S5 Type
Android
0S5

Windows

Profile Mame

0 filters Apply finance|

Authar

»  Todisplay the profiles that are based on 'Profile Name' and 'Author', enter the text partially or fully in the respective
fields and click the 'Apply" button.

»  Todisplay the profiles that are based on 'OS' type, select the check box and click the "Apply" button.

The profiles that matches the entered/selected parameters will be displayed in the screen.
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To display all the profiles again, clear the selections in the filter and click the 'Apply' button.

Click on the funnel icon again to close the filter options

6.2.1. Exporting and Importing Configuration Profiles

Comodo Device Manager allows you to export any of existing Android, iOS and Windows configuration profiles and save it for
future implementation. The exported profile can be saved in .cfg format and can be re-imported into CDM console at anytime.

This is useful, for example, if you have created a profile and want it to use at a future time, you can export it and save it as a
profile and import it, when required and roll it to managed devices or devices groups as required.

To export a profile

Open the 'Profiles List' interface by clicking 'Profiles' from the left and choosing 'Profiles List' from the options.

Select the profile you want to export, from the list and click 'Export profile' from the top.

Profiles List

oL 4 - =ty
=4 =] B B
- -
Create Import Export profile Delete Profile

s

FPurchaze

From Bob

Android P

Pept i0S devices Profile
Computer

ofile for Purchase Deptartment

I; I

Cpening Android_Profile_for_Purchase_Deptartment.cfg

T Tl

You have chosen to open:
|| Android_Profile_for_Purchase_Deptartment.cfg

which is: Text Document (618 bytes)
from: https:/fmdmstage.comode.od.ua

What should Firefox do with this file?

) Openwith |MNotepad (default)

@ | Save File

[7] Do this autoratically for files like this from now on,

oK

[

J [ Cancel

Save the file at a safe location in .cfg format.

To import a profile from a saved .cfg file

Open the 'Profiles List' interface by clicking 'Profiles' from the left and choosing 'Profiles List' from the options.
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= Profiles List

[ Bmiig ey
El 55y E&
-
Create Export profile Delete Profile

John Smit

From Bob Computer ahin

e Click 'Import" and choose 'Import from Exported Profile' from the drop-down
»  Navigate to the location in your computer where the .cfg file is stored, select the file and click 'Open'.

*  The Profile interface will open, with the prefix [Imported] in the file name and security components preconfigured as
per the imported profile.

@ [imported] Android Profile for Purchase Deptartment

= T )

Add Section Export Profile Clone Profile Delete Profile

General Antivirus Settings Bluetooth Restrictions

General Settings

Name *

[imported] Android Profile for Purchase Deptartment
Display name of the profile (shown on the device).

Is Default

Disabled

Description

Profile for employees in purchase department

Brief explanation of the contents or purpose of the profile

*  The imported profile will not be in default status. To change the name of the profile and/or to enable it as a default
o . =/ Edit . . . .
profile, click on the 'Edit' button at the top right of the 'General' settings screen, edit the settings and
click the 'Save' button.

*  You can add new profile components by clicking 'Add Section' button and/or edit the settings for any security
component by clicking the respective tab. For more details on the options available under each component, refer to
the sections Profiles for Android Devices, Profiles for iOS Devices and Profiles for Windows Devices.
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6.2.2. Cloning a Profile

CDM allows you to create new configuration profiles using existing an profile as base and making minor changes to the
configuration parameters for deployment on to different managed devices or device groups. You can create a clone of an
existing profile and rename and edit the the settings to create the new profile.

To create a clone of a profile

*  Open the 'Profiles List' interface by clicking 'Profiles' from the left and choosing 'Profiles List' from the options.

e Click on the name of the profile you want to clone

The profile details interface will open with the components configured in the profile

e Click 'Clone profile' from the top

2R Stotes Department Computers

ES

Delete Profile

o

Clon a%ruﬁl e

= Ea

Add Section Export Profile

General Sandbox HIPS Antivirus File Rating Firewall

General Settings

Mame

Stotes Department Computers
Is Default

Disabled

Description

Configuration imported from Bob’s computer for implementation to computers at stores department

A new profile will be created bearing the same name with [cloned] as prefix.

»  The cloned profile will not be in default status. To change the name of the profile and/or to enable it as a default

i o
=7 Edit
profile, click on the 'Edit' button _ at the top right of the 'General' settings screen, edit the settings and

click the 'Save' button.

*  You can add new profile components by clicking 'Add Section' button and/or edit the settings for any security
component by clicking the respective tab. For more details on the options available under each component, refer to
the sections Profiles for Android Devices, Profiles for iOS Devices and Profiles for Windows Devices.

6.3.Editing Configuration Profiles

A Profile that is already created can be edited according to the requirements of the organization, for example, for adding or
removing security components and changing configuration parameters of the components.

To edit a profile
e Click the 'Profiles' tab from the left and choose 'Profiles List' from the options.

»  Click on the name of the profile that you want edit from the list.
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Device Management
DASHEDARD
= £
DEVICES =g
Creane Innpoe Export profil Delere Profile
T
USERS
(0 O©STYPE  PROFILE MAME AUTHOR
PROFILES
Profiles List O Frem Bab Computer John Sraith
Diefault Frofiles O Andraid P':!ﬁleéfjr Purchase Deptartment John Smith
O [imporied] Androéd Profile for Purchase Deptartment John Smith
APPLICATIONS

The profile settings screen will be displayed.

e Select the component in the profile that you want to edit

@ Android Profile for Purchase Deptartment

= @ o )

-

Add Section Export Profile Clone Profile Delete Profile

General Certificate Antivirus Settings Mative App Restrictions

General Settings

MName *

Android Profile for Purchase Deptartment
Display name of the profile (shown on the device).
|5 Default

Disabled

Description

For staff in the purchase department.

Brief explanation of the contents or purpose of the profile

The editing steps are similar to creating a new profile. Refer to the sections Profiles for Android Devices, Profiles for iOS Devices
and Creating Windows Profiles for more details.

»  Click 'Save' for your changes to take effect for the profile

*  To delete a component from the profile, click 'Delete’ from the edit options
o

*  To delete the profile itself, click the 'Delete Profile’ button at the top Delete Profile.
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6.4.Managing Default Profiles

Default profiles are very useful if you want to control the newly enrolled devices with certain policies before applying profiles
according to the needs of the organization. You can create many default profiles, but make sure the settings in them do not

conflict. If the settings in default profiles do conflict, then the Most Restricted policy will be applied. For example, if camera is
enabled in a policy and disabled in another, then it will be disabled in the applied devices.

CDM is shipped with a default profile for each OS type and you can make an existing profile as default. When you create a new
profile from the 'Profiles' interface, you have the option to make the profile as also a default profile. Default profiles are
automatically assigned to devices at the time of enroliment.

The 'Profiles' tab from the left hand side navigation allows the administrator to view and manage default profiles. To open the
default profiles screen, click 'Profiles' on the left and then 'Default Profiles' from the options.

COMODO = Default Profiles & Logout (John Smith)
Device Management : :
DASHEODARD
DEVICES
USERS
Recommended Windows Profile admin
PROFILES
Recommended Default [0S Profile admin
Profiles List
Default Android profile admin
Default Profiles

APPLICATIONS

The above image displays the default profiles that are shipped with CDM. You can edit a default profile and remove its default
status, edit a profile and make it is as a default.

Click the following links for more details:
»  Creating a default profile
*  Viewing list of default profiles
+  Assigning default profiles to devices
*  Removing a default profile
Creating a default profile

A profile can be made as a default profile while creating it or edit the existing profiles and make as default. Click the following
links to know more about creating default profiles.

»  Creating a default profile from the create profiles screen
»  Creating a default profile from the edit screen of existing profiles
To create a default profile from the create profile screen
»  Click 'Profile’ on the left and then choose 'Profiles List' from the options

»  Choose the type of profile that you want to create from the 'Create’ drop-down
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Create Android Profile

Create i0S Profile
Comp

Create Windows Profile
- [HEE =] Sales

The 'Create OS Profile' screen will be displayed.

Create Android Profile

Hame *

Description

»  Enter a name and description for the profile
e Click the 'Create' button

The selected OS type profile will be created and the 'General Settings' section will be displayed with its default profile status as
disabled.

e (Click on the 'Edit' button -
beside 'ls Default'.

¥ Edit

at the top right of the 'General' settings screen and select the check box

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 344



Comodo Device Manager - Administrator-Guide comMono

General Certificate Antivirus Settings Mative App Restrictions

General Settings

*

Name
Android Profile for Purchase Deptartment
Display name of the profile (shown on the device).
Iz Default

General Certificate Antivirus Settings MNajfe App Restrictions

General Settings

For staff in the purchase department.

e Click the 'Save' button.
The profile will be saved as a 'Default Profile' and listed in the 'Default Profiles' screen.

& Logout (John Smith)

= Default Profiles

FROFILE NAME

Andreoid Profile for Purchase Deptartment John Smith

Sl

mesenended Windows Profile

Recommended Default 105 Profile admin
Default Android profile admin
Results per page: 20 ¥ Displaying 1-4 of 4 results.

To create a default profile from the existing profiles screen

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 345



Comodo Device Manager - Administrgtgr--{%l‘]fd"éf ' COMODO

Creating Trust Online®

»  Click 'Profile" on the left and choose 'Profiles List' from the options

»  Click on the profile name that you want make as a default profile

Profiles List Al ol Logout (John Smith)

Create Import Export profile Delete Profile 7
O From Bob Computer Jehn Smith
O Android Profile for Purchase Deptartment John Smith
[l [impeorted] Android Profile for Purchase Depta... John Smith
[l Purchase Dept i0S devi:%F'erlle John Smith

4 ntee Denartment Compiters labn Smith

The profile settings screen of the selected profile will be displayed.

e Click the 'Edit' button at the top right of the 'General' settings screen
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General Apn E-mail

General Seftings

MName *

Purchase Dept i05 devices Profile
Display name of the profile (shown on the device).
Default profile

Disabled

General Apn E-mail

[0 Default profile

Description

For iPhones used by purchase dept.

»  Select the box beside 'Default profile'
*  Click the 'Save' button.

The profile will be saved as a 'Default Profile" and listed in the 'Default Profiles' screen.

= Default Profiles & Logout (John Smith)

0S8 TYPE PROFILE NAME AUTHOR
Purchase Dept i0S devices Profile John Smith
Recommended Windows Profile admin
Recommended Default 105 Profile admin
Default Android profile admin

Results perpage: 20 ™ Displaying 1-4 of 4 results.
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To view the list of default profiles
e Click 'Profiles' from the left and choose 'Default Profiles' from the options

The list of default profiles will be displayed.

= Default Profiles a ek Logout (John Smith)

0% TYPE PROFILE NAME AUTHOR
Purchase Dept i0S devices Profile John Smith
Recommended Windows Profile admin
Recommended Default 105 Profile admin
Default Android profile admin

-

Results per page: 20 Displaying 1-4 of 4 results.

Profiles - Column Descriptions

Column Heading Description
OS Type Displays the OS type which the profile supports.
Profile Name The name assigned to the profile by the administrator. Clicking the name of a profile will open the

'Profile’ interface. Refer to the section Editing Configuration Profiles for more details.

Author Displays the name of the administrator who created the profile. Clicking the name of the
administrator will open the 'Personal’ pane, displaying the details of the Administrator. Refer to
the section Viewing the details of the User for more details.

Sorting, Search and Filter Options

»  Clicking on any of the column headers will sort the profiles in ascending/descending order of entries under it.

»  Clicking the funnel icon enables you to search for profiles based on the filter parameters
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0S Type
Android
i0s

Windows

Profile Name

0 filters Apply finance]

Authar

*  Todisplay the profiles that are based on 'Profile Name' and 'Author’, enter the text partially or fully in the respective
fields and click the 'Apply' button.

»  Todisplay the profiles that are based on 'OS' type, select the check box and click the "Apply" button.
The profiles that matches the entered/selected parameters will be displayed in the screen.

* Todisplay all the profiles again, clear the selections in the filter and click the 'Apply' button.

«  Click on the funnel icon again to close the filter options

Assigning default profiles to devices

Devices that are enrolled for the first time will be automatically assigned the default profiles according to their operating system.
These default profiles will be automatically overridden by the profiles that are assigned to the devices by the administrator
according the organizational requirements. Please note the default profiles that were installed initially will be become active
again in the devices when the applied profiles are removed from them.

Removing default profiles

You can remove a default profile from the 'Profiles list' screen.
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= Profiles List & Logout (Jehn Smith)

O Fpefn Bob Computer John Smith
O Android Profile for Purchase Deptartment John Smith

| ] [imported] Android Profile for Purchase Deptartment John Smith
e Purchase Dept i05 devices Profile John Smith
Stotes Department Computers John Smith

»  Select the check box beside the default profile in the 'Profiles’ screen and click the 'Delete Profile' button at the top of
the screen.

The default profile will be removed from the list and it will also be removed as a regular profile from the 'Profiles list' too. Please
note that even if default profile(s) are removed from the list, the device(s) will still retain the configured settings from the profiles
till a new profile(s) are assigned to them.

{.Applications

Comodo Device Manager (CDM) provides visibility and control to the administrator over the applications and files installed on
the users' devices. The 'Applications' tab allows the administrator to:

»  View the list of all the applications that are currently installed on all the enrolled mobile Android and iOS devices,
identify malicious applications installed on enrolled devices and blacklist them. Once blacklisted, the application will
not be allowed to run on all the device(s) on which it is installed.

*  View the lists of applications and files discovered from the managed Windows devices under Unrecognized, Trusted
and Malicious categories as categorized by the CES installation at the devices. The administrator can move the files
between the categories based on their analysis.

*  View the list of files that were run inside the sandbox at the managed Windows endpoints

*  View the list of software vendors of the applications discovered from managed Windows devices with their trust status
and mark them as trusted/untrusted. Applications from the untrusted vendors will also be treated as 'Untrusted' by the
CES installations at the endpoint.

*  View the constantly updated list of Windows patches available for deployment to managed Windows devices and
install selected patches on to the devices.
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COMODO &2 Logout (John Smith)
Device Management : :
DASHEOARD
DEVICES &
Add To Black Remove From Push List To All
List Black List Devices T
USERS
O osTyPE MNAME PACKAGE MUMBER OF DEVICE ~ BLACK LISTTYPE
PROFILES
O =g=$,—2 ES File Explorer com.estrongs.and... 2 Allowed
APPLICATIONS -
O i{*:%& Evernote com.evernote 2 Allowed
Mobile Applications x
Ll
g Skype com.skype.raider 2 Allowed
Windows File List = " = w
Wit Sandbon O {f’ RepoTest com.nikedlab Rep... ) Allowed
blEoe D J:i!': VK com.vkontakte.an... 1 Allowed
Software Publish i :
e O U] FilmOn Family Live com.filmon.lenov_.. 1 Allowed
Patch Management oy
O Vg Kingsoft Office cn.wps.moffice_il... 1 Allowed
REESEOHE O i 2GIS rudublgis dgismo.. 1 Allowed
ANTIVIRUS O :’\:'g 1A com.planet.imax 1 Allowed
SETTINGS Calculator MobiCalc my.android.calc 1 Allowed

Following sections explain in detail on:
+  Viewing Applications Installed on Android and iOS Devices

+  Blacklisting and Whitelisting Applications
»  Viewing Applications Installed on Windows Devices

»  Viewing and Managing Unrecognized Files
*  Viewing and Managing Trusted Files
»  Viewing and Managing Malicious Files
*  Viewing list of Valkyrie Analyzed Files
*  Viewing and Managing Sandboxed Applications on Windows Devices

«  Viewing and Managing Software Vendors List

7.1.Viewing Applications Installed on Android and iOS Devices

The 'Mobile Applications' interface displays a list of all the applications identified from all the enrolled Android and iOS devices
with details like the package name and number of devices on which the app is found. The administrator can determine
authenticity of the applications and blacklist the applications found malicious, suspicious or not trustworthy. The blacklisted apps
can be immediately blocked in the devices upon which they are installed and prevented from being installed on to other devices
in future.

To access the 'Mobile Applications' interface, click the 'Applications' tab from the left and choose 'Mobile Applications' from the
options.
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Device Management

DASHEOARD

DEVIGES

USERS

PROFILES

APPLICATIONS
Mobile Applications
Windows File List

Windows Sandbox

History
Software Publishers

Patch Management

APP STORE

ANTIVIRUS

Column Heading

Mobile Applications

Add To Black
List

Mobile Applications interface - Column Descriptions

Remove From
Black List

ES File Explorer
Evernote

Skype

RepoTest

VK

FilmOn Family Live
Kingsoft Office
26GIS

IMAX

Push List To All

Devices

ccm.estrcngs.an...

com.evernote

com.skype.raider

com.nikedlab.Re..
com.vkontaktea...
com. filmon_leno...
cn.wps.moffice_i..

ru.dublgis.dgism...

com.planet.imax

Description

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

COMODO

Creating Trust Online®

(John Smith)

OS Type Indicates OS type of the app.

Name Name of the application.
Clicking the name of an application opens the 'Devices' interface with a list of only those devices
on which the app is installed, enabling the administrator to identify the devices using the
application.

Package The package name or identifier of the package from which the app was installed.

Number of Devices Indicates the number of devices on which the app is installed currently.

Blacklist Type

Indicates whether the application is allowed or blacklisted.

Sorting, Search and Filter Options

»  Clicking on any of the column header sorts the items based on alphabetical order of entries in that column.

e Clicking the funnel button Y atthe right end opens the filter options.
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0S Type

Android
i0S

Mame

Package

Mumber Of Device

Black List Type

Allowed
Blocked

»  Tofilter the items or search for a specific app based on the app name and/or its package name, enter the search
criteria in part or full in the respective text boxes and click 'Apply'.

Mame
0 filters Apply tamil
Package

»  Tofilter the items based on OS types, select the OS types of the devices to be displayed in the list.
«  Tofilter the items based on their blacklist status, select the state under 'Blacklist Type'

You can use any combination of filters at-a-time to search for specific apps.

« Todisplay all the items again, remove / deselect the search key from filter and click 'OK'.

+ By default CDM returns 20 results per page when you perform a search. To increase the number of results displayed
per page up to 200, click the arrow next to 'Results per page' drop-down.

Refer to the next section Blacklisting and Whitelisting Applications for explanation on moving malicious or unwanted apps
blacklist.

7.1.1. Blacklisting and Whitelisting Applications

The 'Mobile Applications' interface displays all the apps that are installed on or removed from all the enrolled devices. The
administrator can analyze the list and if any suspicious or malicious application is identified, administrator can block the
application in the devices in which they are installed and prevent other devices to install the application in future, by moving it to
the blacklist.
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The blacklisted files can be moved to whitelist and allowed to run at the devices, if they are find trustworthy at a later time.

To move selected apps to blacklist

Add To Black

Select the apps to be black listed.

Remove From
Black List

Click the 'Applications' tab from the left and choose 'Applications' from the options.

Push List To All

Devices

BLACK LIST TYPE
O ES File Explore com.estrong... Allowed
|| Evernote com.evernote Allowed
h Skype com.skyper... Allowed
[m] RepoTest com.nikedla... Allowed
D WK com.vkonta... Allowed
[w] FilmOn Family com. filmaon.|._. Allowed
O Kingsoft Office cn.wps.moff... Allowed

Tip: You can filter the list or search for a specific app by using the filter options that appear on clicking the funnel icon at the top
right.

e Click the 'Add to Black List' option from the top.

A confirmation dialog will appear.

Add To Black List Close

Do You Really Want To Add To Black List These Applications?

Confirm Cancel

e Click 'Confirm'.
The selected apps will be included to the Black List and their status will change to 'Blocked'

*  To block the apps immediately in the devices on which they are installed, click 'Push List to All Devices' from the
options at the top.

Unblocking Blacklisted Apps

If an application is moved to blacklist by mistake or if an application previously blacklisted appears to be a genuine or
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trustworthy, the administrator can remove it from the blacklist and allow the application to be installed or run in the devices.
To remove trustworthy apps from blacklist

e Click the 'Applications' tab from the left and choose 'Mobile Applications' from the options.

e Select the apps with 'Blocked' status, to be whielisted.

Add To Black Remowve From Push List To All
List Black List Devices
() BLACK LIST TYPE
O ES File Explore com.estrong... 2 Allowed
O Evernote com.evernote 2 Allowed
O Skype com.skyper... 2 Allowed
O RepoTest com.nikedla... 2 Blocked
VI com.vkonta... 1 Allowed
FilmOn Family com filmaon.|... 1 Blocked

Tip: You can filter the list or search for a specific app by using the filter options that appear on clicking the funnel icon at the top
right.

e Click 'Remove From Black List' from the options at the top.
The status of the apps will change to 'Allowed'.

*  If you want the changes to take effect immediately, click 'Push List to All Devices' from the options at the top.

7.2.Viewing Applications Installed on Windows Devices

The CES installation at each enrolled Windows device watches all file system activities at the endpoint. Every new executable
file introduced to the computer, is first scanned against the Comodo certified safe files database and rated as 'Unrecognized’,

"Trusted' or 'Malicious' as configured in the File Rating settings in the configuration profile active on the endpoint. Refer to the

explanation of File Rating seftings in the section Creating a Windows Profile for more details.

The 'Windows File List' interface allows the administrator to view consolidated lists of all the items that are rated as
'Unrecognized', 'Trusted' or 'Malicious' by the CES installations at all the endpoints. The administrator can analyze the
trustworthiness of the items and move the files between to the lists depending on the nature of the files. The files added to the
"Trusted Files' list are automatically given trusted status and are allowed to run without generating any alert. File added to the
'Malicious' Files list are prohibited to run at all the endpoints.

The Windows File List also allows to view the list of files uploaded from the managed Windows devices to Valkyrie for analysis
as per the Valkyrie component settings in the profile active on them and the analysis results from Valkyrie. Refer to the
explanation of Valkyrie Settings in the section Creating a Windows Profile for more details.

To access the 'Windows File List' interface, click the 'Applications' tab from the left and choose 'Windows File List' from the
options.
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= Windows File List

Unrecognizad Trusted Malicious Yallkyrie Processed Files
Move To Tristed Move To Maksious Claan History For This File T

[0 FiLE NAME FILE FATH AGE SHA1 VERSION ADMIN RATING SIZE # DEVICES

| 1808 QAT 21 days OFSCEFDIZFEIDAZN Ha ZAEME
O qicreator_ct C:\0t Tools\(tCreatoribinigter 21 days TOFGC2ESBCTAS3I6D Ho B5KB
___| qicreatorexe CNOI Tools\OtCreatoribin\gter 21 days DIFRD277ITOT4RCT Mz 2085 KB
O COMAgent & CAProgram Files (xB6\COMO 16 days 41343 2E285T0AZ07 5000 Mo 57 MB
a CDM (7). rresi C\Ugera\Aled\ Dovwndoada\CO 17 daya DSA189ESCCA2TTC
O AM_Delta_ P C:\Windows'SoftwareDistribut 17 days DFD1F4BTOETCES9E 1.213.293.0 No 67727 KB
O COM (4). mesi C:WUsers\WINT_X64_MAKS\De 17 days BO70ZCOBE®4155FF 7

The interface contains four tabs:

»  Unrecognized - Displays the list of files reported as 'Unrecognized' by the CES installations at the endpoints. The
administrator can move items to 'Trusted Files' list or 'Malicious Files' list, depending on the trustworthiness of the files
from this interface. Refer to the section Viewing and Managing Unrecognized Files for more details.

»  Trusted - Displays the global Trusted Files' list .The administrator can move items to this list from Unrecognized Files
or Malicious Files lists. Refer to the section Viewing and Managing Trusted Files fro more details.

*  Malicious - Displays the global 'Malicious Files' list . The administrator can manually add files or move items to this list
from Unrecognized Files or Trusted Files lists and move false positives to Unrecognized Files or Trusted Files lists.
Refer to the section Viewing and Managing Malicious Files

»  Valkyrie Processed Files - Displays the list of unknown files uploaded by managed Windows devices for cloud based
analysis by Valkyrie with their results from Valkyrie. Refer to the section Viewing List of Valkyrie Analyzed Files for
more details.

7.2.1. Viewing and Managing Unrecognized Files
The 'Unrecognized' interface displays a consolidated list of unrecognized files reported by the CES installations at the endpoints.
To open the Unrecognized Files interface

»  Click the 'Applications' from the left and choose "Windows File List' from the options

e Click the 'Unrecognized' tab from the top.
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Unrecognized Trusted Malicious Valkyrie Processed Files
Move To Trusted Move To Malicious Clean History For This File T
O cpil.exe DASuspicious Files\All_tests\cp... 3373 days 795FEBS537ECS14F3... No 104 KB 1
O CPILSuite exe DASuspicious Files\All_tests\ep... 3385 days DCF2DFCB39003683.. 1.0.01 No 1.54 MB 1
O TSServexe DASuspicious Files\All_tests\Tr... 4731 days 846C130E115589CF8 . No 143.5 KB 1
O TrojanSimul... D\Suspicious Files\All_tests\Tr... 4751 days 85789749CEDECY0CSE... No 3375KB 1
O pcflank.exe D\Buspicicus Files\All_tests\P... 3515 days 3437369E6B75021F5... 1.0 No 176 KB 1
O Ghost.exe DASuspicious Files\Ghost\Ghos... 3350 days DF3328F9944867C3C... 1.1 No 11 KB 1

The 'Unrecognized' Files List - Table of Column Descriptions

Column Heading Description

File Name Displays the file name of the 'Unrecognized' item.

File Path The installation location of the file at the endpoint

Age The time from which the file was installed at the endpoint

File Hash (SHA 1) Displays the hash value of the file derived using SHA1 hash algorithm.

Version Displays the version number of the executable file

Admin Rating Indicates whether the file was moved to Unrecognized Files list by the administrator.

Size The size of the unrecognized file.

# Devices Indicates the number of endpoint computers on which the item was identified. Clicking the
number opens the 'Device' interface with a list of endpoints from which the item was identified
and allow the administrator to view the activities of the processes executed by the item. For more
details, refer to description under Device Screen below.

Sorting, Search and Filter Options

»  Clicking on File Name, File Path, Admin Rating and/or # Devices column header sorts the items based on alphabetical
order of entries in that column.

e Clicking the funnel button Y atthe right end opens the filter options.
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File Name

File Path

Age

SHAT

Admin Rating

MNo

ez

# Devices

»  Tofilter the items or search for a specific file name, file path, age of the file, SHA1 hash value of the file and /or
number of devices from which the file was discovered, enter the search criteria in part or full in the respective text
boxes and click 'Apply".

File Mame
0 filters Apply cpil
File Path

You can use any combination of filters at-a-time to search for specific apps.

« Todisplay all the items again, remove / deselect the search key from filter and click 'OK'.

+ By default CDM returns 20 results per page when you perform a search. To increase the number of results displayed
per page up to 200, click the arrow next to 'Results per page' drop-down and choose the number.

Managing Unrecognized Files

The Unrecognized Files interface allow you to:
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*  View the details of files in the list
*  Move selected files to global Trusted Files' or 'Malicious Files' list
*  Removing files from the list
View the details of files in the list
»  To view the details of a file, the endpoints from which it was identified and activities of it at the endpoint click on its file
name.
The file information interface will be displayed. The interface contains two tabs:
*  File Info - Displays the general information on the selected item.
»  Device - Displays the list of endpoints up on which the item was identified with its current activities at each endpoint.

File Information Screen

The 'File Info' screen is displayed by default whenever the name of an item is clicked from the 'Unrecognized Files' interface. To
return to the 'File Info' screen from 'Devices' screen, click the 'File Info' tab from the top.
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= Windows File Rating / File Info

File Info Device

v Move To Trusted v Move To Malicious

File Summary

File Mame

TSServ exe
File Path

DASuspicious Files\All_tests\TrojanSimulator\ TSServ exe

Age
4751 days
Hazh Shal

846C130E115589CF89720A8075F37CAB9FCH9673
Version

Size

145.5 KB

Admin Rating

Mo

Actual Verdict

Unrecognized

The 'File Info' screen displays a summary of the file details like file name, file installation path, version, size, file hash value, age,
whether manually moved to Unrecognized files list and the actual file rating result by the local CES installation at the endpoint.

« Ifthe itemis found to be trustworthy you can move it to the Trusted Files list by clicking 'Move to Trusted' from the
options at the top

* Iftheitemis found to be malicious you can move it to malicious files list and block it at all the enrolled endpoints by
clicking 'Move to Malicious' from the options at the top

Devices Screen

The 'Device' screen can be opened by clicking the 'Device' tab in the 'File Info' interface.

Tip - The Device Screen can also be opened by clicking on the number displayed in the '#Devices' column in the Unrecognized
Files list table.
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The 'Device' screen displays the list of endpoints on which the item was identified and its activities at each endpoint. The
administrator can view the processes executed by the file at each endpoint with the details on data handled by each process.

= Windows File Rating / Device List 2L Logout (John Smith)

File Info Device
T Delete
™  NAME FILE PATH ACTUAL VERDICT m": ACTIVITY
[= @® BOBSMITH-PC D:\Suspicious Files... Unrecognized John Smith View Activity
Results perpage: 20 ¥ Displaying 1-1 of 1 result.

*  If you want to delete the file from selected devices, select the devices from the list and click 'Delete’.

Viewing Process Activities of the File

Note: In order for CDM to fetch the data on activities of the files from an endpoint and display them, Viruscope should have
been enabled in the profile in effect on the endpoint. Refer to the explanation of Configuring Viruscope Seftings in the section
Creating a Windows Profile for more details.

*  To view the activities of the file at an endpoint, click the 'View Activity' link in the 'Activity' column

The 'Process Activity' interface will open. It has two tabs.

*  Summary - Displays the details of the process(es) executed by the unrecognized file at the endpoint.

= Process Activity O & Logout (John Smith)

TSServ.exe

Summary Activity

Path
DA\Suspicious Files\All_tests\TrojanSimulator\TSServ.exe
Name

BOBSMITH-PC

«  Activity - Displays a chronological order of process activities with details of files modified by the process.

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 361



cCOMODO

Creating Trust Online®

S Logout {John Smith)

TSServ.exe

Summary Activity

DATE ACTION NAME DETAILS
2015/12/M16 04:24:18 PM Rename File Details
2015/12/16 04:24:18 PM Unknown CAUsers\localadmin\AppData... Details
2015/12/16 04:24:18 PM Create File CAUsers\localadmim\AppData... Details
2015/12/16 04:24:18 PM Unknown Details
20151216 04:24:18 PM Rename File Details

The 'Activity' - Table of Column Descriptions

Column Heading Description
Date Indicates the date and time of process execution
Action Indicates the action executed by the process on the target file
Name Indicates the target file affected by the process
Details Contains link to view the details of the action

*  To view the details of an activity, click the 'Details' link under the 'Details' column.
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TS55erv.exe

Summary Activity

20151216 04:2418 PM Rename File

2015712116 04:24:18 PM Unknawm CA\Usersh|ocaladmin'ippE

tctivity Details

Ll & Logout {Jo

DATE ACTION MAME OBJECT TYPE PATTERN CMD LINE DET PATH SRC PATH
2015/12/23... Load Image CAWindows.. Unknown
20015/12/23. Load Image _. CAWindows... Unknown
20135/712/23 Load Image CAWindows Unknown
2015/12/23 Load Image C\Windows Unkngwm

Moving Selected Files to "Trusted Files' or 'Malicious Files' list

If an unrecognized item is identified as trustworthy by the administrator, the file can be added to the global 'Trusted Files' list.
Files added to trusted file list will be skipped from real-time, on-demand and scheduled antivirus scans at the endpoints, till the
next AV database update.

Tip: If a file is to be excluded from all types of AV scans in future, the administrator can add the file to the Exclusions list in the
configuration profile applied to the endpoint. Refer to the explanation of adding Exclusions to Antivirus Component in the
section Creating a Windows Profile for more details.

If an unrecognized item is identified as a malware by the administrator, the file can be added to the global 'Malicious Files' list.
Files added to malicious files list will not be allowed to run at the endpoints.

*  Tomove item(s) to the 'Trusted Files' list, select the items and click 'Move to Trusted' from the options at the top.

Unrecognized Trusted Malicious Valkyrie Processed Files

£ Move ToTrusted  # Move To Malicious ) (T Clean History For This File ) §

FILE NAME FILE PATH ADMIN RATING 17 # DEVICES

=] jumper.exe C:\ProgramData\Jumperijum... 3350 days  4972154DB17A9753... 1.0 No 44 KB 1
=] cpil.exe D:\Suspicious Files\All_tests\c... 3374days  795FE85537ECS514F... No 104 KB 1
O CPILSuite.exe D:\Suspicious Files\All_tests\c... 3385days  DCFZDFCB39003683. 1.001 No 1.54 MB 1
O TSServ.exe D:\Suspicious Files\All_tests\T... 4752 days  846C130E115589CF .. No 145.5 KB 1
[l TrojanSimul... D:\Suspicious Files\All_tests\T... 4752 days 85780740CEQECO0C. . No 3375KB 1
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*  To move item(s) to the 'Malicious Files' list, select the item, click 'Move to Malicious' from the options at the top.

Tip: You can filter or search for specific files using the filter options that appear on clicking the funnel icon at the top right.

Removing files from the list

If an unrecognized item is identified as a false-positive, the administrator can remove it from the 'Unrecognized Files' list.

*  Toremove or delete an item, select the item from the list and click 'Clean History For This File' from the options at the
top.

Unrecognized Trusted Malicious Valkyrie Processed Files

% Maove To Trusted % Move To Malicious G"} Clean History For This File

jumper.exe 3350 days 4972154DB17A9753.. 10

CAProgramDatat\Jurnperijum...

cpil.exe D:\Suspicious Files\All_tests 3374 days JO5FEB3537EC314F ...

CPILSuite.exe 3385days  DCFZDFCE39003683.. 1.0.0.1
TSServ.exe ; ici Aes\All_tests\T ... 4752 days 846C130E115589CF...
TrejanSimul...

4752 days 85789749CEOECOOL

Delete File History

Entire file history will be removed. Do you want to continue?

Confirm Cancel

*  Click 'Confirm' in the confirmation dialog to remove the item from the 'Unrecognized Files' list.

The file will only be removed from the Unrecognized Files list. If the same file is identified from the same of a different endpoint,
it will be again be added to the list unless the file is moved to 'Trusted Files' list or 'Malicious Files' list.

7.2.2. Viewing and Managing Trusted Files

Files included in the "Trusted Files' list are automatically given CES trusted status. Files are identified as trusted in the following
ways:

*  Cloud-based file lookup service (FLS) - Whenever a file is first accessed, CES at the endpoints will check the file
against our master whitelist and blacklists and will award it trusted status if:

e The application is from a vendor included in the Trusted Software Vendors list;
*  The application is included in the extensive and constantly updated Comodo safelist.

*  Administrator rating - The Administrator moving files identified as trustworthy from 'Unrecognized Files' list or
'Malicious Files' list.
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»  User Rating - The user can assign Trusted' status to the files through local CES installation in two ways:

*  Ifan executable is unknown to the Defense+ safe list then, ordinarily, it and all its active components
generate HIPS alerts when they run. Of course, the user could choose the 'Treat this as a Trusted
Application' option at the alert but it is often more convenient to classify entire directories of files as Trusted".

*  The user can assign 'Trusted' rating to any desired file from the 'File List' interface.

For the files assigned with 'Trusted' status by the user, CES generates a hash or a digest of the file using a pre-
defined algorithm and saves in its database. On access to any file, its digest is created instantly and compared against
the list of stored hashes to decide on whether the file has 'Trusted' status. By this way, even if the file name is changed
later, it will retain its Trusted status as the hash remains same. This is particularly useful for developers that are
creating new applications that, by their nature, are as yet unknown to the Comodo safe list.

The 'Trusted' tab under 'Windows File List' interface displays a consolidated list of Trusted files reported by the CES installations
at the endpoints.

To open the Trusted Files interface
»  Click the 'Applications' from the left and choose 'Windows File List' from the options

»  Click the Trusted' tab from the top.

=  Windows File List ] & Logout (John Smith)

Unrecognized Trusted Malicious Valkyrie Processed Files
a Move To Unrecognized % Move To Malicious {l-'} Clean History For This File T

delegate_ex... C:\Program Files (x86)\Google... 95 days 5520A03E4FADBACS .. 4502454101 No 678.32 KB 1
CDM (4).exe C:\Users\localadmin2\Downlo... 93 days 93F020E6A27DBASB... 1.01.0 Yes 32.2 MB 1
mrt.exe C:\3b5851dafde1c30da70clef... 187 days 87E081D0B463AR92. 5.26.11604.0 No 121.18 MB 1
MPGEAR.DLL CAWINDOWS\Temp\EQOES42. . 1532 days 724D84D50ADDADE... 1.1.13120 No 38217 KB 1
MPEMNGIME.... CAWINDOWS\Temp\EJOES42. . 1532 days OEQCH0AEGDTBEESE... 1.1.11804.0 No 8.82 MB 1
taskmgrexe CAWindows\System32\taskm... 80 days D748D5B325E5DD4F... 6.1.7600.16385... No 222 KB 1
offreg. 1672.... CAWINDOWS\system32\MRT\... 1532 days OFAD329180E6DACDS... 6.3.9600.16384..  Neo 61.11 KB

The Trusted ' List - Table of Column Descriptions

Column Heading Description
File Name Displays the file name of the "Trusted" item.
File Path The installation location of the file at the endpoint
Age The time from which the file was installed at the endpoint
File Hash (SHA 1) Displays the hash value of the file derived using SHA1 hash algorithm.
Version Displays the version number of the executable file
Admin Rating Indicates whether the file was moved to Trusted Files list by the administrator.
Size The size of the file.
# Devices Indicates the number of endpoint computers on which the item was identified. Clicking the

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 365



Creating Trust Online®

Comodo Device Manager - Adminigft___r_gtor—-@ﬂid’éﬁ coM0oDO

et

number opens the 'Device' interface with a list of endpoints from which the item was identified
and allow the administrator to view the activities of the processes executed by the item. For more
details, refer to description under Device Screen below.

Sorting, Search and Filter Options

»  Clicking on 'File Name', 'File Path', 'Admin Rating' and/or # Devices column header sorts the items based on
alphabetical order of entries in that column.

e Clicking the funnel button Y atthe right end opens the filter options.

File Name

File Path

Age

SHAT

Admin Rating

MNo

ez

# Devices

»  Tofilter the items or search for a specific file name, file path, age of the file, SHA1 hash value of the file and /or
number of devices from which the file was discovered, enter the search criteria in part or full in the respective text
boxes and click 'Apply".

File Name
0 filters Apply cdm
File Path

You can use any combination of filters at-a-time to search for specific apps.
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+ To display all the items again, remove / deselect the search key from filter and click 'OK'.

By default CDM returns 20 results per page when you perform a search. To increase the number of results displayed
per page up to 200, click the arrow next to 'Results per page' drop-down and choose the number.

Managing Trusted Files

The 'Trusted' Files interface allows you to:
+  View the details of files in the list
*  Move selected files to 'Unrecognized Files' or 'Malicious Files' list
*  Removing files from the list
View the details of files in the list
»  To view the details of a file, the endpoints from which it was identified and activities of it at the endpoint click on its file
name.
The file information interface will be displayed. The interface contains two tabs:
»  File Info - Displays the general information on the selected item.
»  Device - Displays the list of endpoints up on which the item was identified with its current activities at each endpoint.

File Information Screen

The 'File Info' screen is displayed by default whenever the name of an item is clicked from the 'Trusted' interface. To return to
the 'File Info' screen from 'Devices' screen, click the 'File Info' tab from the top.
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= Windows File Rating / File Info & Logout (John Smith)

File Info Device

v Move To Unrecognized v Move To Malicious

File Summary

File Mame

opera.exe
File Path

CAProgram Files (x86)\0Opera\34.0 2036 25\opera exe
Age

26 days

Hash Shal
AF6CT12AFAS2DB702E958D0C461D4D285B0ESFBY0
Version

34.0.2036.25

Size
615.62 KB
Admin Rating
Actual Verdict

Trusted

The 'File Info' screen displays a summary of the file details like file name, file installation path, version, size, file hash value, age,
whether manually moved to Trusted files list and the actual file rating result by the local CES installation at the endpoint.

« Ifthe item is found to be suspicious, you can move it to the Unrecognized Files list by clicking 'Move to Unrecognized'
from the options at the top

» Ifthe item is found to be malicious you can move it to malicious files list and block it at all the enrolled endpoints by
clicking 'Move to Malicious' from the options at the top

Devices Screen
The 'Device' screen can be opened by clicking the 'Device' tab in the 'File Info" interface.

The 'Device' screen displays the list of endpoints on which the item was identified and its activities at each endpoint. The
administrator can view the processes executed by the file at each endpoint with the details on data handled by each process.
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Windows File Rating / Device List &4 Logout (John Smith)

File Info Device
Delete
O name FILE PATH ACTUAL VERDICT pEe ACTIVITY
OWNER
O ® EBOBSMITH-PC CAProgram Files\Opera... Trusted John Smith View Activity
O DESKTOP-ROIRADS |... C:A\Program Files (x86)\... Trusted liliya View Activity

Results per page: 20 ~ Displaying 1-2 of 2 results.

The Device interface allows the administrator to view the activities of the file at the selected endpoint. Refer to the explanation of
Viewing Process Activities of the File in the previous section for more explanation.

Moving Selected Files to ‘Unrecognized Files' or 'Malicious Files' list

ltems that are added to the Trusted Files' list by mistake can be moved to 'Unrecognized Files' list or global 'Malicious Files' list.

*  Tomove item(s) to the 'Unrecognized Files' list, select the items and click 'Move to Unrecognized' from the options at
the top.

= Windows File List

Unrecognized Trusted Malicious Valkyrie Processed Files
%? Mowve To Unrecognized % Move To Malicious \_-1-'} Clean History For This File

(] FILENAME FILE PATH

O shell32.dll CAWindows\Systemn32\shell3_. 2461 days  Z7ED11736E24B2CO0... 6.0.60C

O ieuser exe CAProgram Files\Internet Expl... 13 days 26E6BFDECT2097FA. . 6.0.60C

| iexplore.exe CAProgram Files\Internet Expl... 13 days ASEF9B4DCFODACZEF... 7.00.60
Ghost.exe DASuspicious Files\Ghost\Gho... 3350 days DF3328F9944867C3... 11

mve oo | 17 oS N, ., T S O T a4 11 CEREDE S & P

*  To move item(s) to the 'Malicious Files' list, select the item, click 'Move to Malicious' from the options at the top.
Tip: You can filter or search for specific files using the filter options that appear on clicking the funnel icon at the top right.

Removing files from the list

If an item in "Trusted Files' list is identified as not trustworthy, the administrator can remove it from the "Trusted Files' list.

*  Toremove or delete an item, select the item from the list and click 'Clean History For This File' from the options at the
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= Windows File List

Unrecognized Trusted Malicious Valkyrie Processed Files

=,

a Mowve To Unrecognized % Move To Malicious \_‘I;' Clean History For This File

O shell32.dll CAWindows\System32\shell3... 2461 days  27ED11736E24B2C0.. 6.0.60C
O ieuser.exe 13 days 26E6BFDBCTZ097FA... 6.0.600
| iexplore exe 13 days ASEF9B4DCFOACZEF... 7.00.60

3350 days DF3328F9944867C3 . 1.1

e Ghost exe

Delete File History

Entire file history will be removed. Do you want to continue?

e Click 'Confirm' in the confirmation dialog to remove the item from the "Trusted Files' list.

The file will only be removed from the "Trusted' Files list and not from the endpoints.

7.2.3. Viewing and Managing Malicious Files

Files that are identified as malicious from the File Look up Service (FLS) by the local CES installations will be given 'Malicious'
rating and will not be allowed to run by default.

The 'Malicious' tab under 'Windows File List' interface displays a consolidated list of malicious files reported by the CES
installations at the endpoints.

To open the Malicious Files List interface
»  Click the 'Applications' from the left and choose "Windows File List' from the options

e Click the 'Malicious' tab from the top.

Comodo Device Manager - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 370



Creating Trust Online®

Comodo Device Manager - Administrator-Guide coMoDo

= Windows File List = &4 Logout (John Smith)

Unrecognized Trusted Malicious Valkyrie Processed Files
Move To Unrecognized Move To Trusted Clean History For This File Y
O unrec? txt CAT\wnrec? txt 20 days 3031FB6TFOA49346. . No 19B 1
N loved.exe CAProgramData\Microscft\Wi... 1357 days SEZATBOOEDYAE3SE... No 223.69 KB 1
O 000 virus. et CAlUsers\10Serhif\Desktoph\00... 22 days 026ADT0833FEDFEZ... Mo 675 B 2
O chrmstp.exe c\program files\google\chro.. 22 days 481715E87FF52F7F .. 47.0.2526.80 Mo 976.82 KB 15
O goopdate.dll CAProgram Files (xB&JGUM1... 35 days 087B9B497503360F... 1.3.29.1 Yes 1.6 MB 6

The 'Malicious Files' List - Table of Column Descriptions

Column Heading Description

File Name Displays the file name of the 'malicious’ item.

File Path The installation location of the file at the endpoint

Age The time from which the file was installed at the endpoint

File Hash (SHA 1) Displays the hash value of the file derived using SHA1 hash algorithm.

Version Displays the version number of the executable file

Admin Rating Indicates whether the file was moved to Unrecognized Files list by the administrator.

Size The size of the unrecognized file.

# Devices Indicates the number of endpoint computers on which the item was identified. Clicking the
number opens the 'Device' interface with a list of endpoints from which the item was identified
and allow the administrator to view the activities of the processes executed by the item. For more
details, refer to description under Device Screen below.

Sorting, Search and Filter Options

»  Clicking on File Name, File Path and/or # Devices column header sorts the items based on alphabetical order of
entries in that column.

e Clicking the